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|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Country

| Target Address

|veb Ste

|9 gnature

|Device Action  |Count |
79.177.170.211 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ati on-Q i dest - r eset 85
66. 249. 78. 29 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 4
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 4
140. 242. 64. 131 Lhited Sates 147.237. 76. 31 nakchal .idf.il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

Target Address

Ste

184.173. 183. 172|thited Sates 147. 237. 77. 234 |hal ag. i of . i | DVRep_P- N 40- 59 Per nirt 255
85. 25. 43. 94 Ger nany 147. 237. 77. 170 |nsarachot .i of .i| |DVRep B- N _60_100 B ock 1
71.6.167. 142 |United Sates 147.237.8.50 |etikshw.idf.il |DVRep B-N 60_100 B ock 1
37.8.57.95 glcissi':('ja” Territory, 147.237.77. 216 |dover. i df . i1 9221: HTTP. PUT Met hod Execution over HTTP/ VbDAV B ock 1
89. 139. 164. 148 |Israel 147. 237. 72. 156 |anan.i of . i | 7120. TCP: Segrent Qverlap Wth Different Data, e.g., B ock 1
Fragrout e
79.182. 168. 121 |Israel 147. 237. 77. 216 |dover. i of . i | 7120: TGP Segrent Qverlap Wth Different Data, e. g B ock 1
Fragrout e
66. 240. 192. 138 |United Sates 147.237.77. 74 |lawid.il DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Ger nany 147.237.77. 233 |atal i cf . i | DVRep B-N 60 100 B ock 1
71.6.167. 142 |United Sates 147.237.77. 179 |e. nazi .i f . | DVRep BN 60_100 B ock 1
46.117.63. 4 I srael 147. 237. 72. 156 |aman. i df .| 7120: TP Segnent Qverlap Wth Dfferent Data, e.g. B ock 1
Fragrout e
93. 115.82. 54 Anonynous Pr oxy 147.237.77. 233 |atal .idf.il DVRep B-N 60 100 B ock 1
84.94.33.204  [Israel 147.237.77. 216 |dover. i of .i | 7120. TCP: Segrent Qverlap Wth Different Data, e.g. B ock 1
Fagroute
71.6.165. 200  |Uited Sates 147. 237.77. 227 |e.hamaz.icf.i] _ |DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77. 212 |e.dover.idf.il DVRep B-N 60 100 B ock 1
46.121.242.66 |Israel 147.237.77. 216 |dover. i df .i | 7120. TCP: Segrent Qverlap Wth Different Data, e.g. B ock 1
Fagroute
93.120.27.62 _ |Fommnia 147.237.8.50 |e.tikshw.idf.il |DVRep B-N 60 100 B ock 1
84.95.201.17  |Israel 147.237.72. 166 |aka.i df .i 7120 TCP. Segment Cverlap Wth Different Data, e.g. Bl ock 1
Fragrout e
71.6.167. 142 |United Sates 147.237.0.34 |tikshwv.icf.il _ |DVRep B-N 60_100 B ock 1
85.25.103.50 _ |Ger many 147.237.77. 74 |lawidf.il DVRep_B-N 60_100 B ock 1
77.125.101. 200 |lsrael 147.237.77.176 [nat pash.idf .i| C1l000004: HTTP:. options nmethod (M crosoft) B ock 1
66.240. 192. 138 |Lhited Sates 147.237.0.35 |akaws.idf.il DVRep_B-N 60_100 B ock 1
109.67.63.41  [Israel 147. 237. 77. 170 |nmar achot . i df . | ;lig}olf Segent Qverlap Wth Different Data, e.g. B ock 1
85. 25. 43. 94 Ger many 147. 237.76. 198 |e.yohal an. i of .i] |DVRep_B-N 60_100 B ock 1
71.6.167. 142 |Uited Sates 147.237.8.28 |e.nobile ks.idf.il|DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.77. 205 |prisha.idf.il DVRep_B-N 60_100 B ock 1
77.127.206.25 |israel 147.237.76.86 |navy.idf.il 7120. TCP: Segrent Qverlap Wth Different Data, e.g. B ock 1
Fragrout e
66. 240. 192. 138 |United Sates 147. 237.76. 86 |navy.idf.i DVRep_B- N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste | Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
187.101. 132. 36 Brazil 147.237.77. 234 hal ag.idf.il ET SCAN Potential SSH Scan 4
66. 249. 78. 29 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 66 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 2
178. 32. 251. 100 Fance 147.237.77.176 nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
91.224.132.118 Russi an Federation 147. 237. 0. 200 . i df . i ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 67 Chi na 147.237.77.170 naar achot . i df . il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 65 Chi na 147.237.76. 86 navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 65 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
178. 32. 251. 100 Fance 147.237.77. 243 nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
121.88.5. 177 Korea, Republic of 147.237.76.176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.0. 33 idf.il ET SCAN Potential WNC Scan 5900- 5920 1
61. 240. 144. 64 Chi na 147.237.77. 61 e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 100. 100. 50 Lhited Sates 147.237.77. 19 lawforumidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address ‘S’ te ‘ Message
Country
84.228.15.195 |Israel 147.237.76. 42 |refuah.idf.i ?Z;'ge”ansmt wWth different wndow 4 1op sequence noni t or 103
212.117.143.10 |Israel 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop dr op 86
66.249.78.166 |United Qates |147.237.77. 216 |dover. i of .i1| V1 d segnent retransmssion. Packet |Streaming Bngine: TCP Invalid drop 62
dr opped. Ret r ansni ssi on
66.249.78.159 |lnited Qates |147.237.77. 216 |dover. i of i1 | V& 1 d segnent retransmssion. Packet |Streaming Engine: TCP Inval id drop 56
dr opped. Ret r ansni ssi on
1.163.91. 67 Tai wan 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 46
202. 67.41.51 | ndonesi a 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 40
5.22.129.228 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 36
37.48.120.214 |Net her| ands 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 36
45.216. 248. 78 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op drop 36
66.249.78.173 |United Qates |147.237.77. 216 |dover. i of .i1| V1 d segnent retransmssion. Packet |Streaming Engine: TGP Invalid drop 32
dr opped. Ret r ansni ssi on
79.176. 155. 253 |l srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 30
37.26.148. 196 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 27
80. 246.130. 68 |l srael 147. 237, 77. 216 |dover. i o i1 || VA 1 d segnent retransmssion. Packet |Sireaming Engine: TCP Invalid drop 24
dr opped. Ret r ansnii ssi on
157. 55. 39. 204 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 24
46.116. 82. 78 I srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 22
149, 78. 43. 12 I srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 21
202. 67. 40. 50 I ndonesi a 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op drop 20
149. 78. 5. 166 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop dr op 19
85. 65. 36. 230 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 18
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 16
72.95. 62. 202 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 16
157. 55. 39. 136 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 15
154. 121.5. 229 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op drop 15
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop dr op 13
85. 65. 127. 53 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 13
66. 249. 78. 166 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 13
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 13
37.142. 244. 248 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 12
46. 116. 78. 236 | srael 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op drop 12
109. 253. 138. 189|l srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop dr op 12
157.55. 39. 191 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 12
76.124. 69. 64 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 12
109. 65. 24. 43 I srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 12
2.52.47. 31 I srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 10
109. 253. 128. 118I srael 147.237.72. 166 |aka i f .| ||V 1d segment retransmssion. Packet — [Sreamng Engine: TP Invalid drop 10
dr opped. Ret r ansnii ssi on
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 10
79.176.55.44  |israel 147.237.77. 243 |mubile.i o . || V@ 1d segnent retransmssion. Packet  [Sreamng Engine: TP Invalid drop 9
dr opped. Ret r ansni ssi on
85. 65. 36. 230 | srael 147.237.77. 216 |dover.idf.il|l nval i d ACK nunber Bad TCP sequence noni t or 9
85. 250. 134. 145 |l srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 9
84.228. 15. 195 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 9
93.173.128. 79 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 9
72.71.178.106 |Whited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 9
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op drop 8
50. 87.144. 145 |lLhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 8
157. 55. 39. 66 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 8
62. 140. 210. 130 Ei“'ntgegom 147.237.77. 216 |dover. i df i1 [First packet isnt SN drop drop 7
2.52.47. 84 | srael 147.237.77. 216 |dover.idf.il|Frst packet isn't SN dr op drop 7
66.249.78.159 |Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 7
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 7
79.183.102. 242 |l srael 147.237.77. 216 |dover.idf.il|lnvalid sequence nunber Bad TCP sequence noni t or 6
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|Top Attackers In V\AF|

A tacker Devi ce

‘Count

Attacker Address ‘Target Address |Ste

Country Action
46.121.138.11 |Israel 147.237.72. 166 |aka.i df . i Wnaut hori zed URL Access to B ock 24
viwn aka. i df . i | / mai n/ sachar/ resour ces/ styl es/
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 78. 166 Bl ock 5
207.46.13.101 |lhited Sates|147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
84.109. 179. 222 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 4
157.55.39.137 |lhited Sates|147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 3
157. 55. 39. 61 Lhited Sates|147.237. 72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 3
157.55.39.204 |Lhited Sates|147.237. 77. 216 |dover.idf.il Ml ti pl e Unhaut hori zed URL Access from 157. 55. 39. 204 B ock 3
. s D stributed Lhaut hori zed URL Access on
66. 249. 78. 140 | srael 147.237.0. 34 tikshuv.idf.il ti kshuv. i df . i 1// edi ndyoran/ enl ar ge. asp B ock 2
79.176. 72. 232 | srael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to waw aka.idf.il/giyus/forns. aspx Bl ock 2
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 2
5.20.37.140  [Israel 147. 237.72. 166 [aka. i o . | Distributed haut horized URL Access on Bock |2
wwy aka. i df . i 1//mai n/ har edi mi webr esour ce. axd
R Uhaut hori zed URL Access to
136.243.36. 97 |Ger many 147.237.76.86 navy.idf. il vwv navy. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
66. 249. 69. 36 | srael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to 147.237. 72. 166/ br ot her s/ ski r a/ def aul t . asp |B ock 1
46.229. 164. 102 |Lhited Sates|147.237. 72. 166 |aka.idf.il Uhaut hori zed URL Access to waw aka.idf.il/giyus/kadatz Bl ock 1
79.179.0. 117 | srael 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to ww aka.idf.il/main/giyus/ww navy.idf.il |B ock 1
188. 165. 15. 236 |FHance 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1238- he/ at al . aspx B ock 1
66. 249. 75. 49 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1537- 8763- he/ at al . aspx |B ock 1
66.249.67.42  |Israel 147. 237. 77. 226 |ww chanat z. aka. i of .11 |onauthorized URL Access to Bock |1
waw. chanat z. aka. i df . i | / 1056- en/ hamaz. aspx
85. 64. 117. 244 |l srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw idf.il/https:/wwidf.il/ B ock 1
Unknown Par arret er
79.176.30.217 |lsrael 147.237.72. 166 |aka. i df .il ct | 00$ct | 00$cphMai n$TochenP acetol der $quest i onlbdat e$t xt O her Questi |None 1
on in wwu aka.idf.il/main/giyus/fag. aspx
31.168. 68. 51 | srael 147.237.72. 166 |aka.idf .il Uhknown Paraneter g861 i n waw aka. i df.il/nain/gi yus/| ogi n. aspx None 1
157.55.39.138 |United States [147. 237. 72. 166 |aka. i df i1 Wnaut hori zed URL Access to B ock 1

wan aka. i df . i | / sachar/ f or ns/ downl oadf or m asp

e Unaut hori zed URL Access to
66. 249. 78. 109 | srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 18063- he/ dover . aspx B ock 1

149.88.91.70  |United Sates |147. 237. 72. 166 |aka.i df i Distributed Lhaut hori zed UR. Access on 8 ock 1
ww aka. i df . i |/ / mai n/ har edi ni webr esour ce. axd

Illegal Paraneter Ehcoding catld in

66. 249. 75. 13 | srael 147.237.72. 166 |aka.idf .il R . None 1
wwy aka. i df . i | / nai n/ gi yus/ gener al . aspx
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 64. 74 B ock 1
79.182.154. 201 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 1
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw idf.il/arafat/terrorisn®/ B ock 1
S Unaut hori zed URL Access to
66. 249. 75. 65 | srael 147.237.77.233|atal .idf.il 147. 237. 77. 233/ modul es/ f or uns/  or um aspx B ock 1
157.55.39. 137 |lLhited Sates|147.237. 72. 166 |aka.i df .i | Lhaut hori zed LRL Access to aka.idf.il/sachar/faqg. aspx B ock 1
93.172. 156. 104 |Israel 147.237.0.17 I’n"y'kOSher'kraV' 101159 Untraceabl e Gonnection - Unknown Server Gertificate None 1
R Unhaut hori zed URL Access to
66. 249. 67. 49 | srael 147.237.77. 170 |naar achot . i df . i | 147. 237. 77. 170/ 71857- he/ maar achot . aspx B ock 1
79.176.37.182 |israel 147. 237. 72. 166 |aka i of . i | Unknown Parameter __VI EASTATEGENERATCR i n None 1
virwv aka. i df . i | / mai n/ sachar/ decl ar at i onexpl anat i on. aspx
46.19. 85. 130 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
157.55.39.191 |lLhited Sates|147.237. 77. 216 |dover.idf.il Uhaut hori zed URL Access to www i df.il/newsite/french/0226-3. stm B ock 1
66. 249. 75. 13 | srael 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to waw aka.idf.il/portal B ock 1
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/print_text.asp Bl ock 1
s Unaut hori zed URL Access to
77.127.159. 120 Israel 147.237.72. 166 |aka. i df .11 ww aka. i df . i/ nai n/ gi yus/ aut henti cati onservi ce. asnx/ get user detai | s B ock !
66. 249. 75. 117 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
157.55.39.137 |Uited States [147. 237. 72. 166 |aka. i of i1 Wnknown Paramet er 136cd360 in None 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
109. 253. 128. 118l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 67. 120 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 938- he/ r ef uah. aspx Bl ock 1
S Unhaut hori zed URL Access to
46. 120. 174. 114 |l srael 147.237.72. 166 |aka. i df .il v aka. i df i |/ i n/ har edi n vebr esour ce. axd Bl ock 1
66. 249. 78. 147 | srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/edi myonan/ enl arge. asp B ock 1
66. 249. 75. 26 | srael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
157.55.39.136 |lhited Sates|147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
66. 249. 64. 159 |l srael 147.237.72. 156 |anan.idf . il D stributed Lhaut horized LRL Access on list.ips.gov.il// B ock 1
84.228. 15. 195 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
77.127. 206. 25 | srael 147.237.76.86 |navy.idf. il Ml tiple Ful lw dth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+) 8 ock 1

from 77.127. 206. 25

e Unaut hori zed URL Access to
66. 249. 78. 95 I srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 18554- he/ dover . aspx Bl ock 1
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