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|Top Attackers | n DDoS- Def ence |

Attacker Address | Atacker Country | Target Address |veb Ste |9 gnature |Device Action |Count |
66. 249. 78. 96 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 760
46.121. 120. 180 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 409
85. 64. 76. 140 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 138
66. 249. 78. 15 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn drop 115
89. 138. 242. 38 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 76
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
10.0.0.6 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
146. 185. 239. 100 Russi an Federation 147.237.77.170 naar achot . i df . il bl ock-sp-traf1 drop 1
192. 3. 206. 130 Lhited Sates 147.237. 76. 39 nobi | e. nei tav.idf.il B ock Np Al _Net drop 1
46. 19. 85. 75 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
124. 232. 142. 220 Chi na 147.237.76. 198 e.yohal an.idf.il B ock_Udp All _Nets dr op 1
46. 19. 85. 75 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry \Target Address |Ste

| Name

\I:evi ce Acti 0n|Ooum|

184.173.183. 172 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N _40-59 Perm t 128
89. 138. 30. 159 | srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 5
5.22.130. 185 | srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
93. 115. 82. 54 Anonynous Proxy |147. 237. 76. 198 |e.yohal an.idf . il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 B ock 1
212.235. 68. 141 |l srael 147.237. 72. 166 |aka.idf .il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
85. 25. 103. 50 Cer many 147.237. 72. 166 |aka.idf .il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.72. 166 |aka.idf .i| DVRep_B-N 60 100 Bl ock 1
93. 120. 27. 62 Rormani a 147.237.76.31 |[nakchal.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.200 |eitan. aka. i df.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.76.201 |e.atal .idf.il DVRep_B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237. 77. 226 |wan chanat z. aka. i df .i| |DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Rormani a 147.237.77.176 [nat pash.idf . il DVRep_B-N 60_100 B ock 1
72.91.210.24 Lhited Sates 147.237.72. 166 |aka.idf .il C1000106: HTTP: naj estic bot B ock 1
66.240.192. 138 |Lhited Sates 147.237.76. 177 |ncore.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.77. 216 |dover. i df i DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 33 idf.il DVRep_B-N 60_100 B ock 1
94. 230. 86. 155 | srael 147.237. 72. 166 |aka.idf .il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
84.136. 227. 24 CGer many 147.237.77.74 |lawidf.il Q008: HITP: Xenu User Agent B ock 1
71.6.165. 200 Lhited Sates 147.237.0.34  |tikshuv.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0.35 |akaws.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.8.46  |e.chinuch.idf.il DVRep B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.8. 27 e nadimatal .idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste [Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 5
37.142.98.9 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
80.178. 9. 232 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
66. 249. 78. 96 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 15 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
77.125.166. 70 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
66. 249. 78. 22 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 65 Chi na 147.237.72. 167 i shurimaka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
118.144.129. 11 Chi na 147.237. 76. 39 nobi le.nei tav.idf.il ET SCAN Potential SSH Scan 1
118.144.129. 11 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237. 8. 28 e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
178. 32. 251. 100 Fr ance 147.237.77.178 e. nat pash. i df .il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 65 Chi na 147.237.72. 217 e.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
118.144.129. 11 Chi na 147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.77.19 lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
118.144.129. 11 Chi na 147.237.76. 38 eeneitav.idf.il ET SCAN Potential SSH Scan 1
88. 204. 187. 90 Kazakst an 147.237.8. 45 e.eitanidf.il ET SCAN NVAP -sS w ndow 4096 1
61. 240. 144. 67 Chi na 147.237.76. 198 e.yohal an.i df.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
183. 232. 128. 156 Chi na 147.237. 8. 24 elifestyle.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 66 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
118.144.129. 11 Chi na 147.237.76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘S te ‘ Message
66.249.78.166 |ited Sates 147. 237. 77. 216 |dover . i of 1|V 1 d Segment retransm ssi on. Streaning Engi ne: TQP Inval i d drop 158
Packet dr opped. Ret r ansni ssi on
66.249.78.173 |lited Sates 147. 237.77. 216 |dover i f . 1|V | d Segment retransm ssi on. Streaning Engi ne: TCP I nval i d drop 141
Packet dropped. Ret r ansn ssi on
66.249.78.159 |lnited Sates 147. 237. 77. 216 |dover . i of 1| V@ 1 d Segment retransmssi on. Streaning Engi ne: TQP Inval i d drop 130
Packet dr opped. Ret r ansni ssi on
212.150. 126. 136|l srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN dr op dr op 37
89.138.30.159 |l srael 147.237.76.42 |refuah. i i[>0 TS with different wndow |, op sequence mnitor |36
84. 228. 244. 59 | srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 35
46.121. 195. 139 |l srael 147.237.72. 166 |aka.idf.il |Hrst packet isn't SN drop drop 34
5. 156. 8. 240 Romani a 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN dr op dr op 17
66.249. 78. 166 |lLhited Sates 147.237.77.216|dover.idf.il|H rst packet isn't SYN drop drop 17
37.48.120. 214 Net her | ands 147.237.77. 216 |dover.idf.il|F rst packet isn't SN drop drop 16
149.78.72.59  |Israel 147. 237. 77. 216 |dover . i of 1| V@ 1 d Segnent retransm ssi on. Streaning Engi ne: TQP Inval i d drop 12
Packet dropped. Ret r ansni ssi on
108.59. 253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN dr op dr op 11
66.249.93.216 |Wited Sates 147.237.77. 234 |hal ag. i of . 1|V 1 d segment retransm ssi on. Streaning Engi ne: TCP Inval i d drop 10
Packet dropped. Ret r ansn ssi on
109. 64. 52. 209 | srael 147.237.77. 216 |dover.idf .il|FH rst packet isn't SN drop drop 10
87. 69. 20. 224 | srael 147.237.77.216|dover.idf.il|Hrst packet isn't SYN drop drop 10
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN dr op dr op 10
79.181. 36. 210 | srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 9
46. 19. 86. 12 | srael 147.237.77. 216 |dover.idf.il|F rst packet isn't SN drop drop 9
66.249.78.159 |lLhited Sates 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 8
66.249.64.74  |United Sates 147. 237. 77. 216 |dover i of . 1| V@ 1 d Segnent ‘retransnissi on. Streaning Engi ne: TQP Inval i d drop 8
Packet dropped. Ret r ansni ssi on
94.230. 86. 155 |l srael 147.237.72.166|aka.idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 7
46. 19. 85. 75 | srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 7
149. 78. 72. 59 | srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 7
220.227.112. 205]Indi a 147.237.77. 216 |dover.idf .il|FH rst packet isn't SN drop drop 7
94.230. 86. 155 |l srael 147.237.77.216|dover.idf.il|Hrst packet isn't SYN drop drop 7
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN dr op dr op 6
94. 159. 212. 49 | srael 147.237.77. 216 |dover.idf.il|F rst packet isn't SN drop drop 6
46.19. 86. 117 | srael 147.237.77.216|dover.idf.il|l nval i d ACK nunber Bad TCP sequence noni t or 6
66.249.64.72  |ited Sates 147. 237. 77. 216 |dover . i of 1|V 1 d Segment retransm ssi on. Streaning Engi ne: TQP Inval i d drop 6
Packet dropped. Ret r ansni ssi on
46.19. 86. 117 | srael 147.237.77. 216 |dover.idf.il|l nval i d sequence nunber Bad TCP sequence noni t or 6
66.249.78.173 |Lhited Sates 147.237.77. 216 |dover.idf.il|F rst packet isn't SN drop drop 6
109. 65. 142. 101 |l srael 147.237.77. 216 |dover.idf.il|F rst packet isn't SN drop drop 6
76.173. 28. 59 Lhited Sates 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 5
188.161.114.3 glcis;ilgéan Territory, 147.237.77.216|dover.idf.il|Hrst packet isn't SYN drop drop 5
157. 55. 39. 47 Lhited Sates 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 5
54.72.73. 168 Lhited Sates 147.237.77. 216 |dover.idf.il|F rst packet isn't SN drop drop 5
87.69.81. 116 | srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 4
31.52.1.140 Uni ted Ki ngdom 147.237.77. 216 |dover.idf .il|FH rst packet isn't SN drop drop 4
46. 19. 86. 246 | srael 147.237.77.216|dover.idf.il|Hrst packet isn't SYN drop drop 4
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN dr op dr op 4
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 4
84.228. 246. 140 |l srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 4
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 4
213.55.115.112 |Bhiopia 147.237.77. 216 |dover.idf .il|FH rst packet isn't SN drop drop 4
89. 138. 30. 159 |l srael 147.237.77.216|dover.idf.il|Hrst packet isn't SYN drop drop 4
79.178.162. 215 |lsrael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN dr op dr op 4
157. 55. 39. 204 Lhited Sates 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop dr op 4
85. 250. 101. 48 | srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 4
94. 230. 86. 155 | srael 147.237. 77. 216 |dover.idf.il|l nval i d ACK nunber Bad TCP sequence noni t or 4
213.57.41. 149 | srael 147.237.77. 216 |dover.idf .il|FH rst packet isn't SN drop drop 4
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|Top Attackers In V\AF|

A tacker

Target Address

dte

Devi ce

Count ry

Action

‘Count

66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 22
66. 249. 78. 173 |l srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 21
66. 249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 16
157. 55. 39. 137 ;Eg: 147.237.72. 166 |aka.idf. il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 6
157. 55. 39. 61 :Iatteeg 147.237.72. 166 |aka.idf . il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 5
87.69. 162.9 | srael 147.237.72. 166 |aka.idf.il Mil tipl e Unaut hori zed URL Access from 87.69. 162. 9 B ock 5
87.68.41.135 |Israel 147.237.0.34  |tikshuv.idf.il Ml ti pl e Unaut hori zed URL Access from 87. 68. 41. 135 B ock 4
46.120.212.78 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
82.166. 100. 196 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
66. 249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode B ock 3
94. 230. 86. 155 |l srael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
46.19.85.169 |Israel 147.237.72. 166 |aka i df il Distributed Lhaut horized LR Access on B ock 3
wan aka. i df . i | // mai n/ rabanut/webresour ce. axd
213.55.115. 112 |Bhiopi a 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df . il/894-en/i df gdover. aspx B ock 2
207. 46. 13. 101 ;h;tt:g 147.237.72. 166 |aka. i df.i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
157. 55. 39. 191 ;h;::s 147.237.77. 216 |dover.idf.il Ml tipl e Unauthorized URL Access from 157.55. 39. 191 B ock 2
78.46. 203. 72 Ger many 147.237.77. 216 |dover.idf.il O stri buted Suspi ci ous Response Gode B ock
157. 55. 39. 138 Lsh;::: 147.237.72. 166 |aka. i df .i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
C e O stributed Lhaut hori zed URL Access on
79. 181. 120. 199 |l srael 147.237.72. 166 |aka.idf.il i aka. i df i 1// mai v/ har edi m webr esour ce. axd Bl ock 2
157. 55. 39. 138 Lsh;::: 147.237.72. 166 |aka.idf.il Unknown Paraneter 9ff3fe30 i n wwv aka. i df.il/mai n/ hone/ def aul t. aspx None 1
66. 249. 75. 117 |l srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
84.228.195. 22 |lsrael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to waw aka.idf.il/https:/ww aka.idf.il/ B ock 1
46. 229. 164. 102 ;h;tt:g 147.237.72. 166 |aka. i df . il Uhaut hori zed URL Access to waw aka. i df.il/giyus/general B ock 1
66. 249. 81. 227 |Israel 147.237.77. 176 [nat pash. i df .i | LR is Above Root Drectory ww cogat.idf.il/../favicon.ico B ock 1
176. 12. 150. 137 |1 srael 147.237.0.17 Im”y' kosher-kravi . 10f 1 |oq {1t raceabl e Gonnection - Lnknown Server Gertificate None 1
66. 249. 78. 109 |l srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ 1283- 18261- en/ dover . aspx |B ock 1
93.172. 169. 104 |l srael 147. 237.72. 156 |anan. i df . | Distributed Lhaut hori zed LRL Access on . B ock 1
waw aman. i df . i 1// consol e/ cor e/ doc_ngr/ undef i ned
- - - — -
66.249. 69.34 |Israel 147. 237. 72. 166 |aka. i df .| Doubl e LRL Encoding - paraneter: catidy6Qu003d59336 in Bock |1
viwv aka. i df . i | / mai n/ gi yus/ gener al . aspx
37.26.147.183 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
Lhited . R Unhaut hori zed URL Access to
207.46.13.78 Sates 147.237.0. 34 tikshuv.idf.il wiw ti kshuv. i df . i | / mai n/ gi yus/ gi yus/ gener al . aspx B ock 1
82.166. 235. 19 |Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
157. 55. 39. 138 Lsh;::: 147.237.72. 166 |aka.idf.il Uhknown Paraneter KEY in wwy aka.idf.il/ishurimcityofficers/ None 1
66. 249. 78. 20 | srael 147.237.76. 31 |[nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ 1117- 7783- he/ nakhal . aspx |B ock 1
157. 55. 39. 136 :Iatteeg 147.237.72. 166 |aka.idf. il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to ww idf.il/1133-21498-h B ock 1
Lhi ted Unhaut hori zed URL Access to
68. 180. 228. 251 Sates 147.237.77.74 |lawidf.il wan law i df.il/tenpl ates/tenplatecontrol s/ news/sip_storage/fil es/7/1437.p |B ock 1
df/
R Unhaut hori zed URL Access to
178.255. 215. 87 |France 147.237. 77. 216 |dover i df .11 www. i df . i |/1133-19936- ar / kkkkkkk=a8c2649bkkkkkkk_a8c2649b Hock [
157. 55. 39. 137 :Iatteeg 147.237.72. 166 |aka.idf. il Mil tiple Whaut horized URL Access from 157. 55. 39. 137 B ock 1
66.249. 78. 111 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 870- 2339- he/ pat zar . aspx B ock 1
66. 249. 69. 42 | srael 147.237.72. 166 |aka.i df .i | Uhaut hori zed URL Access to www aka.idf.il/nobil e/ B ock 1
C e O stributed Lhaut hori zed URL Access on
84. 108. 65. 245 |l srael 147.237.72. 166 |aka.idf.il ww aka. i df i 17/t t ps: / v aka i o i1/ Bl ock 1
66. 249. 78. 82 | srael 147.237.77.74 |lawidf.il Dstributed |11 egal Paraneter Encodi ng None 1
Unknown Par anet er
157.55.39. 136 | t€d 147. 237. 72. 166 |aka. i df .| anp, anp; anp; anp; anp; anp; anp, anp; anp; anp, anp, anp, anp; anp; anp a fy, ¢ 1
Sates np; anp; anp; anp; anp; anp; anp; anp; s derBy in
v aka. i df . il /ituri masp/ di spl ayal | sol di ers. asp
66. 249. 64. 235 |lsrael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ 1381- 17403- he/ dover . aspx |B ock 1
188.138. 17. 205 |Fance 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147.237.76. 86/ B ock 1
66. 249. 78. 118 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 164- 4312- he/ pat zar . aspx B ock 1
66. 249. 75. 26 | srael 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
149. 78. 125. 245 |l srael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
46.19. 86. 230 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
207. 46. 13. 101 ;h;::s 147.237.72. 166 |aka. i df . il Lhaut hori zed LRL Access to aka.idf.il/gius B ock 1
84.108. 153. 166 |l srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to wwn aka. idf.il/sip storage/fil es/ 0/ B ock 1
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