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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
66. 249. 78. 82 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 4651
79.182. 118. 215 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 148

80. 246. 141. 206 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 101
212.199.112. 144 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 92
84.228.92. 135 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 74

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
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|Top Attackers In IPS|

At t acker Address|Attacker (buntry|Target Addr ess |Ste

|Nama

|Davi ce Action|Count|

128.242.249. 12 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N _40-59 Per nint 72
71.6.165. 200 Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.77.216 |dover.idf.il DVRep B-N 60 100 Bl ock 1
71.6.165. 200 Lhited Sates 147.237.76. 200 [eitan. aka.i df .i | DVRep B-N 60 100 B ock 1
85.25.103.50 [Ger many 147.237.8.27 |e.madi matal .idf.il DVRep_B-N 60 100 Bl ock 1
41.185.12.165 |South Africa 147.237.77. 216 |dover.idf.il C1000108: HITP. Trying to | ocate existing FCKedi t or Bl ock 1
71. 6. 165. 200 Lhited Sates 147.237.77. 227 |e. hanaz. i df .i | DVRep_B-N 60_100 Bl ock 1
66. 91. 36. 63 Lhited Sates 147.237. 77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 17 mny- kosher-kravi.idf.il |DVRep_B-N 60 100 Bl ock 1
188. 40. 114. 215 |CGer nany 147.237.77. 176 |natpash. i df .il C1000106: HITP. naj estic bot B ock 1
71. 6. 165. 200 Lhited Sates 147.237.0.200 |[mu.idf.il DVRep_B-N 60_100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.76. 202 |e.hal ag.idf .il DVRep_B-N 60_100 Bl ock 1
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|Top Attackers In |D|

‘Attacker Qountry

Target Address

Ste

195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
222.168. 65. 122 |Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |GPL SCAN nmap TCP 2
66. 249. 75. 77 Lhited Sates 147.237.76.42 |refuah.idf.il ET SCAN NVAP -sA (2) 2
125. 32.98.125 |China 147.237.0.17 |mny-kosher-kravi.idf.il |GPL SCAN nnap TCP 2
76.76.106. 42 Canada 147.237.0. 15 kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
218.62.24.131 |China 147.237.0.17 |mny-kosher-kravi.idf.il |GPL SCAN nmap TCP 1
66. 249 69. 2 Uited Sates 147.237. 72. 166 |aka. i df i SER\/ERAPAO—E Apache nod_ssl non-SSL connection to SSL port denial of 1
servi ce attenpt
61.240. 144. 66 |Chi na 147.237.8.14 |e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
183.136.216.3 [Chi na 147.237.76. 176 |test.ncore.idf.il ET SCAN Potential SSH Scan 1
159. 253. 39. 246 |Tur key 147.237.8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
121.88.5. 177 okfrea’ RepubliC 1147 237.76. 198 |e. yohal an.i df .i ET SOAN Potential SSH Scan 1
121.88.5. 177 O"frea’ RpUDIiC 1147 237.0.19  |madi matal i df.i| ET SCAN Potential SSH Scan 1
111. 203. 22. 57 |Chi na 147.237.76.196 |e.sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
76.76. 106. 42 Canada 147.237.0. 35 akaws. i df.il ET SCAN Potential SSH Scan 1
205. 189. 20. 55 |Canada 147.237.77. 179 |e.nazi .idf .i ET SCAN NVAP -sS w ndow 1024 1
61.240. 144. 67 |Chi na 147.237.0. 35 akaws. i df .il ET SCAN NVAP -sS w ndow 1024 1
183. 136.216.3 |China 147.237.76. 197 |e. hinush.idf.il ET SCAN Potential SSH Scan 1
183. 136.216.3 |Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
121.88.5. 177 okfrea’ RepUlic 1147 237.76.38 |e.e.meitav.if. il ET SOAN Potential SSH Scan 1
111. 203. 22.57 [China 147.237.76.196|e.sviva.idf.il ET SCAN NVAP -sS wi ndow 3072 1
91.238.134.92 |Pol and 147.237.76.197 |e. hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Qount ry Target Address ‘S te ‘I\/essage
66.249.78.159 |lLhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 101
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 91
66.249.78.173 |lhited Sates 147.237.77.216|dover.idf.il|Frst packet isn't SYN dr op dr op 72
36.252. 154. 104 |Nepal 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 56
89.139.21.1 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 55
149. 78. 154. 69 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 52
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 41
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 39
66.249. 78. 159 |l srael 147.237.77.216|dover.idf.il|Hrst packet isn't SYN dr op drop 31
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 24
84. 228. 244. 59 | srael 147.237.77.216|dover.idf.il|Frst packet isn't SYN drop drop 24
66.249.78.159 |United Qates  |147.237.77. 216 |dover.idf.i1| V1 d segnent retransmssion. Packet Streaning Engi ne: TGP Inval i d drop 18
dr opped. Ret r ansni ssi on
77.127.220. 115 |lsrael 147.237.77.216|dover.idf.il|Hrst packet isn't SYN dr op drop 18
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 13
66.249.78.173 |United Qates  |147.237.77. 216 |dover.idf.i1| V1 d segment retransnission. Packet Streaning Bngi ne: TGP Inval i d drop 12
dr opped. Ret r ansni ssi on
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 11
185.4.253.18  |Lebanon 147. 237. 77. 216 |dover . i f i 1| Segrment out of maxi mum al | oved Streaning Engi ne: TQP Segnent drop 11
sequence. Packet dropped. Li mt Enf or cenent
54.72.0.55 Lhited Sates 147.237.77.216|dover.idf.il|Hrst packet isn't SYN drop drop 11
62. 219. 145. 84 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 9
77.126. 86. 199 | srael 147. 237. 77. 243 |nobi 1 e i df . i Inval i d segnent retransnission. Packet Sreanimg Er_1gi ne: TP Invalid drop 9
dr opped. Ret r ansni ssi on
66. 91. 36. 63 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 9
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 8
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 8
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 8
157.55.39.136 |Wited Sates  |147. 237. 7. 216 |dover. i gf it | V@ d segnent retransmission. Packet Streaning Engi ne: TGP I nval i d dr op 8
dr opped. Ret r ansni ssi on
157. 55. 39. 136 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 7
37.26.147. 132 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 7
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 7
5. 255. 253. 124 :32::1”' on 147.237.77. 216 |dover.idf.il|Frst packet isn't SYN drop drop 6
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 6
83. 28. 236. 8 Pol and 147.237.77. 216 |dover.idf.il|l nval i d ACK nunber Bad TCP sequence alert 6
157.55.39. 138 |Uited Sates 147.237. 72. 166 |laka i df i Inval i d segnent retransnission. Packet Sreanimg Er_1gi ne: TP Invalid drop 6
dr opped. Ret r ansni ssi on
100.30.24.213 |Wited Sates  |147. 237.77. 216 |dover. i df i1 ||V 1 segnent retransmission. Packet Streanng Engine: TP Invalid drop 6
dr opped. Ret r ansni ssi on
157. 55. 39. 47 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 6
83. 28. 236. 8 Pol and 147.237.77.216|dover.idf.il|l nval i d ACK nunber Bad TCP sequence noni t or 6
2.54.34. 40 | srael 147.237.77. 243 |nobi 1 e. i o .| V1 d segnent retransmssion. Packet Streaning Bngi ne: TGP Inval i d drop 6
dr opped. Ret r ansn ssi on
83. 28. 236. 8 Pol and 147.237. 77. 216 |dover.idf.il|l nval i d sequence nuniber Bad TCP sequence noni t or 6
65.55.210.108 |lnited Sates  |147.237.77. 216 |dover.idf.i1|' V@1 d segnent retransnission. Packet Streaning Engi ne: TQP Inval i d dr op 6
dr opped. Ret r ansni ssi on
212.199. 205. 68 |lsrael 147.237.77.216|dover.idf.il|F rst packet isn't SN drop drop 5
80. 246. 133. 169 |l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 5
185. 4. 253. 18 Lebanon 147.237.77. 216 |dover.idf.il|l nval i d ACK nunber Bad TCP sequence noni t or 5
79.183.175. 139 |lsrael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 5
185. 4. 253. 18 Lebanon 147.237.77.216|dover.idf.il|Hrst packet isn't SYN dr op drop 5
109. 253. 141. 220|l srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 5
76.176.186.230 |lLhited Sates 147.237.77.216|dover.idf.il|F rst packet isn't SN drop drop 4
66. 249. 64. 74 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 4
62.210.189. 96 |Fance 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 4
108. 46. 9. 41 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 4
79.181.2.194 | srael 147.237.77.216|dover.idf.il|Hrst packet isn't SYN dr op drop 4
5.28.173. 227 | srael 147.237.77. 216 |dover.idf.il|l nval i d ACK nunber Bad TCP sequence noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address ‘Target Address |Ste } ‘Count
Country Action
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 66.249. 78. 173 B ock 578
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Whaut horized URL Access from 66. 249. 78. 166 B ock 548
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 487
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhauthori zed URL Access from 66. 249. 64. 76 B ock 67
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unhaut hori zed URL Access from 66. 249. 64. 72 B ock 56
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unhaut hori zed URL Access from 66. 249. 64. 74 B ock 53
66.249. 78.159  |Israel 147. 237. 77. 216 |dover. i df .| Distributed Whaut hori zed LR Access on B ock 21
vy i df il //atal 1/izkor/ vi ew i ny. asp
66.249. 78.166 |l srael 147. 237. 77. 216 |dover. i df .i | Distributed haut hori zed LR Access on B ock 18
wwn i df.il//atal 1/izkor/vi ew i ng. asp
157. 55. 39. 137 Lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 6
77.125.77.195 | srael 147.237.77. 243 |nobi le.idf . i | Mil tipl e Whaut horized URL Access from 77.125. 77. 195 B ock 4
188. 40. 94. 149  |Ger many 147.237.77.233|atal .idf.il Mil ti pl e Unaut hori zed URL Access from 188. 40. 94. 149 B ock 4
157.55.39.138 |lhited Sates [147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 3
207.46.13.101 |lhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 3
157. 55. 39. 61 Lhited Sates |147.237.72.166 |aka.idf.il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
: . . Uhaut hori zed URL Access to
77.125.77. 195 | sr ael 147.237.77. 243 |nubi | e. i df .11 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1431 Bl ock 2
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response CGode B ock 2
157.55.39.136 |lhited Sates |147.237.77.216 |dover.idf.il Distributed haut hori zed LRL Access on B ock 2
ww idf.il//atal 1/izkor/vi ewtext. asp
157.55.39.137 |lhited Sates |147.237.72.166|aka.idf.il Mil tipl e Whaut horized URL Access from 157. 55. 39. 137 B ock 2
80. 246. 133. 169 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
L Uhaut hori zed URL Access to
185. 32.178. 252 |[Israel 147.237.77. 243 |nobi le.idf.il nobi | . i df . |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 2042 B ock 1
66. 249. 78. 87 I srael 147.237. 77. 226 |ww chanat z. aka. i df . i | |Uhaut hori zed URL Access to 147.237.77. 226/ Bl ock 1
66. 249. 69. 34 I srael 147.237.72. 166 |aka.i df.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
157. 55. 39. 53 Lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to wawn navy.idf.il/sip storage/ B ock 1
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
207.46.13.108 |lhited Sates |147.237.77.226 |ww chanatz. aka.idf.il |D stributed Uhaut horized URL Access on 147.237.77.226// B ock 1
157.55.39.137 |wnited Sates [147.237.72. 166 |akaiof .il Wnauit hori zed URL Access to . B ock 1
ww aka. i df.il/registrati onw zard/ regi ster. aspx
66. 249. 75. 13 | srael 147.237.72. 166 |aka.idf .il Uhaut hori zed LR. Access to waw aka.idf.il/portal m B ock 1
109. 253. 141. 220|l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
46.117.190. 179 |l srael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to waw aka.idf.il/https:/ww aka.idf.il/ B ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 102 | srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 18568- he/ dover . aspx B ock 1
66. 249. 69. 36 | srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.64.74  |Israel 147. 237. 77. 216 |dover. i cf . i | Distributed Whaut hori zed LR Access on B ock 1
wan i df.il//atal 1/izkor/vi ew i ng. asp
. . DO stributed Whaut hori zed URL Access on
66. 249. 75. 26 | srael 147.237.72. 166 |aka.idf . il 147. 237. 72. 166/ | mai v/ gi yus/ gener al . aspx B ock 1
66. 249. 65. 182 | srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ 455- en/ pat zar . aspx B ock 1
136. 243. 36. 97  |Ger many 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to wan aka.idf.il/consol e/ core/doc ngr/nul | |B ock 1
46.120.182.19 |Israel 147.237.72. 166 |aka. i df . Unknown Paraneter _M EVBTA i n None 1
v aka. i df . i |/ mai n/ sachar/ paysl i ps. aspx
66. 249. 78. 111 | srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ 1058- he/ pat zar . aspx B ock 1
207.30.81.166 |lhited Sates [147.237.72.166|aka.idf.il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 69. 50 | srael 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to waw aka.idf.il/nd B ock 1
80. 179. 225. 181 |Israel 147. 237. 72. 166 |aka i df . i | Unknown Paranet er Scri ptMinager 1 H ddenf el d in None 1
ww aka. i df . i1/ mai n/ kapat z/ ci ti zencont act . aspx
157.55.39.138 |Wnited Sates [147.237.72.166 |akaidf. il Wnaut hori zed UR. Access to Bl ock 1
waw aka. i df . i1/ sachar/for ns/ downl oadf or m asp
. . D stributed Whaut hori zed URL Access on
66. 249. 75. 34 | srael 147.237.72. 166 |aka.idf.il 147. 237. 72. 166/ / mai / gi yus/ gener al . aspx Bl ock 1
R Uhaut hori zed URL Access to
66. 249. 67. 62 I srael 147.237.77.74 |lawidf.il 147. 237. 77. 74/ 261- 6446- hel pat zar . aspx B ock 1
157. 55. 39. 46 Uited Sates |147. 237 77. 216 |ldover i df il /u;s;t;txhorl zed URL Access to waw i df.il/1283-16782-en/ dover. a<br B ock 1
46.229.164. 114 |Lhited Sates |147.237.72.166 |aka.idf.il Lhaut hori zed URL Access to wwu aka.idf.il/eitan/pratimpirteyerua B ock 1
66. 249. 78. 118 | srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ 867- hel pat zar . aspx B ock 1
207.46.13. 19 Lhited Sates |147.237.76.86 |[navy.idf.il Lhaut hori zed URL Access to waw navy. i df.il/captcha. ashx B ock 1
66. 249. 73. 201 I srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wan i df.il/atal 1/izkor/vi ew text.asp Bl ock 1
80. 179, 225. 181 I srael 147, 237.72. 166 |aka. i . i | Unknown Paraneter __VI EASTATEGENERATCR i n None 1

wan aka. i df . i |/ nai n/ kapat z/ sol di er cont act . aspx
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