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|Top Attackers | n DDoS- Def ence |

Attacker Address

| Attacker Country

| Target Address

|veb Ste

| S gnature

| Devi ce Action |Count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
84.101. 132. 119 Fance 147.237.76. 39 nobi | e.nei tav.idf.il Bl ock Wp Al Nets drop 2
157. 55. 39. 61 Lhited Sates 147.237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue-D r - Tr ave- 2 dest - r eset 1
46.229. 164. 113 Lhited Sates 147.237.0. 34 tikshuv.idf.il network flood | Pv4 TCP- FI N ACK dr op 1
192. 3. 206. 130 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il B ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Ste |Name |Devi ce Action |Count
85. 25. 43. 94 Cer many 147.237.72. 167 i shurimaka.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.0. 33 idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Cer nany 147.237.76. 42 refuah.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 176 test.ncore.idf.il DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Rormani a 147.237.77.179 e.nazi.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237. 76. 148 ggcenter. aka. i df.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.121 e.navy.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76. 176 test.ncore.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.227 e. hamaz.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 35 akaws. i df .il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 78. 29 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 69. 66 Lhited Sates 147.237.77. 233 atal.idf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 67 Chi na 147.237.77. 179 enazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 67 Chi na 147.237.76. 30 hi nush. i df.il ET SCAN NVAP -sS w ndow 1024 1
222.186.56.178 Chi na 147.237.76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237. 0. 200 ndu.idf.il ET SCAN NVAP -sS wi ndow 1024 1
221.229. 166. 28 Chi na 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
59. 41. 39. 125 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 3072 1
205. 189. 20. 55 Canada 147.237. 76. 31 nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 41. 39. 125 Chi na 147.237.0.15 kosher - kravi .i df il ET SCAN NVAP -f -sS 1
119. 92. 202. 251 Phi | i ppi nes 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN NVAP -sS wi ndow 3072 1
103. 23. 76. 113 S ngapor e 147.237. 8. 46 e. chinuch.idf.il ET SCAN Potential SSH Scan 1
91. 238. 134. 92 Pol and 147.237. 8. 50 e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 67 Chi na 147.237. 76. 39 nobi le.neitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 66 Chi na 147. 237. 8. 46 e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186.56. 178 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
205. 189. 20. 55 Canada 147.237.76. 31 nakchal .idf.il ET SCAN NVAP -sS w ndow 4096 1
59.41. 39. 125 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 2048 1
119. 92. 202. 251 Phi | i ppi nes 147.237. 8. 28 e.nobile-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 238. 134. 92 Pol and 147.237. 76. 38 eenetav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Ste
Country
66.249.78.166 |lited Sates  |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet (Streaning Engine: TGP Invalid drop 78
dr opped. Ret r ansni ssi on
66.249.78.173 |wited Sates  [147.237.77. 216 |dover.idf. il Invalid segment retransmssion. Packet (Streamng Engine: TP Invalid drop 76
dr opped. Ret r ansnii ssi on
66.249.78.159 |lited Sates  |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet (Sireaning Engine: TCP Invalid drop 76
dr opped. Ret r ansni ssi on
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 44
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 35
66.249.78.173 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 33
66.249. 78.159 |lLhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 24
37.48.120.214 |Net her| ands 147.237.77. 216 |dover.idf.il Hrst packet isn't SN drop drop 22
5. 255. 253. 124 :32::1”' on 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 15
176.12. 148. 251 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 12
74.73.231.54 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 11
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Hrst packet isn't SN drop drop 10
157.55.39. 138  |lhited Sates  |147.237. 72. 166 |aka i df .1 Invalid segnent retransmssion. Packet |Streamng Engine: TGP Invalid drop 10
dr opped. Ret r ansnii ssi on
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 9
121.216.70.23 |Austraia 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 8
70.193.208.177 |Uited Sates  |147.237. 77. 216 |dover i df .i | Invalid segnent retransmission. Packet (Sreaning Engine: TGP Invalid drop 8
dr opped. Ret r ansni ssi on
141.161. 133. 216|lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 7
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 7
66.249.64.74  |ited Sates  |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet (Sreaning Engine: TGP Invalid drop 6
dr opped. Ret r ansni ssi on
108. 231. 154. 239|lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
66.249.64.72  |wited Sates  |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet |Streamng Engine: TGP Invalid drop 6
dr opped. Ret r ansni ssi on
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.il Hrst packet isn't SN drop drop 6
58.172.32.110 |Australia 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
171.98. 76. 157 |Thail and 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
37.247.36.121 |Netherl ands 147.237.77. 227 |e. hanaz. i df . i | Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 4
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il Hrst packet isn't SN drop drop 4
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
212.118.11.77 |Jordan 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
157.55.39.204 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
193. 178. 187. 23 |krai ne 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
31.210. 186. 241 |lsrael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 2
157.55.39. 136 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
157.55.39.137 |Wited Sates  |147.237.72. 166 |aka.idf il Invalid segnent retransmssion. Packet (Streanming Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on
50. 87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
37.140. 141. 39 gs:;;”i on 147. 237. 77. 216 |dover . i df .i | First packet isn't SN drop drop 2
82.166.241. 113 |lsrael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
66.249.64.76  |Uited Sates  |147.237. 77. 216 |dover i df i | Invalid segnent retransmission. Packet (Sreaning Engine: TGP Invalid drop 2
dr opped. Ret r ansni ssi on
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
157. 55. 39. 46 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
91.238.134.92 |Pol and 147.237.8.50 |e.tikshuv.idf.il |Geo-Ilocation i nbound enforcenent Geo- | ocati on enf or cenent drop 1
168. 1. 75. 43 Sii t zer| and 147.237. 76. 148 |gqcenter. aka. i df . i | drop drop 1
80. 230. 95. 162 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
66.249. 78. 166 |l srael 147.237.77. 216 |dover.i of . i | Whexpect ed post SYN packet - RST or |, ) drop 1
SYN expect ed
184. 105. 139. 123|Lhited Sates 147.237.0. 35 akavs. idf.il drop drop 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry| Target Address ‘S te Action ‘Count
66. 249. 78. 173 |l srael 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized URL Access from 66.249. 78. 173 B ock 306
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il |Dstributed Uhauthorized URL Access on waw i df.il//atal 1/izkor/viewing.asp |B ock 142
66. 249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il [Miltiple Unauthori zed URL Access from 66. 249. 78. 159 B ock 133
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il |Miltiple Uhauthorized URL Access from 66.249. 78. 166 B ock 129
66. 249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il |[Dstributed Uhaut hori zed URL Access on waw i df.il//atal 1/izkor/viewing.asp |B ock 128
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il [Miltiple Unauthorized URL Access from 66.249. 64. 74 B ock 15
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il |Dstributed Uhaut horized URL Access on waw i df.il//atal 1/izkor/viewing.asp |B ock 13
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il |Dstributed Uhaut horized URL Access on waw i df.il//atal 1/izkor/viewing.asp |B ock 10
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il |[Dstributed Uhaut hori zed LR. Access on waw idf.il//atal 1/izkor/viewing.asp |B ock 9
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized URL Access from 66.249. 64. 76 B ock 8
157.55.39. 138 |lLhited Sates 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 5
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il [Miltiple Unauthorized URL Access from 66.249. 64. 72 B ock 4
157. 55. 39. 137 |Lhited Sates 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 3
157. 55. 39. 47 Lhited Sates 147.237.77. 216 |dover.idf.il |[Miltiple Unauthorized URL Access from 157.55. 39. 47 B ock 3
66. 249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il |D stributed Suspici ous Response (ode B ock 2
37.140. 141. 39 ?gj;;“l o 147.237.77. 216 |dover. i df .i| [Wnaut hori zed UR. Access to waw idf.il/nevsitel engl i sh/ 032204-6. stm B ock 1
216. 218. 206. 66 |Lhited Sates 147.237.72. 166 |aka.i df . il Unaut hori zed URL Access to 147.237. 72. 166/ B ock 1
66. 249. 78. 34 | srael 147.237.76.31 |nakchal .idf.i|Unhaut horized URL Access to 147.237.76. 31/ B ock 1
66. 249. 69. 42 | srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 79. 147 |l srael 147.237.76.86 |[navy.idf.il |Wauthorized URL Access to navy.idf.il/giyus/foruniasp/ show orum asp B ock 1
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il |Dstributed Suspici ous Response Code B ock 1
171. 98. 108. 245 |Thai | and 147.237.77. 216 |dover.idf.il [eMiil| Hoarding B ock 1
66. 249. 75. 57 | srael 147.237.77.233|atal .idf.il |Wauthorized UL Access to 147.237.77.233/ 1027- he/ at al . aspx B ock 1
157. 55. 39. 61 Lhited Sates 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
46.229.164.99 |lLhited Sates 147.237.72. 166 |aka. i df .i | Uhaut hori zed URL Access to waw aka. idf.il/ishurimexanpcert B ock 1
66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.il |Unauthorized URL Access to 147.237.77.216/ 1133- 17032- he/ dover . aspx B ock 1
66. 249. 75. 5 | srael 147.237.72. 166 |aka.i df .i | Ml tipl e Uhaut hori zed URL Access from 66. 249. 75. 5 B ock 1
157.55.39.191 |lLhited Sates 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to waw idf.il/atal 1/izkor/view text.asp B ock 1
66. 249. 79. 155 |l srael 147.237.76.86 |navy.idf.il |Wauthorized URL Access to navy.idf.il/tiznoret/news/ defaul t.asp B ock 1
.« ., |Wauthorized URL Access to
178.255. 215. 87 |France 147.237.77. 216 |dover. i 11| 0% e 1/ 1065- hel kkkkkkk=f 1bab236kkkkkkk f 1bab236 Bl ock !
66. 249. 75. 65 | srael 147.237.77.233|atal .idf.il |Uhauthorized URL Access to 147.237.77. 233/ 1403- he/ at al . aspx B ock 1
157.55.39. 136 |lLhited Sates 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to wanidf.il/atal 1/izkor/vi ew i ngt op. asp B ock 1
46.229. 164. 113 |Lhited Sates 147.237.72. 166 |aka. i df . il Lhaut hori zed URL Access to ww aka.idf.il/tiznoret/gallery B ock 1
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il |[Unhaut horized URL Access to wwu i df.il/1133-20817-he/ dover. aspx. B ock 1
66. 249. 78. 102 |l srael 147.237.77. 216 |dover.idf.il |Unauthorized URL Access to 147.237.77.216/ 1133- 16789- he/ dover . aspx B ock 1
66. 249. 75. 26 | srael 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ edi ni yonan/ enl ar ge. asp B ock 1
157.55.39.204 |lLhited Sates 147.237.77. 216 |dover.idf.il [Miltiple Unauthorized URL Access from 157.55. 39. 204 B ock 1
87.230. 26. 123 |Ger nany 147.237.0.34 |tikshuv.idf.i|PHP Attenpt B ock 1
180. 76. 4. 179 Chi na 147.237.76.31 |nakchal .idf.i|D stributed Uhaut horized URL Access on 147.237.76.31// B ock 1
R Unhaut hori zed URL Access to
66.249.75. 117 I srael 147.237.72. 166 |aka. i of . aka.idf.il/sites/resources/ chi nuch/styl es/i nport/bottommavi gat on. asp Bl ock !
R D stributed Whaut hori zed URL Access on

66. 249. 69. 20 | srael 147.237.72. 166 |aka. i df .i | 147.237. 72. 166/ / mai n/ gi yus/ gener al . aspx B ock 1
157.55.39. 136 |lLhited Sates 147.237.72. 166 |aka. i df .i | Lhaut hori zed URL Access to aka.idf.il/main/giyus/vww navy.idf.il B ock 1
66.249. 78. 111 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237. 77. 74/ 205- he/ pat zar . aspx B ock 1
66. 249. 75. 42 | srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
157.55.39.204 |lLhited Sates 147.237.77. 216 |dover.idf.il |[Uhauthorized URL Access to waw i df.il/navy/ htnb/unitfs.asp B ock 1
109. 65. 54. 157 |l srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary B ock 1
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il |Uauthorized URL Access to wwu idf.il/atal 1/izkor/print_bottomasp B ock 1
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il |D stributed Suspici ous Response (ode B ock 1
186. 166. 248. 48 |Venezuel a 147.237.77. 216 |dover.idf.il |Unhauthorized URL Access to waw idf.il/anman B ock 1
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