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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
66. 249. 78. 89 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 228

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 2

195. 37. 190. 86 Ger many 147.237. 76. 196 e.sviva.idf.il B ock Np Al Net drop 1
124.232.142. 220 Chi na 147.237.76. 176 test.ncore.idf.il B ock_Wp Al _Nets drop 1

195. 37. 190. 86 Ger many 147.237.76. 38 e.eneitav.idf.il B ock Np All _Net dr op 1
124.232.142. 220 Chi na 147.237.76. 30 hi nush. i df.il B ock Wp Al Nets drop 1

195. 37. 190. 86 Ger many 147.237. 76. 147 chi nuch. aka.i df.il B ock Np Al _Net drop 1
124.232. 142. 220 Chi na 147.237.76. 34 yohal an.idf.il B ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address

At t acker

Country

rget Address

dte

46.137.134.188 |Ireland 147.237.72. 156 |anan.i df .i | DVRep_P- N 40-59 Per mt 10
46.137.134.188 |lreland 147.237.72. 166 |aka.i df .i | DVRep_P- N 40-59 Per mt 10
188. 120. 148. 218|l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 2
71.6.167. 142 Lhited Sates 147.237.0.19 nadi matal .idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.76.39 |[nobile neitav.idf.il DVRep_B-N 60_100 B ock 1
106.33.158.34 |South Africa  |147.237.77. 235 |sviva idf il ﬁf::rzabi'my PHP-Q3 Query String Paraneter Command Injection |g o 1
71.6.167. 142 Lhited Sates 147.237.76.30 |[hinush.idf.il DVRep_B-N 60_100 B ock 1
93. 115. 83. 16 g”&;ymus 147.237. 76. 147 |chi nuch. aka. i df .i | DVRep_B- N_60_100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.76.42 |refuah.idf.il DVRep B-N 60 100 B ock 1
98.118.10.246 |lhited Sates 147.237.77. 170 |n@arachot . i df . il C1000004: HTTP: options nethod (M crosoft) B ock 1
71.6.165. 200 Lhited Sates 147.237.77.74 |lawidf.il DVRep_B-N 60_100 B ock 1
74.73.231.54 Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
180. 251. 0. 236 | ndonesi a 147.237.77. 216 |dover.idf.il 3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
71.6.167.142  |tited Qates  [147.287.0.17 "™ kosher-kravi. idf- 1 |ryRep_B- N_60_100 Bl ock 1
85. 25. 43. 94 Ger many 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste

| Name

|Count
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
218.77.79. 43 Chi na 147.237.76.196|e.sviva.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147. 237. 8. 27 e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.77.79. 43 Chi na 147.237.72. 14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
43.255. 191. 161 |Japan 147.237.77.61 |e.cogat.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 161 |Japan 147.237.76.86 [navy.idf.il ET SCAN Potential SSH Scan 1
183. 232. 128. 156|Chi na 147.237.77. 178 |e. nat pash. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
43.255.191. 161 |Japan 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
109. 153. 119. 116|Unhi ted Ki ngdom |147. 237. 8. 24 elifestyle.idf.il ET SCAN NMAP -sS wi ndow 1024 1
43.255. 191. 161 |Japan 147.237.72. 166 |aka. i df.il ET SCAN Potential SSH Scan 1
91. 230. 45. 251 9 ovaki a 147.237.77.233|atal .idf.il ET SCAN NVAP -sS w ndow 4096 1
43.255. 191. 161 |Japan 147.237.8.28 |e.nobile-ks.idf.il ET SCAN Potential SSH Scan 1
222.69.94.13 Chi na 147.237.76.39 |nobile neitav.idf.il ET SCAN NMAP -sS wi ndow 3072 1
81.200.91. 2 Russi an 147. 237. 72. 156 |anan. i of . ET SCAN NVAP -sS wi ndow 3072 1
Feder at i on
218.77.79. 43 Chi na 147.237.77. 243 |nobile.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 |China 147.237.76.38 |e.e.neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
218.77.79. 43 Chi na 147.237.76. 200 |eitan. aka.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.76. 176 |test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.77.79. 43 Chi na 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 161 |Japan 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 1
205.189. 20. 55 |Canada 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
43.255.191. 161 [Japan 147.237.76. 197 |e. hinush.idf .i| ET SCAN Potential SSH Scan 1
183. 232. 128. 156|Chi na 147.237.77. 243 |nobi le.idf.il ET SCAN NMAP -sS wi ndow 1024 1
43.255.191. 161 [Japan 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 1
117. 135. 163. 104|Chi na 147.237.0.200 |ndu.idf.il ET SCAN NMAP -sS wi ndow 4096 1
43.255. 191. 161 [Japan 147.237.72. 217 |e.idf.il ET SCAN Potential SSH Scan 1
94. 102. 60. 140 Net her | ands 147.237.0.35 |akaws.idf.il ET SCAN NVAP -sS w ndow 1024 1
43.255. 191. 161 |Japan 147.237.8.50 |e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
81. 200. 91. 2 Russi an 147. 237. 72. 156 |aman. i of . i ET SCAN NVAP -sS wi ndow 4096 1
Feder at i on
43.255. 191. 161 [Japan 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
221.229.166. 28 |Chi na 147.237.76. 177 |ncore.idf.il ET SCAN Potential SSH Scan 1
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover.idf.il 5 WNDOMs Mcrosoft Forefront UAG javascript handler in LR XSS attenpt 1
218. 77.79. 43 Chi na 147.237.77. 179 le. rnazi i df i Fgfﬂoslehaw oral Lhusual ly fast Terminal Server Traffic, Potentia Scan or 1
61. 240. 144. 67 Chi na 147.237. 8. 24 elifestyle.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Ste
Country
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 29
176.58.108.28 |United Kingdom |147.237.77.216 |dover.idf.il FHrst packet isn't SN drop drop 20
66.249.78.173 |United Sates  |147.237.77. 216 |dover.iof i1 ||V 1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid dr op 18
dr opped. Ret r ansni ssi on
66. 249. 78. 159 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 16
66.249.78.166 |United Qates  |147.237.77. 216 |dover.idf.i1 | V@ 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 16
dr opped. Ret r ansni ssi on
66.90.166. 121 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 15
66. 249. 78. 166 | srael 147.237.77.216 |dover.idf.il First packet isn't SN drop drop 14
107.196.32.7 Lhited Sates 147.237.77.216 |dover.idf.il First packet isn't SN drop drop 11
66.249.78.159 |United Qates  |147.237.77. 216 |dover.idf.i1 | V3 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 10
dr opped. Ret r ansni ssi on
157.55.39. 138 |Uited Sates  |147.237.72. 166 |aka i df i Invalid segnent retransmssion. Packet |Streaming Engine: TCP Invalid dr op 10
dr opped. Ret r ansm ssi on
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 10
46.19. 85. 179 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 9
109. 65. 169. 194 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 9
66.249.78.173 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 8
188. 120. 148. 218|l srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 6
66.249.64.72  |Wited Qates  |147.237.77. 216 |dover.idh.i1 | V3 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansni ssi on
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 6
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
66.249.64.76  |Uited Qates  |147.237.77. 216 |dover.idh.i1 | V3 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansni ssi on
157. 55. 39. 47 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 6
41.185.12.165 |South Africa 147.237.77. 216 |dover.idf.il SAMrul e dr op drop 6
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
41. 33. 232. 65 Egypt 147.237.77.216 |dover.idf.il First packet isn't SN drop drop 5
37.247.36.123 |Netherl ands 147.237. 77. 178 |e. nat pash. i df . i [|Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 4
114.79. 13. 141 | ndonesi a 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
5. 255. 253. 124 :32::1”' on 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
94.228.34.250 |United Kingdom |147.237.77.216 |dover.idf.il First packet isn't SN drop drop 4
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
188. 120. 148. 218l srael 147.237.77. 216 |dover.idf.il I nval i d sequence nunier Bad TCP sequence noni t or 3
157.55.39.136 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 3
174.84.226.148 |lhited Sates 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 3
141.161. 133. 216|lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
180. 251. 0. 236 | ndonesi a 147.237.77. 216 |dover.idf.il Havij Automated SQL I njection tool VWb Server Enforcenment M ol ation rej ect 2
157.55.39.61  |UWnited Sates  |147.237.72. 166 |aka i df.il nvalid segnent retransmssion. Packet |Streaming Engine: TGP Invalid dr op 2
dr opped. Ret r ansni ssi on
2.54.37.27 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
162. 234. 45. 241 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
190. 162. 234. 149|Chil e 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 2
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 2
136. 243. 36. 97  |Ger many 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 2
188. 120. 148. 218|l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
157.55.39.191 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
50. 46. 145. 48 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 2
136.243.36.97 |Ger many 147.237.77. 216 |dover.iof i1 | V@ 1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 2
dr opped. Ret r ansm ssi on
185. 53. 44. 63 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
50. 87.144. 145 |lWhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address ‘Tar get Address ([Ste ; ‘Count
Country Action
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 66.249. 78. 173 B ock 120
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Mil tiple UWhaut horized URL Access from 66. 249. 78. 166 B ock 75
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 65
66.249.78.159 |l srael 147. 237. 77. 216 |dover. i df . i | Distributed Lhat hori zed LR Access on B ock 27
wan i df il //atal 1/i zkor/vi ew i ng. asp
66.249. 78.166 |l srael 147. 237. 77. 216 |dover. i df .| Distributed Uhaut hori zed LR Access on B ock 20
vy i df.il//atal 1/izkor/vi ew i ng. asp
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Lhauthori zed URL Access from 66. 249. 64. 76 B ock 16
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 72 B ock 14
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unhaut hori zed URL Access from 66. 249. 64. 74 B ock 11
157. 55. 39. 61 Lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 5
157.55.39.138 |lhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 4
207.46.13.101 |lhited Sates |147.237.72.166|aka.idf.il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 3
46.229.164. 114 |lhited Sates |147.237.72.166 |aka.idf.il Lhaut hori zed URL Access to wa aka. i df.il/giyus/kadat z B ock 2
68.180.228. 117 |lhited Sates |147.237.77.216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 68. 180. 228. 117 B ock 2
95.130. 13. 153  |Fance 147.237.76.42 |refuah.idf.il Mil tiple Uhaut horized URL Access from 95. 130. 13. 153 B ock 2
: s Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il whn navy. i df . i | /994- 8613- he/ navy. aspx. aspx B ock 2
e Unaut hori zed URL Access to
185. 53. 44. 105 147.237.77. 216 |dover.idf.il vow i df . 1|/ newsl t el french al naj alv al nej ah. stm B ock 1
74.73.231.54 Lhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to www i df . il/894-en/i df gdover. aspx B ock 1
180. 76. 4. 239 Chi na 147.237.77. 176 |nat pash.i df .i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
s D stributed Lhaut hori zed URL Access on
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il wowi of i 1//atal 1/ zkor/ print text.asp B ock 1
66.249.75.9 | srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to ww refua. atal .idf.il/nd B ock 1
221.121. 250. 28 |Japan 147.237.77. 216 |dover.idf.il Mil tipl e Whaut hori zed URL Access from 221. 121. 250. 28 B ock 1
157.55.39. 136 |lLhited Sates |147.237.72.166 |aka.idf.il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
188. 165. 15. 195 |Rance 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 188. 165. 15. 195 B ock 1
109. 253. 142. 124|i srael 147.237.0.17 Im””' kosher-kravi. 1M1 fog \traceabl e Connection - Unknown Server Gertificate None 1
185. 53. 44. 61 147.237.77. 216 |dover.idf.il Mil tiple Uhauthori zed URL Access from 185. 53. 44. 61 B ock 1
157 55.39 204 |uwited Sates |147. 237. 77. 216 ldover i df i Unaut hor i zgd URL Access to waw i df.il/1283-13355-en/ dover. aspx B ock 1
forcerecraw: O
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Code B ock 1
157. 55. 39. 47 Lhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/newsite/french/0102-1.stm |B ock 1
66. 249. 69. 32 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1312- he/ r ef uah. aspx |B ock 1
52.4.251.232  |United Sates |147.237. 7. 216 |dover. i df.i | Lhaut hor i zed URL Access to Bl ock 1
wan i df . i |/ newsi t e/ engl i sh/ docunent s. asp
185. 53. 44. 119 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/newsite/french/0107-1. stm |B ock 1
C e Unaut hori zed URL Access to
95. 56. 24. 75 Kazakst an 147.237.77. 216 |dover.idf.il 147. 237.77. 216/ wp- i ncl udes/ pomo/ so. php B ock 1
180. 251. 0. 236 | ndonesi a 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/index. asp B ock 1
66. 249. 75. 34 | srael 147.237.72.166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ gi yus/ f or uni B ock 1
221.121.250. 28 |Japan 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to ww i df.il/nerkavadl/ english/table.stm |B ock 1
157.55.39.136 |lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to wawn aka. i df.il/sachar/klali.aspx B ock 1
. s Unaut hori zed URL Access to
113. 210. 137. 189|Ml aysi a 147.237.77. 216 |dover.idf.il 147,237, 77. 216/ wp- i ncl udes/ t ext /i f £ . php B ock 1
. e Unaut hori zed URL Access to
189. 141. 204. 248|Mexi co 147.237. 77. 216 |dover.idf.il 147. 237. 77. 216/ wp- cont ent / t heres/ hel | 0. php B ock 1
s Unaut hori zed URL Access to
185.53. 44. 66 147.237.77. 216 |dover . i df .11 waw i df . i |/ engl i sh/ announcenent s/ 2002/ april /6. stm Bl ock !
172.252.82.198 |lhited Sates |147.237.77.216 |dover.idf.il PHP Att enpt B ock 1
157. 55. 39. 53 Lhited Sates |147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waww navy.idf.il/tenpl ates/links/ B ock 1
66. 249. 69. 40 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1681- he/ r ef uah. aspx |B ock 1
207.46.13.101 |lhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter </script in ww aka.idf.il/ishurininain/url None 1
185. 53. 44. 201 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
184.105. 247. 195|Wited Sates |147.237.0. 17 Im”y' kosher-kravi. Tdf.i f - ceable S3 Sessions: Unknown Server Gertificate None 1
66. 249. 75. 65 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
. s Unaut hori zed URL Access to
114.79. 13. 141 I ndonesi a 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ wp- cont ent / upl oads/ r ss. php B ock 1
sl Unaut hori zed URL Access to
66. 249. 67. 41 | srael 147.237. 77. 170 |n@ar achot . i df . i | 147. 237. 77. 170/ 71859- he/ maar achot . aspx B ock 1
192.187.110.98 |lhited Sates |147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to testp3. pospr.waw pl /t est proxy. php B ock 1
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