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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |veb Ste |9 gnature | Device Action  |Count |
220.181.108. 76 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn drop 1013
66. 249. 78. 15 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 683

80. 246. 130. 147 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 13

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 5

134. 147. 203. 115 Ger many 147.237.76. 196 e.svivaidf.il B ock Np Al Net dr op 2

195. 37. 190. 86 Ger nany 147.237.76. 198 e.yohal an.i df.il B ock Np Al Net drop 1

204. 42. 253. 132 Lhited Sates 147.237.76. 39 nobi | . nei tav.idf.il B ock Up Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address \Attacker Qountry |Tar get Address |S te |Name |mvi ce Action \Ooum |
188. 138. 9. 50 Ger many 147.237.76. 196 e.sviva.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger many 147.237.77. 233 atal.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep B-N 60 100 B ock 1
178.217.187. 39 Pol and 147.237.77. 216 dover.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 44 e.refuah.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237. 8. 27 e nadimatal .idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237.77. 74 lawidf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237.76. 34 yohal an. i df .il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147. 237. 8. 50 e. tikshuv.idf.il DVRep B-N 60 100 B ock 1
188. 138. 9. 50 Cer nany 147.237. 8. 46 e. chinuch.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 198 e.yohal an.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.77. 19 lawforumidf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147. 237. 77. 205 prisha.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147. 237. 76. 42 refuah.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147. 237. 76. 30 hi nush. i df . i | DVRep B-N 60 100 Bl ock 1
188. 138. 9. 50 Cer nany 147.237.76. 31 nakchal .idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 202 e halag.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.0.19 nadi matal .idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Cer many 147.237.76. 199 e. nakchal .idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76. 44 e.refuah.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger nany 147.237.76. 147 chinuch. aka.idf.il DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Ger nany 147. 237.76. 34 yohal an. i df . i | DVRep B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.0. 35 akaws. i df . il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Cer nany 147.237.77. 226 wan chanat z. aka. i df . i | DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 72. 156 anan.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

‘Attacker Qountry [Target Address |Ste
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 78. 89 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
178. 32. 251. 100 |France 147.237. 76. 148 |ggcenter. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
119. 92. 202. 251 |Phili ppi nes 147.237.76. 197 |e. hi nush.idf.il ET SCAN NVAP -sS w ndow 2048 1
119. 92. 202. 251 |Phili ppi nes 147.237.76. 197 |e. hi nush. i df .i | ET SCAN NVAP -f -sS 1
221.229. 166. 28 |hi na 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 1
108. 61. 203. 112 |Lhited Sates 147.237. 8. 27 e.nadi matal .idf.il ET SCAN NVAP -f -sS 1
218.77.79. 43 Chi na 147.237.77. 121 |e.navy.idf.il ET SCAN Potential SSH Scan 1
218.77.79. 43 Chi na 147.237.76.31 |[nakchal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 |Chi na 147.237.77. 234 |hal ag.idf.i| ET SCAN NVAP -sS wi ndow 1024 1
218.77.79. 43 Chi na 147.237.72. 166 |aka.idf.il ET SCAN Potential SSH Scan 1
31.184. 242. 17 :3:;:; o 147. 237. 77. 216 |dover. i df . ET DRCP Spanhaus DRCP Listed Traffic I nbound 1
183. 136.216.4 |China 147.237.76. 177 |ncore.idf.il ET SCAN Potential SSH Scan 1
144. 76. 105. 35 |Ger nany 147.237.76.201 |e.atal .idf.il ET SCAN Potential SSH Scan 1
119. 92. 202. 251 |Phili ppi nes 147.237.76. 197 |e. hi nush. i df .i | ET SCAN NMVAP -sS wi ndow 1024 1
108. 61. 203. 112 |Lhited Sates 147. 237. 8. 27 e.nadi matal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
221.229. 166. 28 |Chi na 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 1
94. 102. 60. 140 |Net herl ands 147.237.76.34 |yohalan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.77.79. 43 Chi na 147.237.76. 176 |test.ncore.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 |Chi na 147.237.0.34 |tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.77.79. 43 Chi na 147.237.72. 217 |e.idf.il ET SCAN Potential SSH Scan 1
61. 240 144. 64 |cni na 147. 237. 77. 243 |nobi 1 e i df i1 E’I'm?::\lorace:aw oral Uhusual ly fast inbound Tel net Gonnections, Potential Scan or 1
218.77.79.43 Chi na 147.237.0.16 |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
183. 136.216.4 |China 147.237.76. 197 |e. hi nush.idf. il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘S te ‘I\/bssage Action ‘Count
66.249.78.166 |ited Sates 147.237.77. 216 |dover. i of .| V3 1 segnent retransmssion. Packet Sreaning Engine: TGP Invalid drop 08
dr opped. Ret ransni ssi on
66.249.78.159 |lited Sates 147.237.77. 216 |dover. i of .| V3 d segnent retransmssion. Packet Streamng Engine: TP Invalid drop 94
dr opped. Ret r ansni ssi on
66.87.143.138 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 86
66.249.78.173 |Whited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 75
66.249. 78. 159 |lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 73
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 63
66.249.78.173 |Wited Sates 147.237.77. 216 |dover. i of .| V3 1 d segnent retransmssion. Packet Streamng Engine: TP Invalid drop 58
dr opped. Ret r ansni ssi on
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 55
99. 238.32. 134 |Canada 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 53
147.9. 67. 223 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 35
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 32
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 26
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 25
66.249.64.76  |lnited Sates 147.237.77. 216 |dover. i of .| V3 1 segnent retransmssion. Packet (Streaning Engine: TGP Invalid dr op 22
dr opped. Ret r ansnii ssi on
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 20
66.249.64.74  |Uited Sates 147.237. 77. 216 |dover. i of .| V3 1 d segnent retransmssion. Packet (Streamng Engine: TCP Invalid drop 18
dr opped. Ret r ansni ssi on
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 15
54.72.0. 55 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 11
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 10
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 10
151.202.21.72 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 10
62.24.181.134 |Wnited K ngdom 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 10
212.199. 182. 150|! srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 9
62.24.181.135 |United K ngdom 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 8
197. 250. 50. 194 :eagjani'f'ofl‘h' ted 147.237.77. 216 |dover. i df .i|First packet isn't SWN drop drop 8
157.55.39.204 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 7
66. 249. 64. 74 Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 7
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
157. 55. 39. 47 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
54.147.176.220 |Whited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
188. 165. 15. 195 |Fance 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
157.55.39.136 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
78.47.67. 232 Ger many 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 6
66.249.64.72  |Lited Sates 147.237.77. 216 |dover. i of .| V31 d segnent retransmssion. Packet (Streamng Engine: TP Invalid drop 6
dr opped. Ret r ansnii ssi on
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5
66. 249. 64. 76 Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 4
2.54.166. 141 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 4
68.180.228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
157.55.39.138 |lited Sates 147.237.72. 166 |aka i of i1 | V3 1d segnent retransmssion. Packet (Sreaning Engine: TCP Invalid drop 4
dr opped. Ret r ansni ssi on
66. 249. 64. 72 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
157.55. 39. 191 Lhited Sates 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 4
185. 53.44. 72 147.237.77.74 |lawidf.il |SAMrul e drop drop 3
149. 78. 54. 89 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
5.28.151.91 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
185. 53. 44. 72 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 3
190. 129. 127. 135|Bolivia 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
85. 250. 88. 103 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SN drop drop 3
144.76. 155. 8 CGer many 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste ; Count
Country Action
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 66.249. 78. 173 B ock 389
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 78. 166 B ock 371
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 345
66.249.78.159 |l srael 147. 237. 77. 216 |dover. i df . i | Distributed Lhadt hori zed LR. Access on B ock 167
wan i df.il//atal /i zkor/ vi ew i ngt op. asp
66.249.78.166 | srael 147.237.77. 216 |dover. i df .| Distributed Lhadt hori zed LR. Access on B ock 158
v i df.i | //atal 1/i zkor/ vi ew i ngt op. asp
66.249.78.173 |Israel 147. 237. 77. 216 |dover. i df . i | Distributed Lhadt hori zed LR. Access on B ock 157
wan i df.il//atal /i zkor/ vi ew i ngt op. asp
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il Mil tiple Uhauthori zed URL Access from 66. 249. 64. 76 B ock 52
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il Mil tiple Unhauthorized URL Access from 66. 249. 64. 72 B ock 51
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 74 B ock 44
66.249.64.74  |Israel 147. 237. 77. 216 |dover. i df . i | Distributed Lhadt hori zed LR. Access on B ock 22
wan i df.il//atal /i zkor/ vi ew i ngt op. asp
66.249.64.76  |israel 147.237.77. 216 |dover. i df .| Distributed Lhadt hori zed LR. Access on B ock 20
v i df.i | //atal 1/i zkor/ vi ew i ngt op. asp
66.249.64.72  |Israel 147. 237. 77. 216 |dover . i of . i | Distributed Lhadt hori zed LR. Access on B ock 15
wan i df.il//atal /i zkor/ vi ew i ngt op. asp
66.249.78.159 | srael 147.237.77. 216 |dover. i df .| Distributed Lhaut hori zed LR Access on B ock 10
vy i df il //atal 1/izkor/vi ew i ny. asp
66. 249. 78. 190 | srael 147.237.77. 176 |natpash. i df .i | Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 190 B ock 8
S Distributed Lhaut hori zed URL Access on
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il ww i df i 1//atal 1/i zkor/print_text.asp B ock 7
66. 249. 78. 204 | srael 147.237.77. 176 [nat pash.i df .i| Mil tipl e Uhaut horized URL Access from 66. 249. 78. 204 B ock 6
157. 55. 39. 61 Lhited Sates |147.237.72.166 |aka.idf.il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 5
66. 249. 78. 197 | srael 147.237.77. 176 |natpash.i df .i | Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 197 B ock 4
S D stributed Lhaut hori zed URL Access on
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il ww i df i 1//atal 1/i zkor/print_text.asp B ock 4
157.55.39.61  |Uiited Sates |147.237. 72. 166 |aka i df il Distributed Lhauthorized LR Access on Bl ock 2
wwn aka. i df . i | // mai n/ rabanut / webr esour ce. axd
66.249.64.130 |lsrael 147.237.77. 176 |nat pash.i df .i | Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 130 B ock 2
157. 55. 39. 61 Lhited Sates |147.237.72.166 |aka.idf.il Mil ti pl e Uhaut hori zed URL Access from 157.55. 39. 61 B ock 2
157. 55. 39. 138 Lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
207. 46. 13. 101 Lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
185. 53. 44. 61 147.237.77. 216 |dover.idf.il Mil ti pl e Unhaut hori zed URL Access from 185. 53. 44. 61 B ock 2
. . |Dstributed Uhaut hori zed URL Access on
66.249.78. 73 | srael 147.237. 77. 226 [ww chanat z. aka. i df . i | 147. 237. 77. 226/ | 938- he/ hanaz. aspx B ock 1
185. 53. 44. 43 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wan i df.il/newsite/english/1202-1.stm |B ock 1
157.55.39.137 |Wiited Sates |147.237. 72. 166 |aka i df .il Whaut hori zed URL Access to Bl ock 1
waw aka. i df . i |/sachar/for ns/ downl oadf or m asp
212.224.119. 175|Cer nany 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/cdl/english/nain index.stm |B ock 1
185. 53. 44. 98 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 185. 53. 44. 98 B ock 1
68.180.228.232 |lhited Sates |[147.237.72.166|aka.idf.il Lhaut hori zed URL Access to wwn aka.idf.il/valtam B ock 1
185. 53. 44. 61 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wan i df.il/irag/english/info.asp B ock 1
s Unaut hori zed URL Access to
66. 249. 67. 49 | srael 147.237.77. 170 |naar achot . i df . i | 147, 237. 77. 170/ 71806- he/ naar achot . aspx B ock 1
157.55.39. 197 |lLhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1392- he/ r ef uah. aspx B ock 1
s Unhaut hori zed URL Access to
188. 165. 15. 195 |Fance 147.237.77. 216 |dover.idf.il W i of . i |/ helor ew or gani zat i on/ si gnal s/ at ar/ B ock 1
185. 53. 44. 93 147.237.77. 216 |dover.idf.il Lhaut hori zed UR. Access to wan i df.il/newsite/english/0713-1.stm |B ock 1
s Unaut hori zed URL Access to
185. 53. 44. 45 147.237.77. 216 |dover.idf.il Wi df i |/ homef ront / hebr ew ns- news. st m B ock 1
66. 249. 78. 80 | srael 147.237. 77. 226 [ww chanat z. aka. i df . i | |Unaut hori zed URL Access to 147.237.77. 226/ 938- he/ hanaz. aspx B ock 1
157.55.39. 137 |lhited Sates |147.237.72.166 |aka.idf.il Uhknown Paraneter ved in ww aka.idf.il/nai n/rabanut/general . aspx [None 1
212.224.119. 179|Cer nany 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Code B ock 1
s Unaut hori zed URL Access to
185.53. 44. 124 147.237.77. 216 |dover . i df .11 wan i df . i1/ hebrew organi zat i on/ honef ront/defaul t. stm Bl ock !
79.182. 236. 224 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
185. 53. 44. 63 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/1106-6.stm |B ock 1
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wwnidf.il/atal 1/izkor/print bottomasp |B ock 1
66. 249. 67. 58 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wwwidf.il/atal 1/izkor/view ing. asp B ock 1
178. 137. 166. 68 |krai ne 147.237. 72. 156 |anan.i df .i | Lhaut hori zed URL Access to list.ips.gov.il/ B ock 1
207.46.13.78  |United Sates |147.237.0.34 [tikshuv.idf.il Wnaut hori zed UR. Access to Bl ock 1
v ti kshuv. i df . il/nai n/ gi yus/ gi yus/ gener al . aspx
185. 53. 44. 94 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Code B ock 1
185. 53. 44. 53 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/1222-3.stm |B ock 1
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response ode B ock 1
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