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05-02-2015-01:03:02 to 05-02-2015-02:03:02

|Top Attackers | n DDoS- Def ence |

Attacker Address | A tacker Country | Target Address |veb Ste |9 gnature | Device Action  |Count |
66. 249. 78. 89 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn drop 151

66. 249. 78. 96 | srael 147.237.77.74 lawidf.il TCP handshake viol ation, first packet not syn drop 13

82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il B ock Up Al _Nets drop 3

134. 147. 203. 115 Ger nany 147.237. 76. 147 chi nuch. aka.idf.il B ock Np Al _Net drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

146. 185. 239. 100 Russi an Federation 147.237.76. 30 hi nush. i df .i | bl ock-sp-trafl drop 1

66. 249. 78. 173 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
1.36.191. 122 Hong Kong 147.237.76. 31 nakchal .idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address

At t acker

Country

Target Address

Ste

184.173.183. 172|lhited Sates 147.237.77.74 |lawidf.il DVRep_P- N 40-59 Permit 137
85. 25. 43. 94 Ger many 147. 237. 76. 199 |e. nakchal . i df .i | DVRep B-N 60 100 Bl ock 1
66. 240. 236. 119 |lLhited Sates 147.237. 8. 45 eeitanidf.il DVRep_B-N 60_100 B ock 1
120.236.0.202 |China 147.237.76.30 |himush.idf. il 12348: HITP PHP-C3 Query String Paraneter Command [njection g o 1
Wl nerability
66. 240. 236. 119 [Whited Sates [147.237.77.179|e.mazi.idf.il DVRep_B-N 60 100 Bl ock 1
85. 25. 43. 94 Ger many 147.237. 77. 227 |e. hanaz. i df .i | DVRep B-N 60 100 Bl ock 1
66. 240. 236. 119 |lLhited Sates 147.237. 8. 50 e tikshuv.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77.74 |lawidf.il DVRep_B-N 60_100 B ock 1
37.46. 39. 125 | srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
85. 25. 103. 50 Ger many 147.237.77. 121 |e. navy.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 |Lhited Sates 147.237.76.44 |e.refuah.idf.il DVRep B-N 60 100 B ock 1
188.138.9.50  |Germany 147.237.0. 17 Im"y' kosher-kravi. i df.i |5 o0 BN 60100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77. 176 [nat pash. i df . i | DVRep_B-N 60_100 Bl ock 1
66. 240. 192. 138 |Lhited Sates 147.237.77. 212 |e.dover.idf.il DVRep_B- N 60_100 B ock 1
85. 25. 103. 50 Cer many 147.237. 77. 170 |n@ar achot . i df .i | DVRep B-N 60 100 B ock 1
66. 240. 236. 119 |Lhited Sates 147.237.76. 198 |e. yohal an.i df .i | DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Cer many 147.237.76.34 |yohalan.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77. 234 |hal ag.i df .i| DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 |lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 103. 50 Ger many 147.237.77. 178 |e. matpash.i df .i | DVRep_B- N 60_100 B ock 1
66. 240. 236. 119 [Whited Sates [147.237. 77. 176 |nat pash. i df .i | DVRep_B-N 60 100 Bl ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 78. 15 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 93. 232 Lhited Sates 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 93. 235 Lhited Sates 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
2.139.59. 125 Spai n 147.237. 76. 196 e.svivaidf.il ET SCAN Potential SSH Scan 1
2.139.59. 125 Sai n 147.237. 76. 147 chi nuch. aka.i df . il ET SCAN Potential SSH Scan 1
64.76.71.18 Peru 147, 237.76. 196 e.sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.139.59. 125 Sai n 147.237.76. 39 nobi | e.nei tav.idf.il ET SCAN Potential SSH Scan 1
60. 18. 162. 244 Chi na 147.237.77.179 e.nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
2.139.59. 125 Fai n 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 162 Japan 147.237. 76. 147 chinuch. aka.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 162 Japan 147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 162 Japan 147.237. 8. 50 e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
175.22.14.71 Chi na 147.237.77. 216 dover.idf.il ET SCAN Potential SSH Scan 1
2.139.59. 125 Fai n 147.237. 76. 200 eitan. aka.idf.il ET SCAN Potential SSH Scan 1
91. 238. 134. 92 Pol and 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
2.139.59. 125 Spai n 147.237. 76. 197 e. hinush.idf.il ET SCAN Potential SSH Scan 1
2.139.59. 125 Sai n 147.237.76. 148 ggcenter. aka.idf.il ET SCAN Potential SSH Scan 1
64.76.71.18 Peru 147, 237.76. 196 e.sviva.idf.il ET SCAN NVAP -sS w ndow 3072 1
2.139.59. 125 Sai n 147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.77.176 nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
2.139.59. 125 Fai n 147.237.76. 34 yohal an.idf.il ET SCAN Potential SSH Scan 1
60. 18. 162. 244 Chi na 147.237.77. 179 e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 162 Japan 147.237. 76. 39 nobi | e.nei tav.idf.il ET SCAN Potential SSH Scan 1
221.229. 166. 28 Chi na 147, 237. 76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 162 Japan 147.237.72. 156 anan.idf.il ET SCAN Potential SSH Scan 1
178. 32. 251. 100 Fance 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
2.139.59. 125 Fai n 147.237.76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
106. 39. 95. 194 Chi na 147.237.77. 235 sviva idf.il ET SCAN NVAP -sS w ndow 1024 1
2.139.59. 125 Sai n 147.237.76. 199 e.nakchal .idf.il ET SCAN Potential SSH Scan 1




05-02-2015-01:03:02 to 05-02-2015-02:03:02

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S’ te ‘Massage
66.249.78.173 |Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 189
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 182
197. 134. 255. 203 |Egypt 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 167
157.150.193.1 |lhited Sates 147.237.77. 176 |nat pash. i df.il|H rst packet isn't SYN drop drop 157
66.249.78.159 |lLhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 156
149. 78. 154. 69 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 135
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 70
66.249.78.173 |lited Sates 147.237.77. 216 |dover. i of .1 |!/V@ 1 d segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 60
Packet dropped. Ret r ansni ssi on
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 53
79.183. 219. 38 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 50
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 47
94.159. 137. 192 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 47
84.94. 81. 201 | srael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 43
157.150.193.1 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 42
50. 162. 168. 246 |Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 35
66.249.78.159 |lnited Sates 147.237.77. 216 |dover. i of .1 |' V3 1d segnent retransmssi on. Streaning Bngi ne: TCP Inval i d drop 32
Packet dropped. Ret r ansni ssi on
66.249. 78.166 |Lnited Sates 147.237.77. 216 |dover. i of .1 |' V3 1 d segnent retransmssi on. Streaning Engi ne: TGP I nval i d drop 32
Packet dropped. Ret r ansni ssi on
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 30
67.21.102. 86 Canada 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 27
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 23
89. 139. 43. 56 | srael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 23
166. 137.252. 117|lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 20
46. 43. 89. 87 (F;ajcis;i';'ja” Territory, 1147, 237.77. 216 |dover. i df il |Frst packet isnt SN drop drop 20
188. 120. 148. 172]l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 19
87.69.241.92  |israel 147.237.72. 156 |aman. i of i1 |' V31 d segnent retransmssi on. Streaning Bngi ne: TGP I nval i d dr op 18
Packet dropped. Ret r ansni ssi on
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 16
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 16
69.181.124.57 |lLhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 15
50. 87.144.145 |lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 14
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 13
66. 249. 64. 72 | srael 147.237.77.216|dover.idf.il |Hrst packet isn't SYN drop drop 12
79.181. 22. 243 | srael 147.237.77.216|dover.idf.il |Hrst packet isn't SYN drop drop 12
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 12
62.24.252.133 |Wnited K ngdom 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 12
157. 55. 39. 47 Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 12
5. 255.253. 124 |Russi an Federation 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 11
192.249. 64. 249 |Uhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 11
157.55. 39. 191 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 10
37.8. 122. 205 gjceusgi':('ja” Tertitory, 1147 237.77. 216 |dover. iof i1 |First packet ism't SN dr op dr op 10
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 10
157.55.39.204 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 10
84.94.77.162 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 10
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 10
149.88.112. 239 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 9
157. 55. 80. 72 Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 8
157.55.39. 138 |Uhited Sates 147.237.72. 166 |aka icf.i| | V3 1d segnent retransmssion. Streaning Engi ne: TGP I nval i d drop 8
Packet dropped. Ret r ansn ssi on
84.228.130. 131 |Israel 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 7
107.209. 18.33 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 7
188. 165. 15. 195 |Fance 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 7
82. 145. 218. 235 |Eur ope 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 7
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Qount ry Target Address |dte Action ‘Count
66.249. 78.166 |l srael 147. 237. 77. 216 |dover. i df . | Distributed thaut hori zed LR Access on B ock 183
ww i df.il//atal 1/izkor/vi ew i ng. asp
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 174
R D stributed Lhaut hori zed URL Access on
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf .il ww i i //atal 1/ zkor/ vi ew i gt op. asp B ock 172
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 171
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 166
66.249.78.159 |l srael 147. 237.77. 216 |dover. i df . i | Distributed Uhaut hori zed LR. Access on B ock 155

ww i df il //atal 1/izkor/view i ny. asp

. . D stributed Unaut hori zed URL Access on
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il waw i o i1 // atal 1/ zkor/ vi ew i gt op. asp Bl ock 154

. . D stributed Unhaut hori zed LRL Access on
66. 249. 78. 166 I srael 147.237.77. 216 |dover.idf.il waw i df i 1//atal 1/ zkor/ vi ew i ot op. asp B ock 147

D stributed Unaut hori zed URL Access on

66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il . . . . . Bl ock 140
ww i df.il//atal 1/izkor/vi ew i ng. asp

66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 64. 72 B ock 27

66. 249. 78. 197 | srael 147.237.77. 176 [nat pash. i df . i | Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 197 B ock 15

66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 74 B ock 15

. . D stributed Unauthori zed URL Access on

66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf .il WA i of i1 //atal 1/ zkor/ vi ew i gt op. asp B ock 13

66. 249. 78. 190 | srael 147.237.77. 176 |nat pash. i df .i | Mul ti pl e Unaut hori zed URL Access from 66. 249. 78. 190 B ock 12

66.249. 64.74  |Israel 147. 237. 77. 216 |dover . i df .i | Distributed Lhaut hori zed LR. Access on B ock 9
ww i df.il//atal 1/izkor/view i ny. asp

66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 66. 249. 64. 76 B ock 8

157.55.39. 137 |lhited Sates [147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 8

66. 249. 78. 204 | srael 147.237.77. 176 [nat pash.i df .i | Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 204 B ock 7

66.249.64.76  |Israel 147. 237. 77. 216 |dover . i df .| Distributed Lhaut hori zed LR. Access on B ock 7

ww i df.il//atal 1/izkor/view i ny. asp
. . DO stributed Unaut hori zed URL Access on
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il v | o i 1 // at al 17 zkor ] vi ew i gt op. asp B ock

D stributed Unaut hori zed URL Access on

~

66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il ww i i //atal 1/ zkor/ vi ew i gt op. asp B ock 5
157.55.39.138 |lhited Sates |[147.237.72.166|aka idf.il D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary B ock 4
87.69. 241. 92 | srael 147.237.72. 156 |anan.i df .i | Suspi ci ous Response Code B ock 3
185. 53. 44. 96 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 185. 53. 44. 96 B ock 3
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 2
185. 53. 44. 124 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 185. 53. 44. 124 B ock 2
66. 249. 64. 136 | srael 147.237.77. 176 [nat pash. i df . i | Ml tipl e Uhaut hori zed URL Access from 66. 249. 64. 136 B ock 2
66.249.64.75  |Israel 147.237.72. 156 |anan. i df .i Distributed thauthori zed LR Access on Bl ock 2
vy aman. i df . i |/ / nodi i n/ gener al
66. 249. 64. 75 | srael 147.237. 72. 156 |aman.i df .i | Uhaut hori zed URL Access to ww aman.idf.il/nd B ock 2
185. 53. 44. 85 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 185. 53. 44. 85 B ock 2
66.249.64.76  |israel 147.237.77. 216 |dover. i df .i \?w;\ltir('jft.“i’tl‘/e‘/j mu;]af/tihzokr(;rzl‘;‘:i mmit gftczssz on B ock 2
66. 249. 64. 130 | srael 147.237.77. 176 [nat pash.i df .i | Ml ti pl e Uhaut hori zed URL Access from 66. 249. 64. 130 B ock 2
185. 53. 44. 80 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 185. 53. 44. 80 B ock 2
66. 249. 64. 73 | srael 147.237. 72. 156 |aman.i df .i | Uhaut hori zed URL Access to waw anan. i df .il/nodiin/ general B ock 1
66. 249. 75. 57 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
185. 53. 44. 93 147.237.77. 216 |dover.idf.il DO stri buted Suspi ci ous Response Gode B ock 1
115. 25. 81. 70 Chi na 147.237.77. 216 |dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il//anman B ock 1
185. 53. 44. 70 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 185. 53. 44. 70 B ock 1
185. 53. 44. 41 147. 237.72. 166 |aka. i df . Distributed Uhaut hori zed LR. Access on B ock 1
v aka. i df . i | //chi nuch/ pri nt previ ew
188. 165. 15. 195 |Fance 147.237.77. 216 |dover.idf.il DO stributed Suspi ci ous Response Gode B ock 1
46.19.86.213  |israel 147, 237. 72. 156 |anan. i df . NLL Character in Paraneter Vel ue a 19 for Bl ock 1
vy aman. i df . i | /nodii n/scripts. asnx/getjs
157.55.39. 136 |Lhited Sates |147.237.77.216|dover.idf.il Ml ti pl e Unaut hori zed URL Access from 157.55. 39. 136 B ock 1
66. 249. 78. 73 | srael 147.237. 77. 226 [wwn chanat z. aka. i df . 1] |Unaut hori zed URL Access to 147.237. 77. 226/ 938- he/ hanaz. aspx B ock 1
s Unaut hori zed URL Access to
185.53. 44. 96 147.237.77. 216 |dover . df .11 wwy i df.il/arafat/terrori sn® english/ nain i ndex.stm Bl ock !
66. 249. 75. 5 | srael 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
185. 53. 44. 85 147.237.72. 166 |aka.i df .i | Uhknown Paraneter catld in ww aka.idf.il/chi nuch/ niktzoa/ None 1
79.181. 164. 246 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 1
212. 224. 119. 182|Ger many 147. 237. 77. 216 |dover. i df.i thaut hor i zed UR. Access to B ock 1

ww i df . i |/ engl i sh/ organi zati on/ gol ani / gol ani 2. stm
s Unhaut hori zed URL Access to
185.53. 44. 44 147.237.77. 216 |dover . i f .| waw. i df . i1/ hebrew announcenent s/ 2002/ j une/ mazen. st m Bl ock

185. 53. 44. 201 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/english/ news/ dayan. stm B ock 1
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