05-01-2016-21:04:01 to 05-01-2016-22:04:01

@
1"PT SwNn ()

goOVv

www.gov.il

[Top Targets |

IDF Under Attack

Daily Report

Nunber
(6]
At acks

[Top Attackers |

M dover.idf.il
W aka.idf.il

B nadimatal .idf.i
B nobileidf.il

Top Tar get

Nunber
(6]
At acks

M nat pash. i df . i |

Meitan aka.idf.il

Mlawidf.il

MW anan.idf.il
navy.idf.il

Matal.idf.il

Top Attackers

M 167. 114. 156. 16
90. 211. 92. 65

I 176. 13. 14. 40
194. 218. 27. 162

W 208. 115. 113. 89

M 46. 19. 85. 218

[ 109. 253. 141. 175

M 37. 26. 148. 150
128.68.6.1

W 124. 122. 91. 204




05-01-2016-21:04:01 to 05-01-2016-22:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4419
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3188
37.142. 68. 86 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7

105. 107. 90. 205 Ageria 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4

199. 79. 170. 215 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4

199. 79. 168. 215 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 1

49. 81. 201. 138 Chi na 147.237.76. 148 ggcenter. aka.idf.il|JLM Under Attack Con Tcp drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

Target Address

|Site

|Sgnature

Devi ce Action |Count

23.91.70.121 Lhited Sates 147.237.77. 74 |aw idf.il |6134: HITP. SQ Injection Variabl e Declaration Bvasion Bl ock 4
152. 115. 70. 227 Denmar k 147.237.77. 74 law idf.il |5670: HITP. SQ Injection (SELECT) B ock 4
64.31.44.6 Lhited Sates 147.237.72. 166 aka.idf.il |5670: HITP. SQ Injection (SELECT) Bl ock 3
64.31.44.6 Lhited Sates 147.237.72.166  |aka.idf.i| [3808: HITP. SQ Injection Variabl e Decl arati on Evasi on Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8'te |Signature |Count\
152, 115. 70. 227 |147.237.77.74 |Denmark lawidf.il SQ Injection - Select From 12
64.31.44.6 147.237.72. 166 |Lhited Sates aka.idf.il QA Injection - Select From 6
23.91.70.121 147.237.77.74 |lhited Sates lawidf.il S Injection - Select From 6
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
109, 253. 219, 125|147 237 77 2331 518l atal idh il ET DC5 Large amount of TCP ZeroWndow - Possi bl e Niller2 DDos 4
attack
204.12.168.26 |147.237.77.74 |lhited Sates lawidf.il S Injection - Select From 3
104.197.72. 206 |147.237.76.86 |Lhited States navy. i df.il ET SCAN NMAP -sS wi ndow 1024 1
74. 89. 23. 143 147.237.77. 216 |Wnited Sates dover . idf.il portscan: TGP D stributed Portscan 1
203.86.29.220 |147.237.77.176|Chi na matpash.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
58.218. 204. 211 |147.237. 76. 200 |Chi na eitan.aka.idf.il [ET SCAN Potential SSH Scan 1
203.86.29.220 [147.237.77.176|China nat pash.idf.il |ET SCAN NVAP -f -sS 1
58.218. 204. 211 |147.237.76. 198 |Chi na e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
203.86.29.220 |[147.237.76. 177 |Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.120. 227.242 |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
190,88, 249 94 |147. 237 76,30 |NEtherlands hirushi b il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Atilles Potential Scan or Brute Force

167. 114. 230. 220(147. 237. 72. 166 |France aka.idf.il SERVER- WEBAPP admi n. php access 1
149.88.61.118 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
104. 219. 238. 10 |147.237.77.74 |lhited Sates lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 197. 72. 206 [147.237.72. 166 |Lhited Sates akaidf.il ET SCAN NVAP -sS wi ndow 1024 1
203.86.29.220 |147.237.77.176|China matpash.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
58.218. 204. 211 |147.237. 76. 199 |Chi na e.nakchal .idf.il [ET SCAN Potential SSH Scan 1
203.86.29.220 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
58.218. 204. 211 |147.237.76.42 |China refuah.idf.il |ET SCAN Potential SSH Scan 1
185. 70. 184. 134 |147.237.0.19 |Netherl ands nadi matal .idf.i [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature

90. 211. 92. 65 United Kingdom|147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 101

208.115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 73

194. 218. 27. 162 |Sweden 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 56

37.26. 148. 150 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 43

109. 253. 141, 1751 srael 147,237, 77. 243 |mbi e i1 | ©AMNG Enginer TP Invalid invalid segnent retransmission | o 42
Ret r ansmi ssi on Packet dr opped.

128.68.6.1 g;zi an 147.237.77. 176 |nat pash. i df . i | drop Frst packet isn't SN drop 40

ration

139.162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30

194. 218. 27. 162 |Sweden 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber aert 28

112.65.193.14 |China 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28

79.177.178. 105 |israel 147. 237, 76. 200 [ei tan aka. i o i1 | S2MNG Engine: TP Invalid invalid segnent retransmission |, o 26
Ret r ansmi ssi on Packet dr opped.

68.195.16.171 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 24

46.19.86.222  |israel 147. 237. 72. 166 |aka. i f . i Streaning Bngine: TCP Invalid Jinvalid segnent retransmission. | 24
Ret r ansmi ssi on Packet dr opped.

124.122.91. 204 |Thail and 147.237.77.176 [nat pash.idf . il dr op First packet isn't SYN drop 24

64.231.206.10 |Canada 147, 237.76. 200 [ei tan aka. i o i1 | S3M NG Enginer TGP Invalid invalid segnent retransnission drop 22
Ret ransm ssi on Packet dr opped.

197.134. 255. 35 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21

136. 243.5.203 |Ger many 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 20

94.77.196. 82 Saudi Arabia 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18

198. 103. 184. 76 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16

185. 120. 126. 49 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16

157.55.39.106 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15

197. 45. 132. 217 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15

66.249.64.148 |Uited Sates  |147.237.76.86 |navy.idf.il Streaning Bngine: TCP Invalid Jinvalid segrent retransmission. | 15
Ret r ansmi ssi on Packet dr opped.

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14

109. 253. 219. 125]l srael 147.237.77.233 |ata .idf.il Bad TCP sequence Invalid ACK nunber noni t or 13

109. 253. 219. 125|l sr ael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber aert 12

198.58.102.96 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12

2.53.178.115 | srael 147, 237.76. 147 |chi nuch. aka i ar i || €M NG Engine: TCP Invalid finvalid segnent retransnissi on, drop 12
Ret ransm ssi on Packet dr opped.

2.53.132.75 I srael 147.237. 77, 243 b e i of 11 || €AMNG Engine: TP Invalid invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.

2.53.169.250  [Israel 147. 237.72. 166 |aka. i of . | Sreamng Engine: TCP [nvalTd - linvalid segrent retransmission. {0 12
Ret ransm ssi on Packet dr opped.

207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11

176. 13. 14. 40 | srael 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence Inval id ACK nunber noni t or 10

124.122.91. 204 |Thail and 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop

68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

79.183. 143. 205 |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.

66.249. 64.142 |United Qates  |147. 237.76.86 |navy.idf.il Streamng Engine: TCP Invalid —invalid segnent retransmssion. | o 9
Ret r ansmi ssi on Packet dr opped.

50.87.144. 145 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8

71.235.45.76 Lhited Sates 147.237. 72. 156 |anan. i df .il dr op Frst packet isn't SN drop 8

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8

61.135.189. 107 |Chi na 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8

66. 102. 6. 226 Lhited Sates 147.237.77. 176 [nat pash. i df . i1 dr op Frst packet isn't SN drop 7

157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7

95. 194. 7. 56 Sweden 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7

176.13.8.123  |Israel 147. 237. 72. 166 |aka. i f . i Streaning Bngine: TCP Invalid Jinvalid segnent retransmission. | 6
Ret r ansmi ssi on Packet dr opped.

87.70.82.222  |israel 147.237.72. 166 |aka.i df . Streaming Engine: TCP Invalid finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

5.28.152.203  |israel 147. 237. 72. 166 |aka. i f . i Streaning Bngine: TCP Invalid Jinvalid segnent retransmission. | 6
Ret r ansmi ssi on Packet dr opped.

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6

149.78.44.158 |Wited Sates  |147.237.72. 166 |aka.idf.il Streamng Engi ne: TCP | nvalid finvalid segnent retransnissi on, drop 6
Ret ransm ssi on Packet dr opped.

80. 246. 137.9 | srael 147.237.72.166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

46.19.85.175  |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 6

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.14. 40 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 81
46. 19. 85. 218 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bock |67
109. 253. 227. 33 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 30
109. 253. 226. 213]I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 30
109. 253. 227. 29 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bock |20
109. 253. 227. 26 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode Bl ock 20
109. 253. 227. 28 |l srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 11
109. 253. 226. 212/l sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bl ock 10
109. 253. 226. 205| srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 9
109. 253. 141. 175|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 9
109. 253. 227. 27 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bock |[8
109. 253. 226. 214]I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 7
109. 253. 227. 38 |l srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 7
167. 114. 230. 220|France 147.237.72. 166 |aka. i df . i | Mil tipl e Unhauthorized URL Access from 167.114. 230. 220 Bock [6
109. 253. 226. 203]I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 5
149. 78. 137. 225 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
109. 253. 226. 246|| sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bock |5
109. 253. 226. 209]l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 5
109. 253. 226. 210]I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 5
109. 253. 226. 227|1 sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bock |4
31.210.186. 122 [Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 4
167. 114. 230. 220|France 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 4
109. 253. 226. 230|1 sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bock |4
80. 246. 133. 154 |[Israel 147.237.77.216|dover.idf . il Ostributed Wnhaut horized URL Access on waw idf.il/error.htm Bl ock 4
217.132.49. 145 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 217.132. 49. 145 Bl ock 4
167. 114. 230. 220|France 147.237.72. 166 |aka. i df . i | Mil tiple Admin B ocking from 167. 114. 230. 220 Bock |4
46.19. 86. 132 I srael 147.237.77.216|dover.idf . il Ostributed Wnhaut hori zed URL Access on waw idf.il/error.htm Bl ock 3

Gooki e Tanpering on cooki e Logi n: Expected

R

SRk kR Rk Rk kR kR ko
109. 253. 227. 28 |l srael 147.237.0.19 |nadimatal .idf.i * Chserved None 3

Sk ko kb

SRk Rk Rk kR ko
37.26.146.138 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 253. 226. 220|1 sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode Bock |3
109. 253. 226. 248]l srael 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response ode Bl ock 3
213.57.187.212 [israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 3
2.55.42. 226 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode Bock |3
109. 253. 226. 221 ]I srael 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response ode Bl ock 3
109. 253. 226. 202|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.53.22.35 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode Bock |3
220. 255. 146. 54 |9 ngapore |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
199. 79. 170. 215 g‘;lts: 147.237.77. 216 |dover. i df . i | Distributed Uhauthorized URL Access on waw idf.il/error. htm Bl ock 2
109. 64.121.59  |Israel 147.237.72. 166 |aka. i df . i | D stributed Unaut hori zed Method for Known URL on ww aka. idf.il/ Bl ock 2
79.181.221.40 |Israel 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to wwuidf.il/894-he Bl ock 2
37.142. 68. 86 I srael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to wawidf.il/tenpl ates/articl e/ nobile Bl ock 2
109. 253. 227. 36 |l srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 2
109. 253. 227. 37 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bock |2
213.57.243.213 |Israel 147.237.77.233|atal .idf.il Distributed Unauthorized URL Access on 147.237.77.233/1134-he/atal .aspx  |Block |1
109. 65. 139. 129 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwu aka. idf.il/main/giyus/ pniotfindagnswer.aspx |[B ock 1
17.142. 155. 123 ;q;tee: 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to wa | aw i df.il/appl e-app-site-association Bl ock 1
89.139. 131. 231 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for ww aka. i df . i |/ mai n/ sachar/ newsar chi ve. aspx Bl ock 1
68. 195. 16. 171 g“iatt:s 147.237.77. 216 |dover. i df .il Unaut hori zed HTTP Met hod Bock |1
37.26.148.189 [Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code Bl ock
2.53.132.75 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
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