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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 5024
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2418
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 4
37.60. 44. 251 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2

89. 46. 102. 242 Romani a 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1
123. 59. 59. 52 Chi na 147.237.72. 167 i shurimaka.idf.il |bl ock-sp-trafl drop 1

89. 46. 102. 242 Ronmani a 147.237. 76. 38 eeneitav.idf.il |Bock Np Al _Net drop 1

89. 46. 102. 242 Ronani a 147.237. 76. 200 eitan.aka.idf.il |Block Np All Net drop 1

89. 46. 102. 242 Ronmani a 147, 237.76. 147 chinuch. aka.idf.il |[Block Np All Net drop 1
104. 153.173. 100 Lhited Sates 147.237.76. 200 eitan.aka.idf.il |Bock Udp Al Nets drop 1

66. 249. 66. 12 | srael 147.237.77.170 naarachot.idf.il |TGP handshake viol ation, first packet not syn |drop 1

89. 46. 102. 242 Romani a 147.237.76. 176 test.ncore.idf.il |Bock Np Al _Net drop 1
123. 59. 59. 52 Chi na 147.237.0.19 nadimatal .idf.il |bl ock-sp-trafl drop 1
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country‘Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.i|Tehila - Perl LWP with fake user agent 4
46. 120. 65. 89 147.237. 72. 166 |I srael aka idf.il |portscan: TCP O stributed Portscan 1
217.132.62. 181 |147.237.77. 216l srael dover.idf.i|portscan: TCP O stributed Portscan 1
109. 186. 35. 199 |147.237. 77. 216 |I srael dover.idf.i|portscan: TCP DO stri buted Portscan 1
95. 86. 83. 217 147.237. 72. 166 |I srael aka idf.il |ET DO5 Large anmount of TCP ZeroWndow - Possible Niller2 DDos attack]|l
46.121. 89. 4 147, 237. 72. 166 |I srael aka.idf.il |portscan: TCP O stributed Portscan 1
46. 19. 86. 198 147.237.77. 216 |I srael dover.idf.i|portscan: TCP DO stri buted Portscan 1
217.132.90. 233 |147.237.77. 216l srael dover.idf.i|portscan: TCP O stributed Portscan 1
212.199. 104. 190(147. 237. 77. 216 || srael dover.idf.i|portscan: TCP O stributed Portscan 1
128.199. 63. 64  [147.237.77.74 |Netherl ands lawidf.il |ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
109. 65. 60. 140  |147.237. 72. 166 |I srael aka idf.il |portscan: TCP O stributed Portscan 1
80.230.17.230 [147.237.72. 166 |l srael aka.idf.il |portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
37.26. 146. 211 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 81
37.26.148.192 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 74
37.26. 148. 216 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 73
Sreanming Engine: TCP Invalid i i SSi
66.249.78.146 |lited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. | 68
Ret r ansni ssi on Packet dropped.
37.26.146.181 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 60
107. 167. 113. 130|thited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 46
197. 49. 183. 136 |Egypt 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 32
o SN retransnmit wth different .
46. 19. 85. 229 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e monitor |26
46. 19. 85. 83 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 26
sl SWNretransnmit wth different .
31.210.187.192 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e nonitor |20
82.145.208. 198 |Europe 147.237.77. 216 |dover.i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 19
52.29.223. 39 Ger nany 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 18
Sreamng Engine: TCP Invalid i i ssi
66.249.64.190 |Lhited Sates |147.237.72. 166 |aka.idf.il 9 =9 Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
2.53.1.61 I'srael 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dropped.
208. 115.113.89 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 18
72.89. 38.126 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
176.13.16.198 |Israel 147.237.0.19 [nadimatal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |14
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
109. 67. 141. 82 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 13
198.58.102. 156 |lLhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 12
s SYN+tACXK retransmt wth .
2.55.38. 219 I srael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence different vindow scal e noni tor |12
Sreanming Engine: TQP Invalid i i SSi
66.249.79.82  |Wited Sates [147.237.0.34 [tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.23. 238 I'srael 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
2.55. 25. 89 I srael 147. 237, 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
139. 162. 216. 112|lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12
Sreaning Engine: TQP Invalid i i ssi
176.13.17.158 [ srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 12
Ret r ansmi ssi on Packet dropped.
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 11
54.203.136.241 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 11
54.203.185.139 |lhited Sates [147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 11
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
37.26.146.181 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber nonitor |10
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
Russi an R L
46.188.54. 17 eration 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 10
37.26.146.181 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 10
Sreaning Engine: TGP Invalid i i ssi
109. 253. 195. 2411 sr ael 147. 237.77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
Russi an wwn, chanat z. aka. i df -
46.188. 54. 17 Federat i on 147.237.77. 226 N dr op First packet isn't SWN drop 8
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
Sreamng Engine: TCP Invalid i i ssi
80. 246.130.39  |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. | 8
Ret r ansni ssi on Packet dr opped.
157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
157.55.39.106 |[Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop
207.46.13.178 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
46.116.130. 229 i srael 147.237.77. 233 |atal .idf.il Bad TCP sequence SiNretransmt with different oy 7
w ndow scal e
s SWNretransnmit wth different .
46.116. 130. 229 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e monitor |7
209. 133.111. 211 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid ' i ssi
31.168.84.16  |Israel 147.237.77. 216 |dover. i of . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.79.84  |Uited Sates [147.237.0.34 [tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
37.26.146.217 |israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 138. 240]I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 102
176.13.16.198 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bock |97
85. 65. 55. 118 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code Bl ock 32
79.177.217.14  |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 30
2.53.43.70 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 10
2.53.4.105 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 6
81.218.55.253 |Israel 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to www | awidf.il/sip_storage/files/9/1709. pdf B ock 4
2.53.1.61 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode Bock |4
46.19. 86. 183 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code Bl ock 3
46. 19. 86. 227 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 3
109. 66. 50. 69 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bock |3
79. 181. 56. 48 I srael 147.237.76.31 |nakchal .idf.il |[Dstributed Wnauthorized HITP Mt hod Bock |3
176.13.15. 231 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 3
157. 55. 39. 106 ;q;tee: 147.237.77.216|dover. i df.il Ostributed Waut horized LRL Access on waw idf.il/error.htm B ock 2
37.26.146.203 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock

46.19. 85. 157 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock
5.22.135.171 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut hori zed Method for Known URL from5. 22,135,171 Bl ock

Gooki e Tanpering on cooki e Logi n: Expect ed

B R R ]
KR AR KA AR A AR A AR R A AR A AR A A AR A AR A AR A I AR I AR A A A A Ak Ak Ak kA hkhkhkhkhhhkhkhhkhkhkkhhkhhkhhhhhkxk

e R )

109. 253. 138. 240|l srael 147.237.0.19 |nadimatal .idf.if, o o None 2
*;***************************************************************************
176.13.3. 116 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode Bock |2
Unknown Par anet er
5.102.195. 137 |[lIsrael 147.237.72.166|aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHol der $passwor dUpdat e$hi ddenUpdat ePassw |None 1
ord in ww aka.idf.il/nain/giyus/faqg. aspx
94.199. 151. 22 z";;gom 147.237.77. 170 |m@ar achot . i df . i | |Mil ti pl e Unaut horized URL Access from 94.199. 151. 22 Bock |1
195. 154. 199. 235|France 147.237.77.216|dover . i df . il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ nai n/ gi yus/ gi yusnast er/ script  |B ock 1
109. 253. 196. 81 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
46.19. 85. 16 I srael 147.237.77. 216 |dover . i df .i | Mal formed URL B ock 1
79.181. 56. 48 I srael 147.237.76.31 |nakchal .idf.il |Uauthorized URL Access to nakhal .idf.il/sip_storagel/files/ 2/ Bl ock 1
66. 249. 79. 52 I srael 147.237.0.34 |tikshuv.idf.il [uauthorized UR. Access to 147.237.0.34/sip storage/fil es/ 8/ 1548. pg B ock 1
94.199. 151. 22 Eiqlr:gegom 147.237.77. 170 |n@aar achot . i df . i | [Unhaut hori zed URL Access to maarachot.idf.il/tenpl at es/ general / gener al . aspx B ock 1
31.210.187.192 [israel 147.237.76.42 |refuah.idf.il Distributed Uaut hori zed URL Access on 147. 237. 76. 42/ 1518- he/ r ef uah. aspx |B ock
79.177.217.14  |Israel 147.237.77.233|atal .idf.il D stributed Unaut hori zed URL Access on 147.237.77.233/1134-he/ atal . aspx |B ock 1
207.46. 13. 22 g‘;s: 147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to waw i df.il/kam ar B ock 1
66. 249. 69. 32 I srael 147.237.77.216|dover.idf .l Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
46.19. 85. 16 I srael 147.237.77.216|dover . i df . il Unknown HTTP Request Method en®5 in URL B ock 1
2.53.132. 163 I srael 147.237.76.42 |refuah.idf.il Distributed Unaut hori zed URL Access on 147. 237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
68. 180. 230. 184 g“'af(f;’ 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1133-he/ at al . aspx Bl ock 1

. . Unaut hori zed URL Access to
185.3.144.33 | sr ael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ appl e-t ouch- i con- pr econposed. png Bl ock !

Unknown Paraneter _ VI EASTATEENCRYPTED i n

79.179.130. 199 |Israel 147.237.72. 166 |aka. i df . i | vw aka. i dff . i |/ mai / sachar / pi r suneyof et . aspx None 1
213. 8. 204. 80 I srael 147.237.77.216|dover.idf .il Unaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ Bl ock 1
66. 249. 69. 48 I srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77.216/ robots. t xt Bock |1
176. 9. 127. 69 Germany  |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to www i df.il/dover/sit e/ mai npage. asp B ock 1
85. 64. 64. 81 I srael 147.237.76.42 |refuah.idf.il Distributed Waut hori zed URL Access on 147. 237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
77.125.114. 168 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
46.116. 130. 229 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462- he/ at al . aspx B ock 1
195. 60. 232. 57 |l srael 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed LRL Access to maarachot.idf.il/pdf/files/ 4/ 113484. pdf Bl ock 1
37.26.146.217 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Qode B ock 1
66. 249. 79. 48 I srael 147.237.0.34 |tikshuv.idf.il |Wauthorized URL Access to 147.237.0.34/robots. txt Bock |1
46.19. 85. 158 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
5.22.135.171 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . i |/ nain/ giyus/ B ock 1
79.177.158. 120 |l srael 147.237.76.42 |refuah.idf.il Distributed Unauthorized URL Access on 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
65. 55. 213. 25 Lshimt:g 147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
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