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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6888
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 5453
82.145.217.170 Eur ope 147.237.76. 31 nakchal .idf.il B ock Ip Véb In drop 12
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3
77.124.13. 167 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2

89. 46. 102. 242 Romani a 147. 237. 76. 197 e. hinush.idf.il B ock Np Al Net drop 1

66. 240. 236. 119 Lhited Sates 147. 237. 76. 201 e.atal.idf.il Bl ock Udp All Nets drop 1

89. 46. 102. 242 Ronani a 147.237.76. 34 yohal an.i df .il Bock Np All _Net drop 1

89. 46. 102. 242 Ronani a 147.237.76. 198 e.yohal an.idf.il Bock Np Al Net drop 1

89. 46. 102. 242 Ronani a 147. 237.76. 39 nobi | e.neitav.idf.il[Bock Np Al Net drop 1

89. 46. 102. 242 Ronani a 147. 237. 76. 201 e.atal.idf.il B ock Np Al _Net drop 1

89. 46. 102. 242 Romani a 147.237.76. 42 refuah.idf.il B ock Np Al _Net drop 1

89. 46. 102. 242 Rormani a 147.237.76. 30 hi nush. i df . i | B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
212.199. 143. 202 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
46. 120. 169. 72 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 98 147.237.77.19 Lhited Sates | awf orumi df . i | ET DRCP DBshi el d B ock Listed Source 1
139. 217. 27. 204 147.237.77. 233 Chi na atal.idf.il ET SCAN Potential SSH Scan 1
113. 59. 33. 61 147.237.0. 35 Chi na akaws. i df il ET SCAN NVAP -sS wi ndow 1024 1
109. 64. 42. 237 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
87.71. 16. 204 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
82. 81. 96. 242 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
63.221. 141. 195 147.237.76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
46.151. 52. 231 147.237.76. 39 krai ne nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.179. 146. 134 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 170 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
113. 59. 33. 61 147.237.0.35 China akaws. i df .i | ET SCAN NVAP -sS w ndow 2048 1
113. 59. 33. 61 147.237.0. 35 Chi na akaws. i df il ET SCAN NVAP -f -sS 1
91. 208. 139. 250 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 250. 196. 32 147.237.77. 216 I srael dover.idf .il portscan: TCP Distributed Portscan 1
79. 181. 188. 109 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
62.219. 13. 180 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Qountry |Target Address |[Ste Signature Action ‘Count
reanmn ine: TCP Invali i i ssi
37.26.148.157 |Israel 147, 237.76. 200 [ei tan aka i o i1 |} SAM NG Engi ne: TCP Inval id finvalid segnent retransmission drop 75
Ret r ansni ssi on Packet dropped.
148. 177. 129. 213 |Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 66
79.181.188.109 |israel 147.237.77. 234 |hal ag.i of .1 Bad TCP sequence Sretransmt wth i fferent monitor |54
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
2.53.131.78  |Israel 147.237.77. 243 |nobi le.i o . i1 9 =9 Invalid segnent retransmssion. |y, 33
Ret r ansni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
79.182.53.237 | srael 147. 237.76. 200 [ei tan aka i o i1 |} SAM NG Engi ne: TCP Inval id finvalid segnent retransmssi on drop 22
Ret ransnmi ssi on Packet dropped.
162.248.94.216 |Uited Sates 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 21
162.248.94. 216 |Uited Sates 147. 237. 76. 147 [chi nuch. aka. i df . i I[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 21
reamn ine: TCP Invali i i ssi
84.111. 115. 169 |Israel 147.237.77. 243 |nobile. i f .| Streamng Engi ne: TCP alidinvalid segnent retransnissi on, drop 21
Ret r ansni ssi on Packet dropped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 18
reaning BEngine: TCP Invali i i ssi
66.249.78.146 |Wnited Sates 147.237. 72. 166 |aka. i df . i Streaning Engi ne: TCP Inval i dinvalid segnent retransmssi on drop 18
Ret ransnmi ssi on Packet dropped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
68.180. 231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
Sreaning Engine: TCP Invalid i i ssi
79.181.63.212 |israel 147. 237.76. 200 |6 tan. aka.i of . i 9 =9 Invalid segnent retransmssion. |y, 12
Ret r ansni ssi on Packet dropped.
198. 58. 99. 82 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
54.72.73.168 Irel and 147.237.77. 216 |dover. i df il drop First packet isn't SN drop 12
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
149.50.31.174 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
Sreaning Engine: TCP Invalid i i ssi
109. 65. 158. 114 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 12
Ret ransni ssi on Packet dropped.
172.56.34.155 |Uited Sates 147.237. 72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 12
195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
87.203.102. 200 |G eece 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
41.220.128.5 :eagﬁani':' Ofu"'ted 147. 237. 77. 216 |dover . i of . i | dr op Frst packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi
79.181.39.180 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |y, 9
Ret r ansni ssi on Packet dropped.
181.171. 214. 146|Argenti na 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
2.53.191.113 I srael 147.237.77. 216 |dover. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 8
185.120.126.4 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence I'nvalid ACGK nunber moni tor |8
54.189.248.71 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SN drop 8
5.156.108.105 |Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
Sreamng Engine: TCP Invalid i i SSi
109. 253. 210. 172/l srael 147.237.77. 243 |robi l e. i f . | 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 166. 72 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |y, 6
Ret r ansni ssi on Packet dropped.
) . . Unexpect ed post SYN packet -
109. 253. 224.53 |l srael 147.237.0.19 [nadimatal .idf.il [drop RST or SYN expect ed drop 6
Sreamng Engine: TCP Invalid i i ssi
79.179.16.69  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |y, 6
Ret r ansni ssi on Packet dropped.
176.13.9.95 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nvalid ACK nunber monitor |6
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
109. 253. 224. 53 |l srael 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence Inval i d ACK nunber alert 6
66.249.93. 111 |Europe 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
213.151.53.59 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i ssi
2.53.139. 8 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
109. 253. 224. 53 |lIsrael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence I'nvalid ACGK nunber monitor |6
82.137.9. 82 Ronani a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i Ssi
79.183.57.18 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g o, 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
87.71.79.218  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |y, 6
Ret ransni ssi on Packet dropped.
213.8.204.21 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi
2.55.16. 75 I srael 147.237.77. 243 |nubi 1 e.i df .i 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
52.29.223. 39 Ger many 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
46.19.85.101  |Israel 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |y, 6
Ret ransni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 219. 198l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 55
185.32.179. 4 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 43
46.19. 86. 145 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 33
79.180.109. 28 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 29
2.53.135. 70 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 16
46.19. 85. 157 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 14
2.53.139. 211 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 9
84.111.115. 169 |[lIsrael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Qode B ock 6
176.13.16. 198 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 4
81.218.191. 246 |[lIsrael 147.237.77. 216 |dover.i df . i | Ostributed Lhauthorized UR. Access on waw idf.il/error. htm Bl ock 3
46. 19. 85. 100 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
2.53.4.105 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 3
79.178.108. 228 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wan aka.idf.il/om Bl ock 2
2.53.139.8 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 2
213, 151.32. 163 |Israel 147.237.77. 243 |nobi l e. i df . i | re ! ?&T’i’f’fs\gcﬂa?t/icﬂ;ngg‘;aifﬁs;mrd tn Bock |2
82.81.72.75 I srael 147. 237.77. 226 \é\;/W\il'l(:harmt z. aka.| Mil tipl e Unauthorized URL Access from 82.81.72. 75 B ock 2
79.183.214.54 |Israel 147.237.72. 156 |aman. i df . i | Unaut hori zed HTTP Met hod B ock 2
62.0.104. 86 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
5.22.129. 226 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
31.13.112.119 |[ireland 147.237.77. 216 |dover.idf .i | Distributed Whaut hori zed URL Access on wwuidf.il/error. htm Bl ock 1
199. 203. 67. 170 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66.249.78.242 I srael 147.237.76.42 |refuah.idf.il ﬂ?ftzg;’.r;éele‘jp ;Coerzz(:/cf’i | es 91 2796, pg Bock |1
46. 19. 86. 50 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock
106. 184. 3. 122  |Japan 147.237.77.19 |lawforumidf.il Illegal Byte Gode Character in UR.[[#20]]. B ock
217.69. 133. 242 gj:::lnl on 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/giyus/ general B ock 1
68. 180. 231. 43 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/1679-18967/ dover. aspx B ock 1
106. 184.3.122 |Japan 147.237.77.19 |lawforumidf.il Mil tiple NILL Character in Method from 106. 184. 3. 122 Bl ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to waw i df.il/sipj storage/ Bl ock 1
84.228. 254. 145 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
31.154.135.38 | srael 147. 237.77. 216 |dover . i df . i | mﬂt (:'fcfri'lzles? plf:ofg;gffi Iteos/ of i 263380 3059 | pg Bock |1
208.115.113.82 |[lhited Sates [147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/sitel unsel ecat bl e. aspx Bl ock
141.212.122. 113|lhited Sates |147.237.72. 156 |anan. i df.i | Lhaut hori zed URL Access to /x B ock 1
66.249.78.248 | srael 147.237.76.42 |refuah.idf.il ﬂ?ftzg;’_r;g_efyﬁ‘p ;CO?ZZ;/?i | es/ /3369, pg Bock |1
106. 184. 3. 122  |Japan 147.237.77.19 [lawforumidf.il I11egal HITP \ersion B ock 1
81.218.191. 247 |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/error.htm B ock 1
217. 69. 133. 245 :32::1”' on 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sahar B ock 1
68. 234. 168. 25 Lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed HTTP Met hod B ock 1
192.117.175.29 |Israel 147.237.72. 166 |aka. i df . i | L'u'ri%"’i/ i%’r’tageeg’?inaa;:g;fgog;cﬁi/ fm’j "V kapat z/ /1 esi012 Bock |1
106.184.3.122  [Japan 147.237.77.19 |lawforumidf.il H;';] ]%T#%?]‘fr[ ['#8] ﬁ?ﬁ;&] ]'\;3'{7?#?8] 1[[#01] Bock |1
66.249.69.177 [Israel 147.237.76. 147 [chi nuch. aka. i df .i| [Uhauthorized UR.L Access to waw chi nuch. aka.idf.il/404. htm Bl ock 1
106. 184. 3. 122 |Japan 147.237.77.19 |lawforumidf.il Abnornal |y Long Request met hod Bl ock
79.181.188.109 |Israel 147.237.77. 234 |hal ag. i df .i | o r2|3$m7$d2?47:]:;(;:572%?:1/&??1? f’;}i . Bock |1
66.249.81.218 |[Israel 147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on wwuidf.il/error. htm Bl ock 1
46.120.79.144 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
106. 184.3.122 |Japan 147.237.77.19 |lawforumidf.il Mil formed HITP Header Line 1 B ock 1
2.55. 24. 65 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
217.132.56.44 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
68.234.168.25 |[lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to ww i df.il/1503-en/ B ock 1
192.117.175.29 |israel 147.237.72. 166 [aka. i df . i | Mitiple Ill1egal Byte Qode Character in URL from192. 117. 175. 29 Bl ock 1
NLLL Character in Method
woimaai |wn s lawtorumiai  [LEUSHEANOL GOy O ) e oy,
[ A+AOA AL [#19]] A
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