05-01-2016-17:04:01 to 05-01-2016-18:04:01

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y RepOrt

[Top Targets |

M madi matal .idf.il

M dover.idf.il

M aka.idf.il

M nobi le.idf.il

M i shurimaka.idf.i

Meitan aka.idf.il

[ refuah.idf.il

M aman.idf.il
atal.idf.il

M nakchal .idf.il

Nunber
(6]
At acks

Top Tar get

Il 84. 108. 38. 239
2.53.174. 233

I 37.26. 146. 234
167. 114. 156. 16

N gber W 37. 26. 147. 182
Attacks W 37. 26. 146. 210

[ 122.172.53.99

M 176.13.13.185
46. 19. 86. 36

W 139. 162. 216. 112

Top Attackers



05-01-2016-17:04:01 to 05-01-2016-18:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|

0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4195
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3578
2.55.35.110 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 11
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2

85. 25. 218. 94 Ger nany 147.237.76. 199 e.nakchal .idf.il B ock_Udp Al Nets drop 1

89. 46. 102. 242 Romani a 147.237.76. 148 ggcenter.aka.idf.il|B ock Np Al _Net drop 1

85. 25. 218. 94 Ger nany 147.237. 76. 200 eitan. aka. idf.il Bl ock_UWp Al _Nets drop 1

89. 46. 102. 242 Ronani a 147.237.76. 199 e. nakchal .idf.il B ock Np Al Net dr op 1

85. 25. 218. 94 Ger nany 147.237.76. 201 e atal.idf.il B ock Wdp Al Nets drop 1

89. 46. 102. 242 Rormani a 147.237.76. 202 e halag.idf.il B ock Np All _Net dr op 1

85. 25. 218. 94 Ger nany 147.237.76. 198 e.yohal an.idf.il B ock_Udp Al Nets drop 1

85. 25. 218. 94 Ger nany 147.237. 76. 202 e halag.idf.il Bl ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
66. 96. 195. 155 147. 237. 8. 50 S ngapore e tikshuv.idf.il ET SCAN Potential SSH Scan 2
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
2.53.33.91 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
104. 219. 238. 10 147.237.77. 179 Lhited Sates e mazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
79. 180. 233. 208 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
77.127.59. 23 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
213.151. 36. 30 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
66. 96. 195. 155 147.237.8. 14 S ngapore e.orchot.idf.il ET SCAN Potential SSH Scan 1
180. 54. 105. 232 147.237.0. 17 Japan mny-kosher -kravi .i df.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 220 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
176. 228. 163. 103 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
31. 210. 187. 237 147.237. 72. 166 I srael aka idf.il portscan: TCP DO stributed Portscan 1
132. 70. 224. 104 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53.188.23 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 65. 221. 135 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
79.182. 107. 124 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.177. 155. 18 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
66. 240. 213. 93 147. 237. 77. 205 Lhited Sates prisha idf.il ET SCAN NVAP -sS wi ndow 1024 1
66. 96. 195. 155 147.237.8. 24 S ngapore elifestyleidf.il ET SCAN Potential SSH Scan 1
66. 96. 195. 155 147.237.0. 33 S ngapor e idf.il ET SCAN Potential SSH Scan 1
176. 228. 187. 104 147.237. 72. 166 I srael aka idf.il portscan: TCP DO stributed Portscan 1
37.142. 219. 189 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
176.13. 5. 83 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
13. 82. 55. 149 147.237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
109. 253. 197. 127 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature

122.172.53. 99 India 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 66

5. 55. 68. 134 G eece 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 42

139. 162. 216. 112|thited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 42

reamn ine: TCP Invali i i ssi

109. 253. 213. 104|i srael 147 237. 77, 243 |mbi e i o1 [ €M NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

80. 246. 140. 231 |Israel 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dropped.

reamn ine: TCP Invali i i ssi

66.249. 78. 146 |United Sates |147.237.72. 166 |akaiar. it || AMNg Engine: TGP aid Inval i d segnent retransmssi on. drop 27
Ret r ansni ssi on Packet dropped.

208.115.113.89 |Lhited States |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 26

108.23.86.223 |[hited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 24

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
Sreamng Engine: TCP Invalid i i ssi

109. 253. 220. 252|i srael 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.

52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18

5.29.243.254  |israel 147.237.76.42 |refuah.icf.il [Bad TCP sequence Ssz;';e”ansm with different wndow) ovor 18
Sreaning Engine: TCP Invalid i i SSi

213.57.253.213 | srael 147.237.76.31 |nakchal .idf. il g =g nvalid segnent retransmssi on. drop 16
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

82.81.66.200 | srael 147. 237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 15
Ret r ansmi ssi on Packet dr opped.

37.239.134.198 |lraq 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
Sreaning Engine: TGP Invalid ' i ssi

46.19.85.212  |israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =9 Inval i d segrent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i sSi

149.78.47.233 |Wited Sates |147.237.76.200 |eitan. aka.idf.i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

197. 45, 132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12

148. 177. 129. 213 |Eur ope 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12

5. 28. 166. 58 I srael 147.237.72. 166 |akaidf.il  [Bad TCP sequence SAK retransmt with different | onivor  f12

W ndow scal e

Sreaning Engine: TGP Invalid i i ssi

2.53.189.245  |israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
Sreaning Engine: TGP Invalid ' i ssi

176.13.13.131 [l srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.

68.180.231.43 |lLhited States |147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 11

176.13. 2. 165 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invali d ACK nunber noni t or 11

54.185.210.17 |hited States |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 11

157. 55. 39. 53 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 11

50.87.144.145 |Wited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 11

207. 46. 13. 22 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 10

79.176.65.81 I srael 147.237.72. 166 |akaidf.il  [Bad TCP sequence SINAK retransmt wth different oo o

W ndow scal e

176. 13. 2. 165 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence Invalid AGK nunber aert 9
Sreamng Engine: TCP Invalid i i ssi

46.19. 85. 42 I srael 147. 237, 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi

5.22.129.140  |Israel 147.237.72. 166 |aka.i df . i 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.

79. 176. 65. 81 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 9
Sreaning Engine: TCP Invalid i i Ssi

109. 67.96.229 | srael 147.237.77. 243 |robi L e. i of . i1 g =g nvalid segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.

45. 35. 64. 142 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SN drop

192. 0. 99. 250 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i SSi

212.179. 155. 129 |1 srael 147. 237. 76. 200 |ei tan. aka. i df . | g =g nvalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dropped.

37.26.146.169 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8

70.88.151.209 |Lhited States |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 7

157.55.39.106 |Uhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 7

46. 19. 85. 105 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6

94.77.196. 82 Saudi Arabia  |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 6

66.249. 93. 119 |Europe 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i Ssi

46.19.86.207  |Israel 147.237.77. 243 |robi L e. i of . i1 g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.

5. 28. 166. 58 | srael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 6
Sreanming Engine: TGP Invalid i i sSi

80. 246. 139. 175 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi

109. 160. 170. 1531 sr ael 147. 237.72. 166 |aka i of . i 9 =9 nval i d segrent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

181.124.98.7 Par aguay 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
84.108.38.239 |lsrael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode B ock 266
2.53.174. 233 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code Bock |187
37.26.146.234 |[Israel 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code Bl ock 139
37.26.147.182 |Israel 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response ode B ock 84
37.26.146.210 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code Bock |71
176.13.13. 185 |Israel 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code Bl ock 60
46. 19. 86. 36 | srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response ode B ock 50
37.26.146.162 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code Bock |12
2.55.47.42 I srael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code Bl ock 11
109. 253. 213. 104|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 10
46. 19. 86. 212 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock
131. 253. 25. 167 |Uhited Sates [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock
80. 246. 140. 231 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 5
. . . Paraneter Type Mol ati on Qurrent Password in
213.151. 32. 163 |[lIsrael 147.237.77.243|nobi | e. i df . i | nobi | e. i df i | / sachar/ changepassvor d Bock |5
2.53.135. 70 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode Bock |4
109. 64. 126.53 |l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code Bock |4
176.13. 2. 43 I srael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code Bl ock 3
109. 253. 220. 2521 sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode Bock |3
46.19. 85. 23 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
www, chamat z. aka. |uhaut hori zed URL Access to
82.81.72.75 | srael 147.237.77. 226 idf.il ww chanat z. aka. i df . il /tenpl at es/ fag/ nobi | e Bl ock 3
213.151.32.163 | srael 147. 237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation NewPassword in Bock |3
nobi | e. i df . i | /sachar/changepassword
109. 253. 227. 112]I srael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code Bl ock 3
109. 253. 135. 13 |l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode Bock |3
84.94.39. 77 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/nain/ Bock |2
213.151.32.163 |[Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 2
66.249.93.184 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Qode Character in URL Bl ock 2
www. chamat z. aka. . .
82.81.72.75 | srael 147.237.77. 226 df il Ml ti pl e Whaut hori zed URL Access from82.81.72. 75 B ock 2
192.117.175. 29 |israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock
46. 19. 86. 220 | srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response (ode B ock
46. 19. 85. 42 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode Bl ock
(ooki e Tanpering on cooki e Logi n: Expect ed
KK AR R A AR A AR A AR A A AR A AR A A A A A A A A AR A AR A I AR A AR A IR A I A A kA Ak Ak hkhkhkkhkkkhkhkkkkx
kkkkkkkhkkkhkkhkkhkhhkhkhhkkhhkhhhkhhhhkhhhkhhhkhhhhhhhhhhkhhhhhhhhhhhhhkhdhhhhhkhhkhixkx
37. 26. 147. 182 | srael 147.237.0.19 nadimatal .idf.il FhxxEKAFF I XXX AR RRR - (hser ved None 2
kkkkkkkhkkkhkkhkkhkhkhkhhkkhhkhhhkhhhhkhhhkhhhkhhhhhhhhhhkhhhhhhhhhhhdhhhhhhhhkhhhkhixkx
KK AR R A AR A AR A A AR A A A A AR A AR A A A A A AR A A A A I AR A AR A h A A h A Ak kA khkhkhkhkhkkhkhkkhkkkkkkx
kkkkkkkkkkkkk
. . O stributed Unaut hori zed URL Access on
5.29.243.254  [Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
217. 69, 133. 247 RJS|S;$ o |147.237.72. 166 |aka. i df i Ostributed I11egal Byte Gode Character in LR Bock |1
. . Doubl e URL Encoding - paraneter: search in
79.178.228.52 |l srael 147.237.72. 166 |aka. i df . i | vow aka. i df i |/ nai 1V gi yus/ pri ot hand! er 1. asmx/ sear ch Bock |1
46. 19. 86. 207 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode Bock |1
108.225.175.71 |Uited Sates [147.237.77.216|dover.idf.il Unaut hori zed LRL Access to v i df.il/tenpl at es/ honepage/ nobi | e Bl ock 1
] . . . Unhaut hori zed URL Access to
157.55.39. 133 [nited Sates |147.237.76.200(ei tan. aka. i df . i | vow ei tan. aka, i df .i |/ 1105- en/ cont act us. aspx Bock |1
. - Distributed Uhaut hori zed URL Access on
46.19.85.202  |[Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
180. 76. 15. 145  |Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9064- he/ r ef uah. aspx |B ock 1
- - Distributed Lhaut hori zed URL Access on
79.179.165. 118 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
. . O stributed Unaut hori zed URL Access on
132.72.132.139 |[Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
- - Distributed Lhaut hori zed URL Access on
37.26.149.245 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
68.180.231.43 |lhited Sates [147.237.77.216|dover.idf.il Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
84.108. 187. 215 |Israel 147.237.72. 166 |aka. i df . i | Lhknown Paraneter catld in ww aka.idf.il/nain/giyus/ general . aspx None 1
79.179.211.9 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df . i|/mai n/ gi yus/ general . aspx |B ock 1
141.212.122. 113|Whited Sates [147.237.0.19 |madimatal.idf.il [Wauthorized UR Access to /x Bock |1
. . Unaut hori zed URL Access to
109. 66. 39. 223 |Israel 147.237.77. 170 |maar achot . i df . i | naar achot i of i1/ p. st oragel fi | es/ 4/ 112814, x| s Bock |1
77.237.138. 202 gg;ﬂc 147.237.77. 234 |hal ag. i df . i | Uhaut hori zed LRL Access to / Bock |1
176.13.13.131 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |1legal Byte Gode Character in LRL Bl ock 1
46.19. 86. 36 I srael 147.237.0.19 |nadimatal.idf.il |Suspicious Response Code Bl ock 1
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