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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3096
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2604
2.53.15.125 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 14
185. 120. 125. 132 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 13
185. 32.179. 141 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 6
5.22.129. 132 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset dr op 4
2.55.18. 60 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
193. 47. 165. 251 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
46.117. 20. 12 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
2.53. 165. 158 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
2.55.177. 249 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
2.55.191. 190 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
2.53.2.249 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
183. 60. 48. 25 Chi na 147.237.0. 15 kosher-kravi.idf.il |Frk _Under Attack Con_Tcp dr op 1
80. 246. 139. 53 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
2.53.152.234 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
141.212.122. 206 Lhited Sates 147.237. 76. 38 eeneitav.idf.il ock Wp Al _Nets drop 1
71.6.135.131 Lhited Sates 147.237. 76. 38 e.eneitav.idf.il Bl ock_Udp All _Nets dr op 1
2.55.176.158 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
31.210.186.9 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
79.176. 70. 222 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
2.53. 55. 66 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
123.151. 42. 61 Chi na 147.237.76. 199 e. nakchal .idf.il JLM Under _Attack _Con_Udp dr op 1
31.210.186.9 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
2.53.170. 148 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
2.53. 1. 66 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
80. 246. 137. 141 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
2.53.132.238 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
132. 73. 200. 179 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 1
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|Top Attackers In IPS|

At t acker

Attacker Address rget Address |Site Sgnature
Country
198.143.180. 166(Lhited Sates  |147.237.0.19 |nadimatal .idf.i \137:;:313”';3 G\U Bash HTTP Feader Renote Code Bxecution B ock 1

223.73.252.238 |China 147.237.77.216 |dover. i df . il 0872: HITP. Apache . htaccess Access B ock 1
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|Top Attackers In ID|

A tacker

‘Target Addr ess count ry ‘Ste ‘Slgnature
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.i|Tehila - Perl LWP with fake user agent 2
62.98.35. 13 147.237.77.216|Itay dover.idf.i|Xenu Link Seuth User Agent 2

SERVER APACHE Apache nod_ssl non- SSL connection to SSL port denial of

106. 38. 241. 106 |147.237.76.86 |China navy. i df.il .
service attenpt
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Acti on ‘Count
172.56. 27. 51 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 57
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 51
176.13.7.194  |israel 147. 237, 72. 167 | shurimaka i of . [ S NG Engine: TCP | nval i d invalid segnent retransnissi on. drop 48
Ret r ansni ssi on Packet dr opped.
62.219.137.44  |israel 147, 237, 72. 167 i shurimaka i i || @M NG Bngine: TCP Invalid |invalid segnent retransmssion. |, 39
Ret r ansni ssi on Packet dr opped.
46. 208. 31. 157 |United Ki ngdom 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 34
176.31.117.76 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 33
87.90. 15. 132 France 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 31
109. 65. 172. 146 I srael 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid invalid segnent retransnission drop 24
Ret r ansni ssi on Packet dr opped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
157.55.39. 106 |lWhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
37.26.146.194 | srael 147, 237. 72,167 i shurimaka i i || @M NG Engine: TCP Invalid |invalid segnent retransmssion. |, 21
Ret ransni ssi on Packet dr opped.
66.249.78.146 |Wnited Sates 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid invalid segnent retransnission drop 21
Ret r ansni ssi on Packet dr opped.
66.249.81.215 |Russi an Federation 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
74.108.128.129 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
93.172.144.92 |lsrael 147.237.72. 166 |aka. i df.i | drop First packet isn't SYN drop 18
185. 46.212. 70  |Net herl ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
83. 244. 54. 142 glcisgiig;a” Territory.\1 47, 237.77. 216 dover. i df . i drop First packet isn't SN drop 14
66. 249. 81. 212 Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
185.32.179. 225 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence wﬁrﬁﬁgﬁégth moni tor |13
80. 246. 136. 12 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 13
213.8.204.15 [ srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdz)jrsa:;nr wehdfferent — Jopnitor |13
147. 236. 34. 201 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 12
50. 116. 28.209 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
37.239.134.51 |lrag 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
185. 32.179. 225 |l srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
2.53.2.249 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
50.112. 219. 207 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
54.188.213.250 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
185. 32.179. 225 |Israel 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 11
197. 231. 221. 211|Liberia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
46. 244. 89, 162 glcisgii:;a” Territony.,\1 47, 237.77. 216 dover. i df . i drop Frst packet isn't SWN drop 11
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
195. 60. 232. 57 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
199. 207. 253. 101 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
31.168.13.78 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 10
45, 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
31.168.13.78 I srael 147.237. 77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.19. 85. 73 I'srael 147237, 77, 243 |mbit e i i1 | S NG Bngine: TCP Invalid |invalid segnent retransmssion. |, 9
Ret ransni ssi on Packet dr opped.
176.13.18.149  [Israel 147.237.77. 233 |atal i cf i Bad TCP sequence mdgitvrsi”;'ﬂt wthdifferent — Joonitor s
81.218.38.70 | srael 147.237.72. 167 |ishurimaka. i df .i[SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
213.8.204.16  |Israel 147, 237, 76. 200 |eitan aka i of i1 || @M NG Engine: TCP Invalid invalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
176.13.5.241  [Israel 147.237.0.19 |madimatal.idf.il[Bad TCP sequence I'nval i d ACK nunber noni t or
85. 130. 253. 2 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
109. 253. 222. 26 |l srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 152
176.13. 5. 99 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 98
2.55.139. 172 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 68
37.26.147.182 |Israel 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 40
109. 253. 150. 2081 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 35
109. 64. 126.53 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 30
2.53.25.21 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 26
37.26.146.234 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 17
176.13. 5. 241 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 12
217.132.63.190 |Israel 147. 237.77. 243 |nobi | e. i df . i | gblaln:t o T?/F/esrcﬁlara; icf];ngi‘gﬁiov‘%d n Bl ock 8
2.53. 150. 109 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
37.26.146.210 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
66.249.81.212 |[Israel 147.237.77. 216 |dover.i df . i| Ostributed Lhauthorized UR. Access on waw idf.il/error. htm Bl ock 4
2.53.0.208 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253.212. 20 |Israel 147.237.72. 166 |aka. i df . i | J?Wa;‘:;elr w???/ﬂﬁ/!a?hzi/?’;giigr ot onwi 22 reqi st e aspx None 3
66. 249. 69. 26 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 69. 26 B ock 3
46.19. 86. 54 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53.11.23 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53.159. 215 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.179.211.9  [israel 147.237. 72. 166 |aka. i df . i | Dstributed thad :loéii ;53 g'\:;err“;d_;;’;xmo"‘” R on Bl ock 3
176.13. 8. 137 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 200. 252|1 srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
66.249.81.218 |[Israel 147.237.77. 216 |dover.idf .il Distributed Whaut hori zed URL Access on waw idf.il/error. htm B ock 2
46.19. 85. 75 | srael 147.237.77.234|hal ag. i df . i | Mil tiple Unaut hori zed URL Access from 46. 19.85. 75 B ock 2
185.3.146. 227  [Israel 147.237.77. 216 |dover . i df . i | D stri bued Lrauthord ;ngéﬁ‘aﬁgiess on Bock |2
133. 130. 102. 240(Japan 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka. i df.il/404. ht m B ock 2
66.249. 81. 215 |Israel 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock
51.254.200.12 |France 147.237.72. 166 [aka. i df . i | PHP At tenpt B ock

Unknown Par arret er
82.81.208.162 |[Israel 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$cphSachar $enpl oynent St at usDay i n None 1

v aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
46.19. 85. 73 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
213. 8. 204. 36 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df.i|/mai n/ gi yus/ general . aspx  |Bl ock 1
176.13.18.149  |Israel 147.237.77. 233 atal . i df . | oy 237 19, 239 1194 et at ol - et Bock |1
79.178. 235. 164 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter gws_rd in wawv aka.idf.il/main/hore/ def aul t. aspx None
138. 134.102. 15 |l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL from138. 134. 102. 15 B ock
106.38. 241. 106 |Chi na 147.237.76.86 |navy.idf.il %&mﬂfﬁfﬁfg - Protocol violation None 1
195. 154. 15. 227 [France 147.237.77. 216 |dover . i df .i | LR e Ahove Foor Drectory /] cquery | query-1.4.2. i Bl ock 1
79. 182. 36. 89 I srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: (pen Mbde None 1
176.13.5.118 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
51.254.200.12 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/index. php B ock 1
82.166. 148. 154 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
213.8.204.77  [israel 147.237.77.233atal .i df .il O ted o horized W fggis on Bl ock 1
141.212.122. 113|hited Sates [147.237.77.235|svi va.i df.i | Unaut hori zed URL Access to /x B ock 1
66.249.78.234 | srael 147. 237.72. 166 |aka. i df . i | ﬁ?u;ggr ;;.efeéii sfscf;sa;; i esf 0171580, o Bl ock 1
46.19. 86. 79 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
207.46.13.22  |United Sates |147.237. 77. 216 |dover. i df .i | ;ﬁt{t hori zed URL Access to www idf.i1/1133-14322- hef dover. aspx™.® g oy 1
79.182. 120. 104 |israel 147.237.72. 166 |aka. i df . i | m”;’k“; I'z]"’f‘r":‘?‘;tn;r Ncégfﬁic/tgaggffﬁ';ﬁ;fcphsaChar$°t' 55in None 1
68. 180. 230. 184 |Wnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
109. 253. 225. 2141 sr ael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
51.255.65. 68 France 147.237.77. 176 nat paSh' idf.il V\u;\:\zu(t::g(]);tl .Zied(?c .Lijlq;tpecn;?:ets?shar ed/ user cont r ol s/ pronot i oncube/ Bt ock !
84.95.198.189 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessi ons: Qpen Mde None 1
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