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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 14097
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4546
217.132. 34. 164 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 203
212.143.211. 200 | srael 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 105
2.53. 63. 253 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 6
2.55.136. 107 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
79.181. 98. 48 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
109. 64. 5. 154 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4
109. 253. 195. 179 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
2.55.164. 16 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB5- Tool - Swi t chbl adG dest - r eset 4
109. 253. 214. 208 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
84.95.21. 211 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
192.168. 0. 8 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 2
185. 32. 179. 62 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
185.120. 125. 123 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
46.117.12. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
2.53.141. 32 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
109. 253. 214. 208 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
71.6.167. 142 Lhited Sates 147.237.76. 198 e.yohal an.idf.il ock Wp Al Nets drop 1
119. 40. 100. 114 Mongol i a 147.237. 0. 200 . i df i | JLMPurple Gn Lint Htp drop 1
185.94.111. 1 Russi an Federation 147. 237. 76. 86 navy.idf.il Bl ock_Udp All _Nets drop 1
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82. 166. 197. 93 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
79.177.251. 117 147.237. 72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
213.57. 206. 46 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
46.116. 105. 166 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
208. 100. 26. 228 147. 237. 76. 30 Wited Sates hi nush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
2.55.152.0 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
176. 13. 15. 54 147. 237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
163.172.8.19 147.237.8.24 Uhi ted Ki ngdom elifestyleiidf.il |[ET SCAN NVAP -sS w ndow 1024 1
109. 64. 201. 224 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
104. 197. 72. 206 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 138. 163. 29 147.237. 72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
79. 183. 169. 105 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
77.125. 97. 160 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.8.21.17 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 96 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
176. 13. 10. 151 147.237. 72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
149. 50. 74. 179 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
104. 214. 34. 99 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
95. 86. 120. 215 147.237. 72. 166 I srael aka idf.il portscan: TCQP D stributed Portscan 1
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

66.249.78.146 |Lhited Sates |147.237.72. 166 |aka.idf.il S dro 45
Ret ransni ssi on Packet dr opped. P
5.22.130. 143 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 43
178.25.1. 130 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
77.235.135.88 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
94.77.196. 82 Saudi Arabia |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 17
reaming Engine: TCP Invali i i ssi
2. 53, 29. 149 I'srael 147.237.77. 243 |moti 1 e ior iy | &M NG Engine: TP Invalid  invalid segnent retransnission drop 15
Ret r ansm ssi on Packet dr opped.
85. 250. 236.65 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 14
46. 19. 85. 109 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
r eam n ine: TCP Invali i i ssi
176.13.15.231 |Israel 147.237.77. 243 |t e i i1 |2 €A g Engine P Invalid  ivalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.
85. 250. 236. 65 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 12
37.26. 146. 207 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
139. 162. 216. 112|hited Sates |147.237. 77. 216 |dover.idf il drop First packet isn't SWN drop 12
46. 19. 85. 109 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 12
123.103.8.100 |China 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 10
R SYNretransmit wth different .
80.178.83.218 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 10
85. 250. 236. 65 I srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINHAK retransmt with different opyvor |10
w ndow scal e
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
reaming Engi ne: TCP Invali i i ssi
176.13.8.211  [Israel 147.237.77. 243 |moti 1 e i or. iy || &M NG Engine: TP Invalid  invalid segnent retransnission drop 9
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.41  |israel 147. 237, 77. 243 |nobi L e. i f . 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
reaming Engi ne: TCP Invali i i ssi
176.13. 1. 19 I'srael 147.237.77. 243 |moti 1 e i or. iy || &M NG Engine: TP Invalid  invalid segnent retransnission drop 9
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 132. 60 |Israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
85. 250. 236. 65 || srael 147.237.76.86 |navy.idf.il Bad TCP sequence SINWAK retransmt with different | oo o
W ndow scal e
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
94.230. 86. 147  [lIsrael 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 7
213.8.204.58 | srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence SWretransmt with different monitor |7
w ndow scal e
46. 19. 86. 179 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
123.103.8.112 |China 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreanming Engine: TCP Invalid i i ssi
2.53.179.140  |israel 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 34 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TQP Invalid i i SSi
46.19.86.250  |israel 147.237.77. 243 |nobi 1 e. i df . i1 9 =g Inval i d segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 255 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 6
157.55.39.106 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 109 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 34 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 6
5.102.242.200 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 9 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval id AGK nunber aert 6
46. 19. 85. 109 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaning BEngine: TQP Invalid i i SSi
84.95.206.230 |israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
176.13.10.211 |Israel 147.237.72. 167 |i shuri maka. i df . i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
46.19.85.9 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
5.22.134.199  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 34 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert
109. 253. 204. 140! srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreaning Engine: TCP Invalid i i ssi
185. 120. 125. 34 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46.19. 85. 34 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or
46. 19. 85. 255 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval id ACK nunber alert 6
Sreaning BEngine: TQP Invalid i i SSi
46.19. 85. 81 I'sr ael 147. 237.76. 200 |ei tan. aka. i of .| g =g nvalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dr opped.
109. 253. 204. 140! srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber aert 5
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46. 19. 85. 70 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 249
46. 19. 85. 62 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 232
176.13.22.180 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 81
46. 19. 85. 50 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 55
46. 19. 86. 65 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 48
2.53.55.8 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 41
46. 19. 85. 215 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 27
80. 246. 136. 229 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 25
46.210.186.33 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 20
46. 19. 85. 138 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 19
46.19.85.71 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 14
2.53.25.54 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 10
80. 246. 136. 111 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Waut hori zed URL Access from 80.246. 136. 111 B ock 9
176.13. 2. 43 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 8
176. 43. 145. 117 |Turkey 147.237.72. 166 [aka. i df . i | Ml ti pl e Unhaut hori zed URL Access from 176. 43. 145. 117 Bl ock 6
138.134.102. 15 |l srael 147.237.76.31 |nakchal .idf.il |Distributed Unauthorized HTTP Met hod B ock 6
176. 43. 145. 117 |Turkey 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 5
31.154. 41. 17 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for v aka. i df.il/mai n/ sachar/fag. aspx Bl ock 5
2.55.48. 20 | srael 147.237.77.243|nobi | e. i df . i | Paranet er Type Mol ation Password in nobile.idf.il/sachar/login B ock 5
46.19.86.113  |Israel 147.237.77. 243 |nobi | e. i df . i | Eaf:ri;“;edpzﬁtder Type Mol ation on mobile.idf.il/sachar/login Bl ock 5
2.55.141. 72 I srael 147. 237.77. 243 |nobi | e. i df . i | z’)iﬁ':t ?Lf?’ffs\;cﬂ;?c%gnﬁﬁsﬁsfrd in Bl ock 4
31.154.19.5 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 31.154.19.5 B ock 4
109. 253. 132. 92 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
46. 19. 86. 183 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66.249.81.218 |[Israel 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 3
185. 32. 179. 216 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
185. 32. 179. 238 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 86. 111 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 3
80.246.137.62 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
66.249.81.212 |Israel 147.237.77. 216 |dover. i df . i | Distributed Lhaut horized UR. Access on waw idf.il/error.htm B ock 3
46.19. 85. 211 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 3
37.26.146.137 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
5.248.253.133 |kraine 147.237.77.216|dover. i df .i | D stributed Uaut horized LRL Access on ww i df .il/1556-en/ B ock 3
2.53.29. 149 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Code B ock 3
194. 9. 252. 237 LK!iﬂr:gegom 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gode Character in URL Bl ock 2
176.13. 3. 104 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
138. 134. 102. 15 |l srael 147.237.76.31 |nakchal .idf.il |Miltiple Unauthorized URL Access from 138.134.102. 15 Bl ock 2
46. 19. 86. 41 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode B ock 2
37.142.72.86 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
157.55.39. 106 |Uhited Sates |147.237.77.216|dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm Bl ock 2
109. 253. 137. 243|| sr ael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode B ock 2
176.13. 8. 211 | srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 2
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 Bl ock 2
176.13.1. 19 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response CGode B ock 2
95. 86. 79. 87 I srael 147.237.77. 216 |dover. i df . i | 3,;: i”d? " f‘,jt ?ﬁ?;?g;'/iiie%fnﬁﬁ o Bl ock 2
176.13.15.231 |Israel 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code Bl ock 2
109. 226. 44. 156 |l srael 147.237.77. 216 |dover. i df . i | Distributed Lhaut horized UR. Access on waw idf.il/error.htm B ock 2
192. 115. 97. 253 |l srael 147.237.77. 170 |n@ar achot . i df . i | |Unhaut hori zed LRL Access to maarachot.idf.il/pdf/files/5/ 109705, pdf B ock 2
109. 253. 132. 60 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 2
178.137.83. 178 |lkrai ne 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to waw i df.il/1556-en/ B ock 2
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