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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 5933
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 4917
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |DO5-Tool - Swi t chbl adG dest - r eset 5

81.218. 65. 210 I srael 147.237.72. 166 aka.idf.il [Block Wp Al Nets drop 3

109. 253. 159. 243 | srael 147.237.77. 74 lawidf.il HTTP- M sc- BadBl ue-Di r - Trave- 2 dest - r eset 2

61.182. 170. 38 Chi na 147.237.76. 177 ncore.idf.il |[JLMPurple Gon Lint_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
119.10. 114.32  |147.237. 76. 148 |Chi na gqcenter. aka.idf.i|[ET SCAN NVAP -sS w ndow 3072 1
58.218.204. 211 |147.237.76.31 |China nakchal . i df . i1 ET SCAN Potential SSH Scan 1
95. 86. 80. 105 147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
46. 19. 86. 217 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
91.143.234. 219 |147.237.72. 167 |I srael ishurimaka.idf.il |portscan: TCP O stributed Portscan 1
37.26.148.178  |147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
84.109. 203. 195 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
82.80.173.170 |[147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
212.150. 174. 186147. 237. 77. 216 || srael dover.idf.il portscan: TCP DO stributed Portscan 1
80.178.83.218 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
79.181. 126. 161 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
185.37.148.18 |147.237.72. 167 |Israel ishurimaka.idf.il |ET SCAN NVAP -sA (2) 1
67. 82. 56. 202 147.237.77.216|hited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
132.73.197. 131 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
61.182.170.38 |147.237.76. 176 |Chi na test.ncore.idf.il [ET SCAN Potential SSH Scan 1
109. 253. 139. 54 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 223 147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
94.159. 168. 154 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 92 147.237.77. 216 |I srael dover . idf.il portscan: TCQP O stributed Portscan 1
85.250. 236. 65 [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
31.168. 164. 115 |147.237.72. 166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
82.80.193.240 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
212.199. 182. 150(147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
81.218.135.68 |147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
206. 169. 66. 35 |147.237.77.216|Wited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
79.181.213.41 |[147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
192.115. 67. 2 147. 237. 72. 166 | srael aka.idf.il SER\E APAO—E.Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
79.180. 214. 219 |147.237. 72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
149. 88. 114. 194 [147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
61.182.170.38 |147.237.76.198|Chi na e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
195. 212. 29. 164 |Eur ope 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 196
217. 164. 255. 89 ;:i:rtaetdesﬁab 147.237.77. 216 |dover. i df il drop First packet isn't SW drop 63
216.185.39. 151 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 38
. . SWNretransnmit wth different .
84.109. 203. 195 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 29
162. 243.118. 199|lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 23
113. 110. 234. 205|Chi na 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
198.58.103.91 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
Sreaning Engine: TQP Invalid i i ssi
79.182. 113. 197 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segment retransmission. drop 12
Ret r ansm ssi on Packet dropped.
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
Sreaming Engine: TCP Invalid i i ssi
46.19.86.246  |Israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
176.13.0.9 I srael 147. 237. 72. 166 |aka i df . i | Streamng Engi ne: TCP alid |invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
85. 130. 244. 140 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dr opped.
139. 162. 216. 112|nited Sates  |147. 237. 77. 216 [dover. i df .i dr op First packet isn't SWN drop 12
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
207.46.13.178 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
54.189. 199. 157 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 10
54.72.0.55 Ireland 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 10
192. 115. 177. 203|I srael 147.237.72. 167 [i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
68.180. 231.43 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 10
Sreaning Engine: TCP Invalid i i ssi
46.19.86.211  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.148.194 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransnission. drop 9
Ret r ansmi ssi on Packet dr opped.
157.55.39.106 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 9
Sreamng Engine: TGP Invalid i i ssi
176.13.17.151 |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |y, 9
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
109. 253. 141. 185|i srael 147.237.77. 243 |nobi l . i df . i g =g Invalid segnent retransmssion. g, 9
Ret ransm ssi on Packet dropped.
208.115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
79.178.240. 115 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
123.103.8.113 |China 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
Sreaning Engine: TGP Invalid i i ssi
195. 60. 232. 66 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmission. drop 6
Ret r ansm ssi on Packet dropped.
46.19. 85.55 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid ACK nunber alert 6
Sreanming Engine: TQP Invalid i i ssi
62.90.162.75  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
82.80.159.98  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
37.26.148.164 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence noni t or
62.219.173.138 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
2.53.0.233 I'srael 147. 237.77. 243 |nubi l e. i of . i | 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 55 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
66.249.78.199 |Wnited Sates |147.237.72. 166 |aka.idf. il 9 59 Invalid segment retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
62.0.227.73 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 6
79.178.240. 115 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SIAK retransmt with different | o
w ndow scal e
157.55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
37.26.148.202 | srael 147.237. 77. 216 |dover . i df . i Bad TCP sequence SINHAK retransmt with different 1o, ipor s
w ndow scal e
77.235.135.88 |Lebanon 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
79.178. 240. 115 |l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
198.58.103.92 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
37.26. 148. 141 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address [Site Sgnature Action ‘Count
109. 253. 211. 33 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 269
2.55.20. 125 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 217
46.19. 86. 65 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 68
46. 19. 85. 215 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 49
2.53.38.197 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 24
37.26.146.176 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 15
2.53.8.211 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 12
93.173.31.136 |[Israel 147.237.77. 216 |dover.idf . il Distributed Waut hori zed URL Access on wwuidf.il/error. ht m|B ock 5
80.246.136.93 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 4
2.53. 144. 182 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
109. 253. 141. 185|l sr ael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 3
2.53.25.54 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
46. 19. 86. 246 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 3
46. 19. 85. 55 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
217.132.46.53 |[Israel 147.237.77. 216 |dover.idf.il D stributed Unaut hori zed LRL Access on waw i df.il/error. htm|B ock 3
69.89.31.228  |lnited Sates 147.237.72. 166 |aka. i df . i | Distributed Uhaut hori zed Method for Known LR on B ock 3
wwy aka. i df . i |/ mai n/ hone/ def aul t . aspx
2.55.46.76 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
89.138.168.19 |[Israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to ww i df.il/894-he B ock 3
46. 19. 85. 208 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.53.133. 121 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 222 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
212. 143. 240. 205|l srael 147.237.77.234|hal ag. i df . i | Mil tipl e Unaut hori zed URL Access from 212. 143. 240. 205 B ock 2
31.154.19.5 I srael 147.237.77. 216 |dover.idf .l Ml tipl e Unaut horized URL Access from 31.154.19.5 B ock 2
54.151.42.39  |United Sates 147. 237.72. 166 |aka. i df . i | thaut hori zed Met hod HEAD for Bock |2
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
109. 253. 202. 95 |l srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock
66.249.81.215 |[Israel 147.237.77. 216 |dover.idf.il D stributed Unaut hori zed LRL Access on waw i df.il/error. htm|B ock
87.71.1.106 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None
. - . Unhaut hori zed URL Access to
31.168.13.78 I srael 147.237.77.243|nobi l e.i df . i | nobi | e, i . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 2
66.249. 75.204 I srael 147.237.77. 176 |nat pash. i df . i | tnaut hor i zed UR. Access to Bl ock 1
W cogat . i df . i | /engl i sh/ pages/ def aul t. aspx
5.102. 111. 215 (F;ajcis;i';'ja” Territoryt 47, 237. 77. 216 |dover . i df . i | Unaut hor i zed URL Access to waw i df.il/ar/adm Bl ock 1
_ m ny- kosher - kr avi . i _
141.212.122. 113|lhited Sates 147.237.0. 17 df il Unaut hori zed URL Access to /x B ock 1
46.117.80.118 [ srael 147.237.72. 166 |aka. i df . i | Wnhknown Par arret er ct| 00Sct | 00$cphii nScphSachar$ctl 13 in .o 1
wan aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
89.138.178. 104 |israel 147. 237.72. 166 |aka. i df . i | Wnknown Parareter __VI EASTATEENCRYFTED i n None 1
wan aka. i df . i | / mai n/ sachar/ nas. aspx
. . DO stributed Lhaut hori zed URL Access on
213.8.204.58  |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
180. 153. 206. 25 |Chi na 147.237.77.216|dover. i df . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm|B ock 1
66.249.78.240 |[Israel 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut hori zed URL Access from 66. 249. 78. 240 B ock 1
. . . Unknown Paranet er PageNumin
66.249.64.176 |Israel 147.237.76.200|ei tan. aka. i df .i | eitan. aka i df .i 1 /938-en ei tan. aspx None 1
85. 64. 66. 79 | srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut hori zed URL Access from 85. 64. 66. 79 B ock 1
. - Unknown Paraneter _ VI EASTATEENCRYPTED i n
46.19. 85. 15 I srael 147.237.72. 166 [aka. i df . i | v aka. i df .i |/ nai v sachar/ mai | box. aspx None 1
] . . . Paraneter Type Mol ati on PageNumin
68. 180. 230. 187 |Lhited Sates 147.237.0.34 |tikshuv.idf.il v ti kshuv. i df i 1/901- he/ 1 kshuv. aspx B ock 1
66. 249. 78. 22 I srael 147.237.77.74 |lawidf .il Uhaut hori zed URL Access to v rag. i df . i|/993/ pat zar . aspx |Bl ock 1
. . . Unaut hori zed URL Access to
149. 88. 144.34 |l srael 147.237.0.19 |[madimatal .idf.il nadi matal i df i |/ shar ed aj ax/ updat enakat Gaunt i ty. aspx B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
89.138.178. 104 I srael 147.237.72.166 [aka. i df . i | wwy aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx None !
. . Unaut hori zed URL Access to
81.218.241.26 |l srael 147.237.77. 216 |dover . i df .i | v df i1 /i nages/ 1. hel error . png B ock 1
. . Unhaut hori zed URL Access to
46.19.85.215 I srael 147.237.76.42 [refuah.idf.il v refua. atal .idf.il/tenpl at es/ general / nobil e Bl ock !
. . Unknown Par anet er ct| 00%ct | 00$bt nSearch in
213.254.241.7 |Rance 147.237.72. 166 |aka. i df . i | v aka, i f i |/ mai v sachar/ def aul . aspx None 1
. . Untraceabl e SS. Sessions: Protocol violation
37.26.147.143 |[Israel 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT HELLO) None 1
184.105.139. 70 |lnited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.81.212 |lsrael 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on waw idf.il/error. ht m|B ock 1
2.53. 157. 109 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
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