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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4481
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2078
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 27
62. 90. 234. 58 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
31.168. 240. 21 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
132. 72. 45. 120 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
82.166. 184. 148 | srael 147.237.76. 42 refuah.idf.il B ock_Wp Al _Nets drop 1
39.120. 157. 73 Korea, Republic of 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1
52.20. 183. 8 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Up Al Nets drop 1
141. 212. 122. 206 Lhited Sates 147. 237.76. 198 e.yohal an. i df .i| Bl ock Udp All Nets drop 1
185.94. 111. 1 Russi an Federation 147.237.76. 38 eeneitav.idf.il B ock_ Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
195. 160. 242. 40 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 2
89. 248. 162. 179 147. 237. 76. 148 Net her | ands ggcent er . aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
185. 110. 132. 55 147.237.76. 176 Wkrai ne test.ncore.idf.il ET SCAN Potential SSH Scan 1
5.22.131.101 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
89. 248. 162. 179 147.237. 8. 27 Net her | ands e.madi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185. 110. 132. 55 147.237.72. 166 Wkrai ne aka.idf.il ET SCAN Potential SSH Scan 1
2.53.158. 161 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
82. 80. 196. 44 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
149. 88. 127. 164 147.237. 72. 166 I srael aka idf.il portscan: TCQP D stributed Portscan 1
80. 246. 136. 35 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
109. 253. 209. 40 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
79.182. 17. 179 147.237.77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
109. 67. 10. 56 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
77.127.241. 170 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
217.132.111. 211 147.237. 72. 166 I srael aka idf.il portscan: TP D stributed Portscan 1
109. 65. 115. 103 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
66. 249. 64. 233 147.237.77. 216 Lhited Sates dover . idf.il ET SCAN NVAP -sA (2) 1
89. 248. 162. 179 147.237.77. 234 Net her | ands hal ag.i df .il ET SCAN Potential VNC Scan 5900- 5920 1
37.26.149. 138 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
188. 120. 148. 151 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
89. 248. 162. 179 147.237.77. 170 Net her | ands maar achot . i of . i | ET SCAN Potential VNC Scan 5900- 5920 1
5.102. 220. 40 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
185. 110. 132. 55 147. 237. 76. 200 krai ne eitan aka.idf.il ET SCAN Potential SSH Scan 1
89. 248. 162. 179 147.237.76. 38 Net her | ands e.eneitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185. 110. 132. 55 147.237.76. 42 krai ne refuah.idf.il ET SCAN Potential SSH Scan 1
2.53.188.99 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
87.71.82.85 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.76. 86 Chi na navy. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
2.53.130. 157 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
80. 246. 137. 91 147.237. 72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
109. 253. 225. 239 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
80. 82. 78. 38 147.237.72. 156 Net her | ands aman. i df il ET SCAN NVAP -sS w ndow 1024 1
109. 160. 184. 227 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
79. 180. 49. 230 147.237.72. 166 I srael aka idf.il portscan: TGP D stributed Portscan 1
109. 65. 229. 1 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
66. 249. 66. 184 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NVAP -sA (2) 1
208. 100. 26. 228 147.237. 8. 24 Lhited Sates elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.126. 211. 15 147.237.77. 216 Lebanon dover . idf il portscan: TCP D stributed Portscan 1
46.117. 197. 166 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
89. 248. 162. 179 147.237.77. 216 Net her | ands dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
23.96. 109. 87 147.237.77. 227 Lhited Sates e. hamaz. i df .il ET SCAN NVAP -sS w ndow 4096 1
185. 110. 132. 55 147.237.77. 227 krai ne e. hamaz. i df .il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
5.21.184.123 Oman 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 105
208.115.111. 73 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 49
176.13.16.60  |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence S retransmt wth different monitor |33
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
176.13. 4. 43 I'srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. drop 30
Ret r ansni ssi on Packet dropped.
157.55.39.106 |lhited Sates [147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 26
46. 19. 86. 89 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 26
Sreaning Engine: TCP Invalid i i ssi
176.13.17.33  |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 24
Ret r ansni ssi on Packet dropped.
139. 162. 216. 112|lhited Sates [147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 24
162.243.97.21 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 23
118. 136. 252. 114 |l ndonesi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
207.46.13.178 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 22
178. 63.55.202 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
Sreamng Engine: TCP Invalid i i ssi
2.53.7. 255 I srael 147. 237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmission drop 18
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
2.53.159. 41 I srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.21.116 |israel 147.237. 77. 243 |robi | e i df . i | 9 =9 Invalid segnent retransmission drop 15
Ret r ansni ssi on Packet dr opped.
93.231.76.159  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreaning Engine: TCP Invalid i i ssi
2.53.168.107  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
152. 62. 109. 206 |Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 12
Sreamng Engine: TCP Invalid i i ssi
81.218.174. 246 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dr opped.
162.243.71.33 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
152. 62. 109. 207 |Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
54.214.182.228 |lWhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 10
37.26.148.150 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 10
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
Sreaming Engine: TGP Invalid i i ssi
62.219. 138. 175 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 202. 1681 sr ael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.78.146 |Wnited Sates [147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmission. drop 9
Ret r ansni ssi on Packet dropped.
198.58.102.49 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 9
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
52.12.107.76 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 9
68.180. 231.43 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 8
37.26.148.150 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence noni t or 8
2.53.145. 168 I srael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 8
37.26.148.150 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 7
37.26.148.150 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 7
157. 55. 39. 53 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 7
Sreamng Engine: TCP Invalid i i ssi
37.26.149.163 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
2.55. 53. 69 I'srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 42 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
2.53. 15, 241 I'srael 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.55.171.209  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dr opped.
2.55.7.123 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
109. 253. 213. 2341 srael 147.237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
37.26.149.234 |israel 147.237.77. 243 |robi | e. i o .| 9 =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
82.80. 147.243 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
Sreaming Engine: TGP Invalid i i ssi
109. 64.11. 231 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
176.13. 4. 43 I srael 147.237.72. 167 [ishurimaka i df.i[Bad TCP sequence Invalid ACK nunber noni t or 6
165.225.72.84 |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
109. 253. 141. 46 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 133
2.53.8.143 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 114
37.26.148.189 [Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 93
46.19.86.4 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 64
37.26.149.212 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 60
2.53.30. 122 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 28
176.13. 6. 97 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 21
109. 253. 147. 1871 sr ael 147. 237.77. 243 |nobi | e. i df . i | :;J?r:t ?Lf?ffs\gcﬂaiic?;nz‘izsﬁsfrd n Bock |9
176.13.17. 33 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Qode B ock 7
82. 80. 193. 240 | srael 147.237.72.166|aka. i df . i | Mil tiple Whaut horized URL Access from 82. 80. 193. 240 B ock 7
84.228.216. 195 |Israel 147.237.72. 156 |anan. i df . i | Unaut hori zed HTTP Met hod B ock 6
84.228.216. 195 |Israel 147.237.72. 156 |anan. i df . i | Mil tipl e Unauthorized URL Access from 84.228. 216. 195 B ock 5
176.13.21.116 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
149. 88.189. 5 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 4
157.55.39. 106 |lhited Sates 147.237.77. 216 |dover.i df.il Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 3
37.26.147.225 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
37.26.148.151 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 199. 32 |Israel 147.237.77.243|nobi l e.idf . il Paraneter Type M ol ation Password i n nobil e.idf.il/sachar/login Bl ock 3
80. 246. 139. 203 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80.179.198.84 [Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 246. 140. 64 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.53.38.197 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 246. 130. 128 |[Israel 147.237.77.216|dover.idf .l D stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 3
2.53.15. 241 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspici ous Response Qode B ock 3
113.187.16. 184 |Vietnam 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176. 13. 6. 33 I srael 147.237.72. 166 [aka. i df . i | muatkior, 'dfeld | ,'\'::,- ?gaﬁ \,f. c;l\’/\paysl i p. aspx Bl ock 2
46. 19. 85. 98 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
176. 13. 22. 80 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 66.249. 78. 234 B ock
2.53. 46. 83 I srael 147.237.72. 166 |aka. i df . i | mu;::riidzfm\ﬁ;h:/dsaiﬂ/:% ot rati omi zar st epd, asp Bock |1
207.46.13.178 |Lnited Sates 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to ww i df . il/1133-19149- he/ dover . . . B ock 1
83.244.112. 146 ‘Tzlrfis: io:]iy,ana:cupi od [147-237.77. 176 |mat pash. i df . i |nauthori zed UR. Access to wmu cogat . i df . il/894-ar B ock 1
176.13.16.60  [Israel 147.237.76.42 |refuah.idf.il 1D4§t ;;g}’;g%g;“;lhgsiﬁ;deﬁe :e'“;cissss on Bock |1
80. 246.139. 69 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mode None 1
46.210.174.78 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . i|/nai n/ sachar/ undefi ned Bl ock 1
109. 64.232.35  |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
212.235.62. 200 |[lsrael 147.237.77. 216 |dover. i df.i |l Unaut hori zed URL Access to ww i df .il/hebrew organi zati on/ nakhal  |B ock 1
81.218.241.26 |Israel 147.237.72. 166 |aka. i df . i | ggzirsezaggzglnsgwon cooki e wbag8617274: Bxpected 2B378069, None 1
2.53.28. 108 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock
192. 115. 98. 205 |l srael 147.237.72.166|aka. i df . i | Uhknown Paraneter y in v aka. i df.il/mai n/ sachar/ paysl i ps. aspx None 1
173.252.90.125 |Lhited Sates 147.237.77.233|atal . i df .i | ﬁ?“;g;’r;;egsﬁl :fgfsfa;;“ | es/ o1 i 2622040/ 2019, | pg Bock |1
66.249.78.240 I srael 147. 237.72. 166 |aka. i df . i | el ;Zeélg(?/_e’:crzsjofrgn / yoman. asp Bock |1
46.19.85.55  |Israel 147.237.76.42 |refuah.idf.il \;Pjrwa‘rttfi;ggle\f dc;'."’i'tli Pt /C:';et’:;hf gspx Bock |1
2.53.173.20 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka. i df.il/nain/giyus/geneal .aspx |B ock
208.115.113.82 |lhited Sates 147.237.0.34 |tikshuv.idf.il |Paraneter Type Molation catld in tikshuv.idf.il/sitel general . aspx B ock
80. 246.139. 69 | srael 147.237.72. 166 |aka. i df . i | gigﬁﬁ_i:ﬁ;ﬁéﬁqﬁmmd violation None 1
66.249. 64.233 |l srael 147.237.77. 216 |dover. i df.i |l Dstributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 1
141.212.122. 113|Uhited Sates 147.237.76.200|ei tan. aka. i df . i | |Unaut hori zed URL Access to /x B ock 1
Doubl e URL Encodi ng - paraneter:
109. 65.29. 119 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMi n$cphSachar $t xt Ver i f yNewPassword in Bl ock 1
wan aka. i df . i1/ nai n/ sachar/i dkunpr at i ni shi yi maspx
217.69.133. 244 |Russian Federation |147.237.72.166|aka. i df . il thaut hori zed LRL Access to Bock |1

wwv aka. i df.il/sip storagelfil es/ 5/ 69385. pdf
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