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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site

|Signature

|Device Action |Count]|

89. 139. 241. 142 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3111
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2321
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - r eset 2211
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2
185.94.111.1 Russi an Federation 147.237.76. 198 e.yohal an.idf.il Bl ock Wp Al Nets drop 1
46. 120. 54. 61 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
185.94.111. 1 Russi an Federation 147.237. 76. 202 e halag.idf.il Bl ock_UWp Al _Nets drop 1
185.94.111. 1 Russi an Federation 147.237. 76. 148 ggcenter.aka. idf.il|B ock Wdp All _Nets dr op 1
123.151. 149. 222 Chi na 147.237.76. 177 ncore.idf.il JLM Under Attack Con_Tcp drop 1
185.94.111.1 Russi an Federation 147.237.76. 176 test.ncore.idf.il |Block Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Addr ess|Attacker OJuntry|Tar get Address |Site |S gnature
130. 211. 83. 193 [Lhited Sates 147.237.72. 166 |aka. i df . i|13248: HITP. Jooma JCE File Wl oad Renote Gode Execution Mul nerability B ock 2
130. 211. 83.193 |Lhited Sates 147.237.72. 166 |aka. i df . 1|22095: HITP. Joonia | mage Manager fol der Renane Security Bypass Mul nerability [Bl ock 2
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
130. 211. 83. 193 147.237.72. 166 Lhited Sates aka.idf.il Tehila - Perl LWP with fake user agent 2
194. 90. 241. 111 147.237.77. 216 I 'srael dover.idf.il portscan: TQP D stributed Portscan 1
84. 228. 38. 60 147. 237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
192. 116. 166. 6 147.237. 72. 166 I 'srael akaidf.il portscan: TGP D stributed Portscan 1
80. 246. 136. 64 147. 237. 72. 166 I 'srael akaidf.il portscan: TQP D stributed Portscan 1
185.62.121.1 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
46.19. 86. 2 147.237. 72. 166 I 'srael akaidf.il portscan: TGP D stributed Portscan 1
158. 116. 225. 69 147.237.77. 216 Lhited Sates dover.idf.il portscan: TQP D stributed Portscan 1
37.26. 147. 147 147. 237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
131. 228. 182. 254 147.237.77.216 Net her | ands dover.idf.il portscan: TGP D stributed Portscan 1
222.186. 21. 170 147.237.77.176 Qhi na nat pash. i df .i | ET SCAN Potential SSH Scan 1
112. 196. 49. 101 147.237.0. 19 Indi a nadi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
212.235.7.190 147.237. 72. 166 I 'srael akaidf.il portscan: TGP D stributed Portscan 1
112. 169. 100. 157 147. 237. 76. 147 Korea, Republic of chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
199. 203. 150. 35 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
109. 253. 139. 209 147.237. 72. 166 I 'srael akaidf.il portscan: TGP D stributed Portscan 1
104. 214. 34. 99 147. 237.76. 177 Lhited Sates ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
194. 90. 169. 2 147. 237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
84.108. 237. 91 147.237.77.216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
188. 120. 135. 12 147. 237.72. 166 I srael akaidf.il GPL SCAN nmap TCP 1
80. 179. 62. 237 147. 237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
173. 193. 130. 54 147.237.0. 34 Lhited Sates tikshuv. i df.il ET SCAN NVAP -sS w ndow 4096 1
46. 19. 85. 83 147.237.77. 216 I 'srael dover.idf.il portscan: TQP D stributed Portscan 1
149. 78. 185. 157 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
31. 154. 40. 70 147.237.77.216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
213.8.71. 146 147.237.77. 216 I 'srael dover.idf.il portscan: TQP D stributed Portscan 1
112. 169. 100. 157 147. 237. 76. 148 Korea, Republic of gacenter. aka. i df .il ET SCAN Potential SSH Scan 1
208. 100. 26. 228 147.237.72. 156 Lhited Sates aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
112. 169. 100. 157 147. 237. 76. 39 Korea, Republic of nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
195. 244, 23. 245 147. 237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
104. 214. 34. 99 147.237.76. 177 Lhited Sates ncore.idf .il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
94.228.34.248 |United K ngdom 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 133
37.26.146.227 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 73
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 50
37.26.146. 254  |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 42
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 37
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
Sreaning Engine: TCP Invalid i i ssi
2.55.22. 158 I'srael 147. 237. 77. 243 |nobi l . i df . i1 9 =g Invalid segnent retransmssion. g 24
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249. 66. 184 |Lhited Sates 147.237.0.34 |tikshuv.idf.il g =g Invalid segnent retransmssion. g 24
Ret ransmi ssi on Packet dr opped.
85.158.138.20  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
148.177. 129. 210|Eur ope 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
199. 203. 179. 99 |l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 21
Sreamng Engine: TCP Invalid i i ssi
66.249.78.146 |United Sates 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 21
Ret r ansmi ssi on Packet dropped.
178.63.55.202  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
Sreamng Engine: TCP Invalid i i ssi
176.13.17.43  |Israel 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dropped.
195. 34.150. 18 |Austria 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 18
Sreaning BEngine: TCP Invalid i i ssi
79.178.35.115 |Israel 147, 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. | 15
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 86. 37 I srael 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssion. g 15
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
132.64.182.12 |israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. | 12
Ret r ansmi ssi on Packet dropped.
198.58.103. 115 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreamng Engine: TCP Invalid i i ssi
2.53.188. 73 I srael 147. 237.72. 167 |i shuri maka. i of . 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
109. 226. 17. 135 |l srael 147.237. 77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 12
162. 243. 118. 199|ULhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi
192.114.23.18 |Israel 147. 237, 72. 167 |i shuri maka i of . i g =g Invalid segnent retransmssion. g 12
Ret r ansmi ssi on Packet dr opped.
198.58.102. 117 |lWhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
188. 135. 15. 239 |Oman 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
52.12.99. 95 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
54.72.73.168 Irel and 147.237. 77. 216 |dover . i df .i | drop First packet isn't SW drop 10
Sreaming Engine: TCP Invalid i i ssi
50. 153. 246. 145 |Whited Sates 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssion. g 9
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
2.53.35. 38 I'srael 147. 237. 77. 243 |nobi l . i df . i1 9 =g Invalid segnent retransmssion. g 9
Ret r ansmi ssi on Packet dropped.
185. 89. 217. 228 |Net herl ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
Sreaning Engine: TQP Invalid i i ssi
66.249.93.182  |Europe 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 9
Ret ransm ssi on Packet dropped.
138. 134. 102. 15 |l srael 147. 237. 72. 167 |i shuri maka.i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
85.115.52.201 |Uhited Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning BEngine: TQP Invalid i i ssi
2.55.38. 23 I'srael 147. 237.77. 243 |nobi l e. i f i | 9 =g Invalid segnent retransmssion. | 9
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 86. 80 I srael 147. 237. 77. 243 |nobi | e. i of . i | g =g Invalid segnent retransmssion. g 9
Ret r ansmi ssi on Packet dr opped.
Pal estinian Territory, . . -
130. 255. 68. 2 Qccup ed 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
141.8.132.78 Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
79.177.178.9 I srael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
. . SYNtAXK retransmt with .
79.177.178.9 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent i ndow scal noni t or 8
213. 8.63. 96 | srael 147.237. 77. 233 |atal .i df il SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
217.132. 141. 141 i srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SWretransmt wth different —fon o |7
w ndow scal e
217.132.26.188 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi
66.249.93. 245  |Europe 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
139.162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
Sreaning Engine: TGP Invalid i i ssi
46.19. 86. 29 I srael 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 206. 57 |Israel 147. 237. 77. 243 |mobi l e. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 15 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 115
46. 19. 85. 201 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 100
2.53.138. 181 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 36
37.26.146.225 |lsrael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 19
109. 253. 130. 56 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 18
37.26.148.221 |[israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 18
109. 253. 128. 102|I srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 9
185. 120. 125. 109|1 sr ael 147.237.77.243|nobi | e.i df . i | Mil tipl e Unhauthorized URL Access from 185. 120. 125. 109 B ock 8
2.53.188. 199 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 7
79.182.131. 100 |lsrael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 6
185. 120. 125. 109 sr ael 147.237.77. 243 |nobi | e. i df . i | ;ﬂ;“ltgci’r(;ﬁ??/ t’;eggrcy‘isemztesn <t chi | ddocument s/ 1431 B ock 5
109. 253. 202. 40 |Israel 147.237.77. 243 |nobi | e. i df . i | r?m;tlrébl”;fe? I%z‘:;gg:;fzgplt{:esﬁfftih?rl‘ sdocunent <) 1071 Bl ock 4
109. 253. 202. 40 |Israel 147.237.77. 243 |nobi l e. i df . i | :;;“It : cl’r(;fsz , t’;eggrcﬁsem e/l st chi | ddocument s/ 1152 Bl ock 4
2.55.22. 158 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Qode B ock 4
109. 253. 204. 161 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.146.176 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.55.56. 162 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 138. 85 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
62. 90. 96. 102 I srael 147.237.76.86 |navy.idf.il Unaut hori zed HTTP Met hod B ock 3
185.32.179. 74 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.17. 43 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
62. 90. 96. 102 I srael 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 62.90. 96. 102 B ock 2
109. 253. 206. 57 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Qode B ock 2
2.53.181.181 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
109. 67. 127. 129 |lIsrael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 2
50. 153. 246. 145 [Lhited States [147. 237.76. 200 |ei t an. aka. i df . i | muélhf;Z:faﬁﬁjfZip L homepagel mobi | ¢ Bl ock 2
130. 211.83. 193 [lhited Sates [147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 2
46.19. 86. 80 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 2
2.53.34.139 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
46. 19. 85. 164 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
104.34.76.253 |Wnited Sates [147. 237. 72. 166 |aka. i df . i | ﬁww:::ri de_aidl ﬂa‘i’n\/‘s;f:];g‘f oirgot passuor d. aspx None 2
130. 211. 83. 193 |Uiited Sates [147.237.72. 166 |aka. i df . il Uhaut hori zed URL Access to waw aka. i df.il/inages/ stories/food. php Bl ock 1
66.249. 64. 177 |l srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df . il/404. htm B ock 1
46. 19. 86. 170 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock 1
212.179.21.194 |lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. i df .il/mai n/ sachar/undefi ned Bl ock 1
31.154.172.108 [israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to nakhal .idf.il/tenpl at es/ honepage/ nobi | e B ock 1
Ostributed Paraneter Type Mol ation on
82.102.136.67 |[Israel 147.237.76.42 |refuah.idf.il ww refua. atal . idf.il/1518-he/ ref uah. aspx par anet er B ock 1
ct| 00$Cont ent M aceHbl der 1$t xt Last Nare
157.55.39.133 |Uited Sates [147.237.72. 166 |aka. i df . il Lhaut hori zed URL Access to aka.idf.il/mai n/ msrot.aspx Bl ock 1
66.249.78.242 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ 1. he/ | angstyl e. css B ock 1
54.203.135.93 [lnited Sates [147.237.77. 216 |dover.i df .i | Paranet er Type M ol ati on PageNumin vww i df . i|/1397- en/ dover. aspx B ock 1
217.132. 141. 141 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
109. 65.112. 12 |l srael 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
46.19. 85. 193 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 1
202.128.53.56 |Pilippines |147.237.77.216|dover.idf.il Dstributed PHP Attenpt B ock 1
80.246.139.22 |[Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 1
2.55.38.23 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 1
176.13. 17. 64 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
132.72.52.80  [Israel 147.237.72. 166 |aka. i df . i | m”;’k‘“giﬁr_?ﬁg nf;;g?ﬁt;a?gffgzgisgfphsaChar$°t' 67in None 1
66.249. 64. 234 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
46.117.95.62  |israel 147.237.72. 166 |aka. i df . i | Wnknown Paramet er __\ BVETATEENCRYPTED i n None 1

wa aka. i df . i | / mai n/ sachar/ pi r suneynof et . aspx

05-01-2016-08:04:05

to 05-01-2016-09:

04:05




