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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 8073
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 482

89. 139. 241. 142 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2

123. 151. 149. 222 Chi na 147.237.76. 177 ncore.idf.il JLM Under Attack Con_Tcp drop 1
124.232. 150. 230 Chi na 147.237.76. 38 eeneitav.idf.ilB ock Wdp All Nets drop 1




05-01-2016-07:04:01 to 05-01-2016-08:04:01

|Top Attackers In IPS|

Attacker Addr ess|Attacker OJuntry|Tar get Address |Site |S gnature
130. 211. 83. 193 [Lhited Sates 147.237.72. 166 |aka. i df . i|13248: HITP. Jooma JCE File Wl oad Renote Gode Execution Mul nerability B ock 10
130. 211. 83.193 |Lhited Sates 147.237.72. 166 |aka. i df . 1|22095: HITP. Joonia | mage Manager fol der Renane Security Bypass Mul nerability [Bl ock 10
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|Top Attackers In |D|

Target Address

A tacker

Signature

Count ry
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
192. 184. 40. 68 |147.237.76.202 |thited Sates |e.halag.idf.il ET SCAN Potential SSH Scan 1
80. 82. 78. 38 147.237.0.19 |Netherl ands madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
192.184. 40. 68 |147.237.76. 148 |lhited Sates |gqcenter.aka.idf.il ET SCAN Potential SSH Scan 1
72 297 236.50 |147 237 8.28 |uited Sates e nobileks.idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
192.184. 40. 68 |147.237.0.33 |Uhited Sates [idf.il ET SCAN Potential SSH Scan 1
37.26.147.170 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 27.105. 90 |147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
13.92.100. 128 |147.237.77.212|thited Sates |e.dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
184.80. 10. 136 [147.237.76. 197 |Lhited Sates |e. hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
13. 82. 25. 17 147.237.77.179|Wited Sates |e mazi.idf.il ET SCAN NMAP -sS wi ndow 3072 1
173.193. 130. 54 [147.237.0.16 [lhited Sates |ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
104. 197. 72. 206 [147.237.77. 235 |Wited Sates |svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
207.232. 45, 217 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
85. 250. 129. 249 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
84.94.124.14  |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
192. 184. 40. 68 |147.237.76.196 |Lhited Sates [e.sviva.idf.il ET SCAN Potential SSH Scan 1
79.176.93.70  |147.237.72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
192. 184. 40. 68 |[147.237.76.34 |Wnited Sates |yohalan.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 56 147. 237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
192.184. 40. 68 |147.237.0.19 |Uited Sates |nadimatal.idf.il ET SCAN Potential SSH Scan 1
13.92.100. 128 |[147.237.77.212|Wited Sates e dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
184. 80. 10. 136 |147.237.76. 197 |ULhited Sates [e. hinush.idf.il ET SCAN NMAP -sS wi ndow 4096 1
13. 82. 25. 17 147.237.77.179 |Whited Sates |e. mazi.idf.il ET SCAN NMAP -sS wi ndow 4096 1
176.13.23.33  |147. 237 77 233 |1 r 2l atal idh il ET DC5 Large anount of TCP ZeroWndow - Possi bl e Nkill er2 DDos 1
attack
2.53.34.139 147. 237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
173.193.130. 54 [147.237.0.16 |Uhited Sates |ny-kosher-kravi.idf.il |ET SCAN NVAP -f -sS 1
208. 100. 26. 228 [147.237.76.34 |lnited Sates [yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 197. 72. 206 |147.237.77. 176 |Lnited Sates |natpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
198.20.69.98 [147.237.77. 179 |Wited Sates |e nazi.idf.il ET DROP Dshi el d B ock Li sted Source 1
84. 228. 152, 136 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreaning Engine: TCP Invalid i i SSi
66.249.78.146 |Wited Sates |147.237.72.166|aka.idf.il 9 =g Inval i d segnent retransmssi on. drop 51
Ret ransni ssi on Packet dr opped.
208. 115.113. 89 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 43
Sreaning Engine: TQP Invalid i i SSi
37.26.149.180 |israel 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssi on. drop 24
Ret r ansm ssi on Packet dr opped.
139. 162. 216. 112|Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 18
207.46.13.178 |lWhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 17
Sreaning Engine: TQP Invalid i i SSi
46.19.85.164  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 15
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
80. 246. 136. 122 |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 15
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
2.55,137. 53 I'srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreaning BEngine: TQP Invalid i i SSi
2.55.144. 58 I'sr ael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.
66. 249. 93. 97 Eur ope 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 11
37.26. 148. 223 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
Sreanmng Engine: TCP Invalid i i ssi
109. 253. 221. 20 |Israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
66.249. 93. 101  |Europe 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 9
Sreanming Engine: TCP Invalid i i ssi
2.53.24. 155 I'srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
208.115.111. 73 |Whited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 8
196. 140. 87. 216 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
2.55.49. 83 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber aert 6
2.55. 49. 83 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAK retransmt with different oo
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
2.53.34.139 I'srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TQP Invalid i i SSi
46.19.85.213  |israel 147.237.77. 243 |nobil e, i df . i1 9 =g nval i d segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dr opped.
2.55.49.83 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 6
41.248.82.141 |Morocco 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
2.55.49.83 I srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid sequence nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
37.26.149.250 |Israel 147.237. 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
2.55. 49. 83 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout aert 6
2.55. 49. 83 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 6
197. 41. 146. 63  |Egypt 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
207. 46. 13. 22 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 4
68.180. 231.43 |lLhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 4
212.143.142.56 |Israel 147.237.77. 216 |dover. i df il dr op First packet isn't SWN drop 4
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
50. 87.144. 145 |lWhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 4
84.111.1.118 I srael 147.237.72. 166 |aka. i df i dr op First packet isn't SWN drop 4
52.16.5. 197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
199.203.215.1 |Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 4
176.13. 23. 33 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber aert 4
79.176.10.71 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
2.55.44.3 | srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
120. 164. 46. 168 |l ndonesi a 147.237.77. 216 |dover. i df il dr op First packet isn't SWN drop 4
176.13. 23. 33 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 4
79.176.10.71  |[israel 147.237. 77. 216 |dover . i f . i1 Bad TCP sequence SINHA retransmt with different oo o g
W ndow scal e
Sreanming Engine: TCP Invalid i i ssi
46.19.85.208  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
109. 253. 212. 179|1 srael 147. 237.77. 243 |robile. i f .| 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 85.3 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
66. 249. 93. 18 I srael 147.237.76. 198 |e.yonal an.idf.il |Geo-| ocati on enfor cenent Geo-l ocati on inbound enf orcenent [drop 3
Sreaning Engine: TQP Invalid i i SSi
2.53.6.197 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
213.151. 32. 163 |l srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code Bl ock 186
2.53.138.181 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 75
46.19. 85. 109 I srael 147.237.0.19 |madimatal .idf.il |DOstributed Suspicious Response Code B ock 43
37.26.147.214 |lsrael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code Bl ock 8
37.26.146.225 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 8
109. 253. 200. 11 |I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Uhaut horized URL Access from 109. 253. 200. 11 B ock 7
37.26.149.180 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 6
185.32.179. 191 |[lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 5
109. 253. 221. 20 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 3
80. 246. 136. 122 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 3
2.53.188. 199 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
109. 253.141.8 |Israel 147.237.0.19 |madimatal .idf.il |DOstributed Suspicious Response Code B ock 3
37.26.147.142 |lsrael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code Bl ock 2
91. 200. 12. 49 Wrai ne 147.237.77. 216 |dover . i df . i | PHP At enpt B ock 2
91. 200. 12. 49 kr ai ne 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wa i df.il/xnmrpc. php B ock 2
31.154.19.210 |lsrael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code Bl ock 2
37.26.149.250 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
212, 150. 163. 1321 srael 147.237.76.42 |refuah. i df il Paraneter Type Mol fglgf:](?i?l:‘;f”at;xacem deritxtlasthame in g ook |2
Unaut hori zed URL Access to
176.13.15.31  [Israel 147.237.72. 166 |aka. i df . i | muif‘?wi(ﬂ&n't' a/r Siq?ﬁzt d%;?%ufﬂsglaﬁfzr\sf?fyscﬁ'J’;ﬁﬁﬁ?ﬁf;&:ﬁfﬂ g:;s Bock |1
i g2=sl j t 3vnb9hu32r wugzye5w
5.29.171.117  |israel 147.237.72. 166 |aka. i df . i | mn:k":i Z?Tﬁﬁ;;lgnmfgmm 'n None 1
68.180.231.46  |Lhited Sates [147.237.76.147|chi nuch. aka. i df . il mux:xizuélzor::;ﬁdakﬁd?f(i:?/stseﬁrgl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
207.46. 13. 22 Lhited Sates |[147.237.77.216(dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
54.167.111.180 |[Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp B ock 1
138.134.192. 10 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka. i df.il/mai n/ sachar/undefi ned B ock 1
2.53.34.139 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 1
87.71.47.111  |israel 147.237.72. 166 |aka. i df . i | m ;LZ“T gfd. iﬁr}a#;jh:/rsi ;c?r?arﬂ_n (f;ﬁi?d on Bock |1
66.249. 78.246 I srael 147.237.72. 166 |aka. i df . i | ﬂ?“tzg?r;gefegt ﬁfsctesfa;g/ {11 o5/ 6 71556, pef Bock |1
46.19.85.112  |israel 147.237.76.31 |nakchal .idf.il ﬂ?f’;g?f;?glgpf;csfjgéﬁi | o5/ 8 1668, doc Bock |1
184.105. 139. 67 [lhited Sates |[147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77. 243/ B ock 1
109. 253. 211. 149|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Qode B ock 1
5. 39. 222. 159 Netherlands  |147.237. 76. 39 Ime| le.neitav.idf. i Unaut hori zed URL Access to 147.237. 76. 39/ B ock 1
77.237. 138. 202 g‘ﬁ)ﬂc 147.237.77.235|sviva. i df .i | Unaut hor i zed Met hod HEAD for / Bock |1
207. 46. 13. 55 Lhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter catld in ww aka.idf.il/kamar/ None 1
66.249. 64.233 |Israel 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on v idf.il/error. htm B ock 1
141. 8. 132. 78 :Z::I”i on 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/daily B ock 1
68.180.229. 241 |United Sates [147.237.77. 176 |nat pash. i df .i | mwg;‘; e M olaon /Zaf;a'\t“_";égx Hock |1
46. 19. 85. 213 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Qode B ock 1
184.105.139.70 |lhited Sates |[147.237.72.167 (i shurimaka.idf.il [Wauthorized URL Access to 147.237.72. 167/ B ock 1
109. 253. 212. 179|1 sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 1
17.142.152.239 |[Uhited Sates [147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/appl e-app-site-association |B ock 1
79.180.187.119 [israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/main/giyus. B ock 1
207.46.13.177  [Uhited Sates |147.237.76.86 [navy. idf.il VL;\:VU;Q\C/);.I izdefd. itﬁ; eArfpcIZisest/Zhar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
66.249.66. 176 [l srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ robot s. t xt Bl ock 1
149. 88.195.82  |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for wwwu aka. i df. i |/ mai n/ sachar/ B ock 1
2.53.178. 46 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
68.180.231.43 |[whited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1841- he/ dover . aspx B ock 1
50. 153. 246. 145 |lnited Sates |147.237.76.200(ei tan. aka.idf.il Uhaut hori zed Method HEAD for www eit an. aka. i df . i1/894-he/ ei tan. aspx |None 1
208.115.111.73 |Wited Sates |[147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/rights/asp/ Bl ock 1
66.249.66. 179 | srael 147.237.0.34 |tikshuv.idf.il ll‘zg_“tzgglrglzgfl sLij?;_s’tCochSgse/tfci)l es/ 8 1556 pg Bock |1
176.13.2.188  [Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;”lt :‘:rc;fz‘?? , gegpgfﬁsem‘;esu <t ohi 1 ddocument s/ 1071 Bock |1
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