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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 5
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SC- Sl owl ori s- DO5- Var 1 dest - r eset 1
71.6.167. 142 Lhited Sates 147. 237.76. 197 e hinush.idf.il |Bock Wip Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
208. 100. 26. 228 |147.237.8.46 |lhited Sates |e.chinuch.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
203.86.29.220 [147.237.77.212|hina e. dover.idf.il ET SCAN NVAP -f -sS 1
130.211.77.81 |147.237.76.30 |[Lhited Sates |[hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
113. 240. 250. 154|147. 237. 76. 148 |Chi na gacenter. aka.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
104.197.72.206 |147.237.77.178|United Sates |e.matpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1
79.177.128. 254 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
203.86.29.220 |147.237.77.212|Chi na e.dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
113. 240. 250. 154|147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
106. 186. 113. 132|147. 237. 77. 176 |Japan nat pash. i df . | SERVER APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
80. 82. 78. 38 147.237.77. 74 |Nether| ands lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature

208.115.111. 73 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 39

66.249.78.146 |Uhited Sates |147.237.72. 166 |aka idf.il Streamng Engi ne: TCP Invalid finvalid segnent retransmssi on. drop 30
Ret r ansmi ssi on Packet dr opped.

207.46.13.178 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 28

139. 162. 216. 112|hited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 24

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22

66.249.66.184 |United Sares [147.237.0.34 |rikshv.icr 1 | €aMNg Engine: TGP Invalid finvalid segnent retransmssi on. drop 21
Ret ransni ssi on Packet dr opped.

89. 187.219. 146 |Lebanon 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 21

50.87.144. 145 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 16

54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13

52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12

68.180. 231.43 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 12

197. 45, 132. 217 |Egypt 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop 12

198.58.103.91 [lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 12

198.58.103.92 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 12

190. 75.122. 26  |Venezuel a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11

2.53.149. 36 | srael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SN drop 10

37. 46. 39. 103 I 'srael 147.237. 72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8

207. 46. 13. 22 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 8

52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8

66.177.89.141 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 7

130.203.136.75 |Wited Sates |147.237.77.74 [lawidf.il Veb Server Enf or cerent Véb Servers Sow HITP Denial of | o oy 7
Mol ation Servi ce

108.253.77.26 |Whited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6

5.22.130. 125 I srael 147.237.72.166 |aka.i df .i 1 Bad TCP sequence Inval i d ACK nunber noni t or 6

157.55.39.106 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 6

192. 249. 66. 247 |Whited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6

80.246. 139. 152 |israel 147.237.77. 243 |rvi e i1 |1 €AMNg Enginer TCP Invalid - finvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6

207.241.226.94 |Whited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 5

2.53.149. 36 I srael 147.237.72. 166 |aka.i df i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5

45. 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 4

97. 32.192. 201 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 4

66. 249. 64. 41 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4

97.32.192.201 |thited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

106. 186. 113. 132|Japan 147.237.77. 176 |nat pash. i of . | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4

217. 132. 239. 180|I srael 147. 237.72. 166 |aka i f . Streamng Engi ne: TCP Invalid invalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.

66.249.64. 244 |United Sares [147. 237. 76, 147 |chi nuch aka idr. (|| Cam N9 Engi ne: TQP Invalid i nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.

66. 249. 93. 245  |Eur ope 147.237.72. 166 |aka i f . Streamng Engi ne: TCP Invalid invalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.

108. 46.100. 66 |Lhited Sates |147.237.77. 176 |natpash.idf.il drop First packet isn't SN drop 3

95.215.62.89  |Sain 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.

46.19. 86. 21 I'srael 147.237.72. 166 |aka.i df . i Streaming Engine: TCP Invalid finvalid segnent retransmssi on drop 3
Ret ransni ssi on Packet dropped.

178. 255. 215. 87 |France 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.

37.46.34.216  |israel 147.237.72. 166 |aka.i df . i Streaming Engine: TCP Invalid finvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.

66.249.64.98  |Uited Sates |147. 237. 72. 166 |aka i df il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.

85.130.189.99 | srael 147.237.77. 243 |mvi e i1 |1 €AMNg Enginer TCP Invalid - finvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.

94. 249. 64. 181 |Jordan 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3

185.32.179. 163 |Israel 147.237. 77, 243 mwbi e i 11 | AM NG Engine: TP Invalid - invalid segnent retransmssi on drop 3
Ret r ansmi ssi on Packet dr opped.

66.249.64.190 |Wnited Sates |147.237.72. 166 |aka idf. il Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.

208. 115.113. 89 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop

188.51.103. 77 |Saudi Arabia |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.173. 150 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 119
46. 19. 85. 254 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 34
66. 102. 7. 226 Uhited Sates |147.237.77. 216 |dover.idf . il Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock
185.32.179.85 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df . il/mai n/ sachar/ vi ewpaysl i p. aspx |B ock
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | mué:gc’;t'.??.ﬂsfgf;s;;gzm | s/ O s 26220 3410, pas src Bock |3
66. 102. 7. 240 Uhited Sates |147.237.77. 216 |dover.idf.il Distributed Whaut horized URL Access on wawidf.il/error. htm B ock 3
27.22.21.158 Chi na 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 3
80. 246. 136. 144 [Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.22.194 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
66.102. 7. 233 Uhited Sates |147.237.77. 216 |dover.idf . il Distributed Wauthorized URL Access on ww idf.il/error. htm B ock 2
27.22.21.158 Chi na 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from27.22.21. 158 B ock 2
85.130.189.99 |[Israel 147.237.0.19 |nmadi matal . i df.i|Suspicious Response Code B ock 2
176.13.18.75 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
66.249.81.212 |[Israel 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1294-en/vwn i df.il/english B ock 1
213.57.48.76 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1250- he/ at al . aspx Bl ock 1
157.55.39.229 |[thited Sates |147.237.77. 176 |mat pash. i df .i|  [Wauthorized URL Access to www cogat.idf.il/tenpl ates/links/Iinks. aspx B ock 1
82.102.136.65 |Israel 147.237.77.216|dover . i df . i Distributed Whaut hori zed URL Access on wwvidf.il/error. htm B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
51. 255. 65. 19 France 147.237.77. 216 |dover.idf.i |l Unaut hori zed URL Access to www i df.il/1514-en/ dover. aspx. B ock 1
138.134.192. 10 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i|/mai n/ sachar/ undefi ned B ock 1
75.97.217. 22 Uhited Sates |147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to wan i df.il/tenpl ates/tenpl atecontrol s/ generic/ |[B ock 1
157.55.39. 251 |Uited Sates |147.237.72. 166 |aka. i df . i | Unknown Paranet er 136cd360 i n waw aka. i df. i |/ mai n/ hore/ def aul t . aspx None 1
66.249. 78.234  |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
Unknown Par arret er
51.255.65.37  |France 147.237.72.166 |aka. i df . i | znznsnznsngn;‘":n;?ma’;pnpa';ggae"@;m anp; anp; anp; anp; anp; anp; amy,ne 1
ww aka. i df.il/ituri masp/ di splayal | sol di ers. asp
194.28.112.51 |Netherlands [147.237.0.34 [tikshuv.idf.il [Unauthorized URL Access to 147.237.0. 34/ hnapl/ B ock 1
151.80.31.178 |France 147.237.77.216|dover. i df . il Unhaut hori zed LRL Access to waw i df . il/hebrew organi zati on/ si gnal s/ atar/ Bl ock 1
77.237. 138. 202 g;%ric 147.237.77. 176 |nat pash. i df . i|  [Wnaut hori zed URL Access to / Bock |1
66. 249. 64. 41 I srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df. i1/ dover/sitel honepage/ asp B ock 1
170.130.62.5 Lhited Sates |147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/ pat zar B ock 1
27.22.21.158 Chi na 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df.il/xmrpc. php B ock
106. 186. 113. 132|Japan 147. 237.77. 176 |nat pash. i df . i | ?A‘S'Stc_p;\ﬁit &ﬁcﬁ_‘ﬁ‘;ﬁsg ons from106. 186. 113.132 (Protocol violation |y, o 1
66.249.78.236 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9694- he/ r ef uah. aspx B ock 1
51. 255. 65. 64 France 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list3. htm B ock 1
207.46.13.178 |hited Sates |147.237.77.216|dover.idf . il Ostributed Lhauthorized UR. Access on waw idf.il/error. htm B ock 1
151.80.31.183 |France 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
66. 249. 64. 80 I srael 147.237.76.200 [ei tan. aka. i df . i mu;;vu;ihto;.zaeki.?zf_.fcl?te:plt gt es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
46. 19. 85. 226 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
106. 186. 113. 132|Japan 147.237.77. 176 |mat pash. i df . i|  [SSL Untraceabl e Connection - Protocol violation (SSL_GONN QLIENT_HALLO |None 1
66.249.78.240 |l srael 147.237.72. 166 |aka. i df . i | Distributed Whauthorized URL Access on 147.237.72. 166/ B ock 1
208.115.113.82 |lhited Sates |147.237.0.34 [tikshuv.idf.il |Unauthorized URL Access to tikshuv.idf.il/nain/giyus/ general .aspx B ock 1
157.55.39.106 |Wited Sates |147.237. 77. 216 |dover. i df .i | Unaut hori zed URL Access to www i df . il/1283-19142-en/ dover. . .the B ock 1
27.22.21.158 Chi na 147.237.72. 166 [aka. i df . i | Adnin Bl ocki ng Bl ock 1
80. 246. 139. 152 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code Bl ock 1
66.249. 64. 233 |l srael 147.237.77.216|dover . i df . i Distributed Waut horized URL Access on wwidf.il/error. htm B ock 1
131.253.25. 211 |lhited Sates [147. 237. 77. 216 |(dover.i df .i | Distributed Whaut hori zed URL Access on wawidf.il/error. htm B ock 1
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