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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address
167. 114. 156. 16

Canada

Target Address

Signature

Device Action

Count

147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 7
185.94.111. 1 Russi an Federation 147.237.76. 196 e.sviva.idf.il B ock_Udp Al _Nets dr op 1
185.94.111.1 Russi an Federation 147.237. 76. 198 e.yohalan.idf.il |Bock Wdp All Nets drop 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Ste Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
89.248.167.131  [147.237.8.24 Net her | ands elifestyleidf.il ET SCAN Potential SSH Scan 1
89.248.167.131  [147.237.0.16 Net her | ands ny- kosher -kravi .i df . il ET SCAN Potential SSH Scan 1
130. 211.77. 81 147.237.8.14 Lhited Sates e.orchot.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
91.201.236.155  [147.237.76.199 |lkrai ne e. nakchal i df .i | ET SCAN NMAP -sS wi ndow 4096 1
91.201.236.155  |147.237.76.199 |lkraine e. nakchal .idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
89.248.167.131  [147.237.77.216 |Netherl ands dover.idf.il ET SCAN Potential SSH Scan 1
89.248.167.131  [147.237.77.178 |Netherl ands e. mat pash. i df .i | ET SCAN Potential SSH Scan 1
89.248.167.131  |147.237.76.86 Net her | ands navy.idf.il ET SCAN Potential SSH Scan 1
89.248.167.131  [147.237.8.46 Net her | ands e. chinuch.idf.il ET SCAN Potential SSH Scan 1
89.248.167.131  [147.237.8.14 Net her | ands e.orchot.idf.il ET SCAN Potential SSH Scan 1
82.117.208.243  |147.237.72.156 aman. i df .l ET SCAN NMAP -sS wi ndow 1024 1
130. 211.77. 81 147.237.0. 15 Lhited Sates kosher-kravi.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
91.201.236.155  [147.237.76.199 |lkrai ne e. nakchal .i df .i | ET SCAN NMAP -sS wi ndow 3072 1
89.248.167.131  [147.237.77.235 |Netherl ands sviva.idf.il ET SCAN Potential SSH Scan 1
89.248.167.131  [147.237.77.212 |Netherl ands e.dover.idf.il ET SCAN Potential SSH Scan 1
89.248.167.131  [147.237.76.177 |Netherl ands ncore.idf.il ET SCAN Potential SSH Scan 1
89.248.167.131  [147.237.72.156 |Netherl ands aman. i df .l ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
98.244.138. 172 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 58
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
82.132.212. 118 |Wnited K ngdom|147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 41
94.77.196. 82 Saudi Arabia 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 35
Sreaning Engine: TP Invalid i i ssi
66.249.78.146 |lhited Sates  |147.237.72. 166 |aka i df .i| 9 =9 Invalid segnent retransmssion. g 30
Ret r ansni ssi on Packet dropped.
139. 162. 216. 112|lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 30
66.249.93.111 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
66. 249. 93. 119  |Europe 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 18
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 14
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
66. 249. 93. 115  |Europe 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 14
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 14
198.58.103. 102 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
162.243.99. 146 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 12
50. 87.144.145 |lhited Sates  [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
198.58.102.96 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
52.29.223. 39 Ger many 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 12
54.212.105. 247 |Lhited Sates  [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 11
52.12.102. 90 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
82.132.212. 118 |Unhited Kingdom|147.237.77. 176 |nat pash.idf.il drop First packet isn't SN drop 10
157.55.39.106 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
128.242.249.12 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
128.242.249.13 |wited Sates |147.237. 77. 216 |dover. i df .i drop First packet isn't SWN drop
Vb Server Enforcenent HTTP Deni
130.203.136.75 |Wited Sates |147.237.77.74 [lawidf.il _ Véb Servers S ow Denial of | o ect 8
Mol ation Servi ce
207. 46.13. 22 Lhited Sates [147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
Sreaning Engine: TP Invalid i i ssi
176.13.5.46  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
92.247.181.29 |Bulgaria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
66.249. 66.184 |Uited Sates  |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
195. 34.150. 18 |Austria 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
141.8.132.78 stls;;”ion 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 4
208.115.113.89 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
172.56.13.160 |[Lnited Sates |147. 237. 72. 156 |anan.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi
66.249.64. 177 |Wnited Sates  |147.237. 76. 147 |chi nuch. aka. i df . i 9 =g Invalid segnent retransmssion. o, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
109. 64.252. 22 |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.78.199 |Wnited Sates |147.237.72.166 |aka i df.il 9 =g Invalid segnent retransmssion. o, 3
Ret ransni ssi on Packet dropped.
66.249. 64. 233 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i ssi
46.19.86.233  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
31.154. 152. 197 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.66.50  |Whited Sates |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
177.207. 4.157 |Brazil 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi
66.249.64.176 |Wnited Sates  |147.237.76.200 |eitan aka idf.il 9 =g Invalid segnent retransmssion. o, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
109. 64. 225. 175 |Israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.53.54, 146 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. o, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
82.102. 169. 113 I srael 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.93.182  |Europe 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. o, 3
Ret ransni ssi on Packet dropped.
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93.173.223.122 | srael 147.237.77.243|nobi le. i df . j|  |Fxamter Type Violation hewassvord in B ock 2
nobi | e. i df . i | /sachar/changepassword
198.58.103. 158 |lnited Sates |147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to waw i df.il/1294- he/ v i df . i | B ock 1
74.82.47. 4 Lhited Sates [147.237.0.19 |madimatal .idf.i|Dstributed Unauthorized URL Access on 147.237.0. 19/ Bl ock 1
207.46.13.145 |lLhited States |147.237.77.176|nmat pash. i df.il Unaut hori zed URL Access to ww cogat.idf.il/tenpl ates/fag/ B ock 1
173.153.21. 177 |Uited Sates |147.237.76.200|ei tan. aka. i df. il [Uhaut hori zed Met hod HEAD for ww eitan. aka. i df.il/894-he/eitan. aspx |None 1
66.249.66.84  |Israel 147.237.76.31 |nakchal .idf.j| [authorized LR Access to B ock 1
waw nakhal . i df.il/consol e/ core/ doc_ngr/ doc _ngr. asp
201.202. 125. 150|Qosta R ca 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
: . . . |Uhaut hori zed URL Access to
173.153.21. 177 |wited Sates |147.237.76.200]|ei tan. aka.idf.il Vo ei tan. aka, i df i |/t enpl at es/ honepage/ nobi | e Bl ock 1
. ] Uhaut hori zed URL Access to
66.249.78.234  |Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ 1 | es/ 2/ 71582, pf Bl ock 1
207. 46. 13. 22 Lhited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
94.159. 165. 33 |l srael 147.237.0.19 |madimatal . i df. i |Suspici ous Response Code B ock 1
184. 105. 247. 195|Whited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
Uhaut hori zed URL Access to
68. 180. 229. 226 |lhited Sates [147.237.77.74 |lawidf.il www | aw i df . il /tenpl ates/tenpl at econt rol s/ news/ si p_storage/ fil es/ 7/ 1437. |B ock 1
pdf /
. . . Uhaut hori zed URL Access to
207. 46.13. 22 Lhited Sates |[147.237.77.216|dover.idf.il v i df i 1/ engl i sh/ neve/j unp. 2 eng_300900. st ) Bl ock 1
156. 170. 173. 22 |Egypt 147.237.77.216|dover.i df . il Dstributed Lhauthorized LR Access on waw idf.il/error. htm B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
31.154. 152. 197 |[lIsrael 147.237.72. 166 [aka. i df . i | vnw aka i dff i |/ mai v sachar / nai | box. aspx None 1
185. 3. 144. 33 I srael 147.237.76.42 |refuah.idf.il Mil tipl e Uhaut horized URL Access from 185. 3. 144. 33 B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230.108 |Lhited Sates |147.237.76.31 [nakchal .idf. il | o " 0 e O 1073 hel nakhal  aspx Bl ock 1
207. 46.13.55 Lhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter tmin aka.idf.il/nain/giyus/ None 1
160. 176. 135. 239|Mbr occo 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to ww i df.il/anan B ock 1
66. 249. 64. 80 — 147. 237. 76. 200 |ei tan. aka. i df . i | Uhaut hori zed URL Access to www ei tan. aka. i df.il/1093-7963-he/ NW XN B ock 1

aspx. N
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