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05-01-2016-04:04:01 to 05-01-2016-05:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_ Wp Al _Nets drop 9
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3
204. 42. 253. 2 Lhited Sates 147.237. 76. 38 e.eneitav.idf.il B ock Wp Al Nets drop 1
185.94.111.1 Russi an Federation 147. 237. 76. 38 eeneitav.idf.il B ock Wp Al Nets drop 1
185.94.111.1 Russi an Federation 147.237.76. 147 chi nuch. aka.idf.il B ock Wp Al Nets drop 1




05-01-2016-04:04:01 to 05-01-2016-05:04:01

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1




05-01-2016-04:04:01 to 05-01-2016-05:04:01

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
91.227.164.5 147.237.77. 216 I 'srael dover.idf.il GPL SCAN nyscan 2
14. 161. 38. 245 147. 237. 76. 198 M et nam e.yohal an.idf.il ET SCAN Potential SSH Scan 2
91.227.164.5 147.237.77. 216 I 'srael dover.idf.il | NDI CATOR- SCAN nyscan 2
220. 249. 194. 151 147. 237. 76. 86 Chi na navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80.82.78.38 147.237.0. 16 Net her | ands ny-kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
220.231.195. 122 147.237.0. 35 Chi na akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
66. 240. 213. 93 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
14. 161. 38. 245 147. 237. 76. 202 M et nam e halag.idf.il ET SCAN Potential SSH Scan 1
104. 197. 72. 206 147. 237.76. 177 Lhited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
14.161. 38. 245 147. 237.76. 148 M et nam gqcent er . aka. i df .i | ET SCAN Potential SSH Scan 1
104. 171. 122. 176 147.237.77. 227 Lhited Sates e. hanaz. i df .i| ET SCAN NMAP -sS wi ndow 3072 1
104. 171. 122. 176 147.237. 8. 24 Lhited Sates elifestyleidf.il ET SCAN NVAP -sS w ndow 2048 1
93.189. 26. 18 147.237.77.61 Austria e.cogat .idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 38 147.237.76. 44 Net her | ands erefuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
220.231.195. 122 147.237.0. 35 Chi na akavs. i df .i | ET SCAN NMAP -sS wi ndow 3072 1
78. 63. 82. 209 147.237.77. 216 Li t huani a dover.idf.il Xenu Link Seuth User Agent 1
208. 100. 26. 228 147.237.0. 16 Lhited Sates ny-kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
66. 240. 213. 93 147.237.77. 121 Lhited Sates e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 197. 72. 206 147. 237.76. 199 Lhited Sates e. nakchal .idf il ET SCAN NVAP -sS wi ndow 1024 1
104. 171. 122. 176 147.237.77. 227 Lhited Sates e. hanaz. i df .i| ET SCAN NMAP -sS wi ndow 4096 1
14. 161. 38. 245 147.237.0. 16 M et nam ny- kosher -kravi . i df . i ET SCAN Potential SSH Scan 1
104. 171. 122. 176 147.237.8.24 Lhited Sates elifestyle idf.il ET SCAN NMAP -sS wi ndow 3072 1
104. 171. 122. 176 147.237. 8. 24 Lhited Sates elifestyle.idf.il ET SCAN NVAP -f -sS 1
89. 248. 167. 131 147.237.77. 233 Net her | ands atal.idf.il ET SCAN Potential SSH Scan 1




05-01-2016-04:04:01 to 05-01-2016-05:04:01

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
66.87.125. 11 Lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 83
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 41
193.188.95.95 |Jordan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 39
139. 162. 216. 112|Uhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 36
157.55. 39. 53 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 25
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
198. 223. 203. 145|Uhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 23
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 22
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
136. 243.5.203 |Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 20
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 18
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
45. 35. 64. 142 Lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SN drop 15
66.249.66.184 |Uited Sates |147.237.0.34  |tikshuv.ior. 1|2 €@M NG Engi ne: TCP Invalid Inval i d segnent retransnission. drop 15
Ret ransni ssi on Packet dr opped.
68.180.231.43 |lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 14
157.55.39.106 |Uhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 13
198.58.103. 115 [lhited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 12
162.243.99. 146 |[hited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 12
66.240. 78,146 |Uited Sates |147.237.72. 166 laaidr.il |2 €amng Engine: TP Invalid Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
50.87.144.145 |lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 12
162.243.126.57 |Uited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 12
175.136.91.80 [Mil aysia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
190. 100. 239. 44 |Chile 147.237.77. 176 |nat pash. i df . i 1|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 10
208.115.111. 73 |Wited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 10
207. 46. 13. 22 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 9
190. 100. 239. 44 |chile 147.237.77. 176 |mat pash. i of .i1|Bad TCP sequence mﬁf,]v(srcztl reansm't wthdifferent | o iior s
130.203.136.75 |lLhited Sates |147.237.77.74 [lawidf.il  |Véb Server Enforcenent Mol ation V;:)foévers St ow HITP Ceni al - of rej ect 8
190. 100. 239. 44 |Qhile 147.237. 77. 176 |nat pash. i of . i ||dr op First packet isn't SYN drop 8
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
204.79.180.8 Lhited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 6
92.247.181.29 |Bilgaria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
185.3.147.246 |l srael 147,237, 72, 166 |aka i 11 || SaM NG Engi ne: TGP Inval i d I val i d segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
37.130.227. 133 LKTi;;éjom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5
204.79.180. 163 |Wited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 5
204.79.180.86 |Lhited States [147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 5
204.79.180.43 |Lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 5
54.162.224.26 |Wited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
37.26.148.191 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
204.79.180.33 |Wited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 4
192. 249. 66. 247 [hited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 4
130. 211. 130. 218|thited Sates [147.237.77. 216 [dover.idf.il |drop First packet isn't SYN drop 4
24.236.84.108 |Uited Sares [147. 237,77, 216 |dover iar.i1 2" @M NG Engi ne: TCP Invalid Invalid segnent retransnssi on drop 4
Ret ransni ssi on Packet dr opped.
208.115.113.89 |Lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 4
204.79.180.223 |Lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 4
204.79.180.5 Lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 3
204.79.180.171 |Lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 3
204.79.180.114 |thited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 3
204.79.180.236 |Wited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 3
204.79.180.104 |Lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 3




05-01-2016-04:04:01 to 05-01-2016-05:04:01

|Top Attackers In V\AF|

A tacker . ) Devi ce
Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
157.55.39.106 |Uited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwidf.il/india/ B ock 1
5.39.222. 159 Net her | ands 147.237.0.19 |nadimatal .idf.i| |Dstributed Unhauthorized UR. Access on 147.237.0. 19/ Bl ock
208.115.113.82 |lhited Sates [147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation docld in tikshuv.idf.il/sitelstory. aspx B ock
80.246.136.10 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Mt hod HEAD f or . B ock 1
viwy aka. i df . i | / nai n/ sachar/ vi ewpaysl i p. aspx
: . . Uhaut hori zed URL Access to
157.55.39. 122 |Uited Sates [147.237.77.170|nmarachot.idf.il naar achot i f i1/t enpl at es/ j ournal vi ew j ournal vi ew aspx Bl ock 1
54.184.28.94 Lhited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin wa i df.il/1397-en/ dover.aspx |B ock 1
157.55. 2. 142 Lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wawnidf.il/error. htm Bl ock 1
207.46.13.104 |wited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww | aw i df . i|/935- 4489- B ock 1
. . Uhaut hori zed URL Access to
66.249.78.246 |l srael 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ rai n/ smal i nd showbi g. aspx Bl ock 1
: . . . Uhaut hori zed URL Access to
157.85.39. 43 Uited Sates 147.237.0.34  [ti kshuv.idf.il ww ti kshuv. i df.il/tenpl at es/ oprol escat egory/ opr ol escat egory. i n. aspx Bl ock !
207.46.13.143 |United Sates |147.237.77.170 |nmarachot . i df . j| [authorized LR Access to B ock 1
naar achot . i df . i1 /tenpl at es/ general / general . aspx
] . . Paraneter Type Mol ati on PageNumin
68.180.229. 241 |lhited Sates |147.237.77.176|nmat pash.idf.il v cogat i df i |/ 1038- ar/ cogat . aspx Bl ock 1
} . . . Uhaut hori zed URL Access to
157.55.39. 85 United Sates |147.237.0.34 |tikshuv.idf.il wan ti kshuv. i df . i |/ nodul es/ shar ed/ user cont r ol s/ navnenu/ nazi . i df . i | Bl ock !
. . Uhaut hori zed URL Access to
2.53.53. 155 I srael 147.237.76.42 |refuah.idf.il W refua atal i df i1/ tenpl at es/ neve/ nobi | e Bl ock 1
207. 241, 237. 229|United Sates |147.237.0.15 |kosher-kravi . i df . [ 1authorized LR Access to B ock 1
kosher - kravi . i df.il/tenpl at es/ honepage/ honepage. aspx
68.180.231.43 |Lnited Sates |[147.237.77.216|dover.idf.il Par aneter Type M ol ati on PageNumin waw i df . il/1399-en/ dover. aspx  [B ock 1
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