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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 8077
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1086
79.181. 149. 214 | srael 147.237.77. 216 dover.idf.il B ock UWp Al Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1

66. 240. 192. 138 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |B ock Udp All _Nets drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock_Up Al _Nets drop 1
123. 59. 59. 52 Chi na 147.237.77. 170 naar achot . i df.i | bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
85,189, 179,48 |147. 237 0 35 Wi ted akave. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Ki ngdom Potential Scan or Brute Force
13.92.103.193 [147.237.0.33 |Uiited Sates |[idf.il ET SCAN NMAP -sS wi ndow 3072 1
13.92.103.193 |147.237.0.33 |lhited Sates |idf.il ET SCAN NVAP -f -sS 1
113. 240. 250. 154|147. 237. 77. 233 |Chi na atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
13.92.100. 128 |147.237.77.233|lnited Sates |atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
113. 240. 250. 154|147. 237. 77. 205 |Chi na prisha idf.il ET SCAN NMAP -sS wi ndow 1024 1
111. 68. 104. 195 |147.237.76.86 |Paki stan navy. i df.il ET SCAN NVAP -sS w ndow 2048 1
107. 158. 255. 194|147. 237. 77. 234 |thited Sates |halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
107. 158. 255. 194(147. 237. 77. 234 |Uhited Sates |halag.idf.il ET SCAN NVAP -f -sS 1
93. 189. 26. 18 147.237.77. 74 |Austria lawidf.il ET SCAN NVAP -sS w ndow 1024 1
66.240.213.93 |147.237.77.121|Whited Sates |e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
13.92.103.193 [147.237.0.33 |Wnited Sates |[idf.il ET SCAN NVAP -sS wi ndow 2048 1
130.211.77.81 |147.237.8.27 |Uited Sates |e.nadimata .idf.i[ET SCAN Potential VNC Scan 5900- 5920 1
13.92.100. 128 |147.237.77.233|lnited Sates |atal.idf.il ET SCAN NMAP -sS wi ndow 4096 1
113. 240. 250. 154|147. 237. 77. 227 |Chi na e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
111. 68. 104. 195 |147.237.76.86 |Paki stan navy. i df.il ET SCAN NVAP -sS w ndow 4096 1
111. 68.104. 195 |147.237.76.86 |Pakistan navy.idf.il ET SCAN NVAP -f -sS 1
107. 158. 255. 194|147. 237. 77. 234 |Uhited Sates |halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104.197.72.206 |147.237.8.28 |Wiited Sates |e.nobile-ks.idf.il|ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘S|gnature

66. 87.119. 97 Lhited Sates |147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 123
Sreanming Engine: TCP Invalid i i ssi

66.249.78. 146 |United Sates |147.237.72. 166 |aka idf.il g =g Invalid segnent retransnission drop 69
Ret r ansmi ssi on Packet dr opped.

38.111.147.83 |lLhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 25

139. 162. 216. 112|thited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 24

207. 46. 13. 22 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 22

37.26.146.251 |lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 15

197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 12

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 12

198.58.103. 114 |[thited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 12
Sreaning Engine: TP Invalid i i ssi

66.249. 66.184 |Uited Qates |147.237.0.34 |tikshuv.idf. i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.

189.82.118. 105 |Brazil 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 12

198.58.103. 158 |[lhited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 12

52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 12

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 10

87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
Sreanming Engine: TP Invalid i i ssi

66.249.64.190 |lnited Sates |147.237.72. 166 |aka idf.il g =g Invalid segnent retransnission drop 9
Ret r ansmi ssi on Packet dr opped.

157. 55. 39. 53 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop

84.132. 35. 90 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop

130.203.136.75 |Wited Sates |147.237.77.74 [lawidf.il |[Véb Server Enforcenent Miol ation ngfvisfévers Stow HITP Denial - of rej ect 8

54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop

207.46.13.178 |lhited States |147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop

45. 35. 64. 142 Lhited Sates |147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi

185.3.147. 246 | srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.

38.108. 87. 20 Canada 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 6
Sreamng Engine: TCP Invalid i i ssi

89.138.201.2  [israel 147.237.77. 243 |robi | e. i of . i | g =g nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.

70.198.203. 121 |lhited States |147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 6
Sreamng Engine: TQP Invalid i i ssi

109. 65. 186.97 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segment retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.

52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop

96.224. 0. 54 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop

38.111.147.88 |lLhited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop

176.13.6.177  |Israel 147.237.76.42 |refuah.idf.i1[Bad TCP sequence S retransmt with different wndow | ooivor |5

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop

66.44.112.104 |Lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop

95.186.89.221 |Saudi Arabia |147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi

185. 44. 151, 206 |Ger many 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransnission. drop 4
Ret r ansni ssi on Packet dr opped.

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 3
Sreamng Engine: TQP Invalid i i ssi

109. 253. 150. 23|I srael 147.237.72. 166 |aka i df . g =g Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.

88. 191. 204. 49 France 147.237.72. 166 |aka.idf . il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TP Invalid i i ssi

109. 253. 225.50 |Israel 147. 237.72. 166 |aka i f . g =g Invalid segnent retransission drop 3
Ret r ansmi ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

46.19.85.165 | srael 147.237.72. 166 |aka i f .1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.

93.13. 36. 93 France 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop

185. 18. 206. 194 |[Israel 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi

46.19. 86. 46 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.

87.163.117.90 |Ger many 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 3

217.132.87.189 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 3

185. 3. 144. 82 | srael 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 2

185. 18. 206. 194 |l srael 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 2

86.25.51. 239 zlnt:gom 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 2

192. 249. 66. 247 |nited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SYN drop 2

79.179.13.155 |lsrael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
185. 120. 125. 130]l srael 147.237.77.243|nobi l e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login |B ock 2
159. 255. 164. 55 |[Iraq 147.237.0.15 |kosher-kravi.idf.il Unaut hori zed LRL Access to 147.237.0. 15/ B ock
66.249. 64. 233 |Israel 147.237.77.216|dover.i df . il D stributed Uhauthorized URL Access on wanidf.il/error.htm |B ock
. m ny- kosher - kravi . i df _
216.218.206.66 |lLhited Sates 147.237.0. 17 il Uhaut hori zed URL Access to 147.237.0.17/ B ock 1
109. 92. 189. 61 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www i df.il/navy/ B ock 1
38.111.147.83 |lnited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/894-he B ock 1
159. 255. 164. 55 |iraq 147.237.0.19 |madimatal .idf.il Lhaut hori zed URL Access to 147.237.0.19/ B ock 1
. . Uhaut hori zed URL Access to
66.249.78.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
5.39.222. 159 Net her | ands 147. 237. 76. 147 |chi nuch. aka. i df . i | Unhaut hori zed URL Access to 147.237.76. 147/ B ock 1
220. 255. 97. 209 |9 ngapor e 147.237.77. 216 |dover.i df . il D stributed Lhauthori zed URL Access on wvwwvidf.il/error.htm |B ock 1
. . Paraneter Type M ol ation SearchText in
109. 253. 145. 21 [l srael 147.237.77. 216 [dover. i df . i | v i df i 1/ 1065- he/ dover . aspx Bl ock 1
. . . Lhaut hori zed URL Access to
49.177.22.136 |Australia 147.237.77.216|dover.idf . il v i df i 1/t enpl at es/ honepage/ mobi | e B ock 1
. . Uhaut hori zed URL Access to
176.13.6. 177 I srael 147.237.76.42 |refuah.idf.il 147 237. 76. 42/ sty ef shar edi r eset . css Bl ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.229. 241 |lhited Sates [147.237.77.176 |nat pash. i df . i | v cogat . i df i | / 2065- hel cogat . aspx Bl ock 1
. . . Unaut hori zed Met hod HEAD f or
36.250.175.18 |China 147.237.72. 166 [aka. i df . i | v aka. i o i 1/ mai r/ i | ui i about . aspx B ock 1
131.253.25.182 |UWited Sates |147.237.77.216|dover.idf.il Ostributed Lhaut hori zed URL Access on waw idf.il/error.htm |B ock 1
54.86.145.194 |lnited Sates |[147.237.77.216|dover.idf.il Unaut hori zed LRL Access to wanidf.il/&t B ock 1
68.180.231.43 |Uited Sates |147.237.77. 216 |dover. i df . i | Paraneter Type Vi ol ation PageNumin B ock 1
wwy i df . i |/ 1133-ar/ dover. aspx
36.250.175.18 |China 147.237.77. 216 |dover . i df . il Mil tipl e Unaut hori zed URL Access from 36. 250. 175. 18 B ock 1
131. 253.25.205 |thited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/error.htm B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 72 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166 si p,_st o agel f | es/ O/ 61340,  pg B ock 1
. . . Uhaut hori zed URL Access to
207.46.13.178 |lhited Sates [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 19405- he/ dover . aspx) Bl ock 1
89. 138. 201. 2 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
. . . Uhaut hori zed URL Access to
36.250.175.18 [China 147.237.77.216|dover.idf . il Wi i df .| / shar el user cont r ol s/ header upper / B ock 1
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