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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3917
120. 132. 50. 135 Chi na 147. 237. 76. 200 eitan. aka. idf.il |bl ock-sp-trafl forward 4
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2
83. 110. 150. 79 Lhited Arab Emrates 147.237.77. 216 dover.idf.il HTTP- M SG- Acunet i x- Ur | dest - r eset 1
195. 154. 181. 126 France 147.237.76. 38 eeneitav.idf.ilB ock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A t acker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
104. 214.25. 64 |147.237.76.196 |Lhited Sates |e.svivaidi.il |[ET SCAN NVAP -sS wi ndow 4096 1
82.117. 208. 243 [147. 237. 0. 200 . i of i | ET SCAN NMAP -sS wi ndow 1024 1
13.92.122. 143 |[147.237.77.205|lhited Sates |prisha.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
203. 86. 29. 220 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
175.143.9.200 |147.237.0.34 |Miaysia Cikshov. i ] ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104. 214. 25. 64 |147.237.76.196 |Lhited Sates |e.svivaidf.il |[ET SCAN NVAP -sS wi ndow 3072 1
13.92.122. 143 |147.237.77.205|thited Sates |prishaidi.il |ET SCAN NVAP -sS w ndow 2048 1
13.92.122. 143 |[147.237.77.205|Uhited Sates |prishaidf.il |ET SCAN NVAP -f -sS 1
212.129. 15. 245 [147. 237. 77. 176 |France natpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1
203. 86. 29. 220 |(147.237.76. 177 |Chi na ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
190. 124. 35. 115 |147. 237. 76. 38 |N caragua e.e.neitav.idf.ifET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

84.95.208.20  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| Streaning Engine: TCP Invalid finvalid segnent retramsmssion. |, 63
P
Ret r ansmi ssi on Packet dr opped.
84.200. 45. 154  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 51
45. 45, 135. 17 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
84.95.208.20  |Israel 147.237. 72. 166 |aka. i df i Streaning Engine: TCP Invalid fimalid segrent retransmssion. |y, 33
P
Ret r ansni ssi on Packet dr opped.
197. 45. 132. 217 |Hgypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 33
Russi an . . -
37.204. 40. 67 eration 147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 32
157.55.39. 106 |Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 29
23.106.244.91 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
217.132.43.185 |Israel 147.237.77. 243 |nbil e. i of .i Streaning Engine: TCP Invalid fimalid segrent retransmssion. |y, 18
P
Ret r ansni ssi on Packet dr opped.
79.177.198.123 | srael 147. 237.77. 243 |nobi l e. i . Streamng Engine: TCP Invalid |invalid segrent retransmssion |, o 18
P
Ret r ansni ssi on Packet dr opped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 17
207.93.10.195 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 16
8.18.120.51 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
37.26.149.231 |israel 147. 237. 72. 166 |akai df .| Streamng Engi ne: TCP Inval id |imalid segrent retransmssion. | o 15
P
Ret r ansni ssi on Packet dr opped.
54.162. 16. 100 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
139.162. 216. 112|lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 13
23.80.148.120 |Wited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 13
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
Sr ( i ne: i i i ssi
46.19.85.214  |israel 147.237.77. 243 |nbil e. i of .i eaning Engine: TQP Inval id fimvalid segment retransmssion. | 12
P
Ret r ansni ssi on Packet dr opped.
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
162. 243. 125. 185|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
198.58.102.95 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12
52.12.5.139 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
23.80.147.90 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 11
84. 200. 45. 42 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
46.19.86.231  |israel 147.237. 7. 243 |nobil e.i df .i | Streaning Engi ne: TCP Inval id fimvalid segnent retransmssion. | o 9
P
Ret r ansni ssi on Packet dr opped.
80.138.201.2  [Israel 147. 237.77. 243 |mobil e. i df i Streaning Engine: TCP Invalid fimalid segrent retransmission. |y, 9
P
Ret r ansni ssi on Packet dr opped.
176.13.18.110 [Israel 147.237. 7. 243 |nobil e.i df .i | Streaning Engi ne: TCP Inval id fimvalid segnent retransmssion. | o 9
P
Ret r ansni ssi on Packet dr opped.
50.87.144. 145 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop
128.242.249.10 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
130.203.136.75 |Wited Sates |147.237.77.74 |lawidf.il veb Ser ver Enf or ceent Véb Servers St ow Denial of | oot 8
Violation Servi ce
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
67.243.147.176 |lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
79. 179. 23. 69 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
77.126.212.156 |[lsrael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
r- n H : H . . .
84.95.208.20  |Israel 147.237.0.34  |tikshwv.idf.il Streamng Engi ne: TCP Inval id |imvalid segnent retransmssion. | o 6
P
Ret r ansni ssi on Packet dr opped.
176.9.127.69 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
Russi an . . -
141.8.132. 78 eration 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
66.249.78.146 |[Lnited Sates |147.237.72.166 |aka.idf.il Streamng Engi ne: TCP Inval id |imalid segnent retransmssion. | o 6
P
Ret r ansni ssi on Packet dr opped.
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
207. 46. 13. 22 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 5
207.46.13.178 |Whited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 5
89. 13.97. 92 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
157.55. 39. 43 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 4
109. 65. 120. 185 |Israel 147. 237.77. 226 "‘i‘"l”“ha”atz' aka Tdf 1oyN At t ack SYN -> SYN-ACK -> Timeout |reject 4
87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
157. 55. 39. 53 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 120
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 72
wwwv chamat z. aka. i df _ _
84. 95. 208. 20 | srael 147.237.77. 226 i Mil tiple Uhauthorized URL Access from 84. 95. 208. 20 Bl ock 25
84. 95. 208. 20 I srael 147.237.77.216|dover. i df . i | PHP Att enpt B ock 12
www. chamat z. aka. i df
84. 95. 208. 20 | srael 147.237.77. 226 i PHP Att enpt Bl ock 10
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 8
. . Parameter Type M ol ati on PageNumin
149. 202. 239. 134|France 147.237.77. 216 |dover . i df . il v i df i 1/ 1283- en/ dover . aspx Bl ock 6
. . Ostributed Paraneter Type Mol ation on
149. 202. 239. 135|France 147.237.77. 216 (dover. i df . il v i df i 1/1283- en/ dover . aspx paranet er PageNum Bl ock 6
84. 95. 208. 20 | sr ael 147.237.76.86 |[navy.idf.il Ml tiple Unauthorized URL Access from 84.95. 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . il Ml tiple Unauthorized URL Access from 84. 95, 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.77.234|hal ag.i df . i | Mil tipl e Unauthorized URL Access from 84.95. 208. 20 Bl ock 4
217.132.43.185 |[Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode B ock 4
46.19. 85. 214 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 3
79.177.198. 123 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 3
46.19. 85. 226 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
84.111.43.43 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf . il PHP At t enpt B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 3
89. 138. 201. 2 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
176.13.18.110 |[lIsrael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 3
109. 253. 131. 13 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
46. 19. 86. 231 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
85.64.103.179 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | Mil tiple Unaut hori zed URL Access from 84.95. 208. 20 B ock 2
54.210.18.124 |lnited Sates |147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. txt Bl ock 1
84. 95. 208. 20 | sr ael 147.237.77. 176 [nat pash. i df . i | PHP Attenpt B ock 1
] . . Unaut hori zed URL Access to
17.142.155.123 |[Wited Sates (147.237.77.74 |lawidf.il vow g, | df . 1/ appl e app- i t e- associ at i on Bl ock 1
220. 181. 108. 162|Chi na 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to v idf.il/newsite/english/main asp |B ock
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il PHP At t enpt B ock 1
. . O stributed Unaut hori zed URL Access on
149. 202. 239. 135|France 147.237.77. 216 |dover . i df . i | vow i df i 1/t enpl at es/ shar ed/ user cont r ol s/ header upper/ B ock 1
91.218.192. 254 |Wkraine 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qoen Mde None 1
. . Unaut hori zed URL Access to
66.249.78.246 |l srael 147.237.72.166 |aka. i df . il 147. 237. 72. 166/ rmi n/ smal i nd showbi g. aspx B ock 1
. - . Paraneter Type Mol ation ct|00$Cont ent A aceHbl der 16t xt Bai | in
189. 122. 231. 101 |Brazi| 147.237.77. 216 |dover . i df . il v i df i 1/ 1038- en/ dover . aspx Bl ock 1
. . Unaut hori zed Met hod HEAD f or
148. 251. 176. 212|Ger many 147.237.72. 166 [aka. i df . i | vowv aka. i o i |/ brot her s/ ski ral def aul t . asp B ock 1
. . Uhaut hori zed URL Access to
66.249.64.119  |Israel 147.237.76.86 |[navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ showf or um asp B ock 1
84. 95. 208. 20 I srael 147.237.77. 234 |hal ag.i df . il PHP Attenpt B ock 1
31.178.144.59  [Pol and 147.237.72. 166 |aka. i df . | thknown Paranet er __\1 BEABTATEENCRYPTED i n None 1
ww aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
] . . Unaut hori zed URL Access to
157. 55. 39. 18 Wited Sates |147.237.72.166(aka.idf.il aka.i df i1/ sachar  f or ns/ downl oadf or m asp Bl ock 1
95.86.81.136  |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to i df.il/https:/viwidf.il/ B ock 1
68.180.230.45 |Lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
www chamat z. aka. i df i
84.95.208.20 | srael 147.237.77.226| tnaut hori zed URL Access to o B ock 1
il wan chamat z. aka. i df . il /tenpl at es/ honepage/ di v.item
198. 58. 103. 158 |wnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/1294-en/wwn i df.il/english |B ock 1
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il PHP Attenpt B ock 1
. . S Untraceabl e Gonnection - Protocol violation
79.179.66.211 |l srael 147.237.72. 166 |aka. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
66. 249. 64. 229 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1274-he/ atal . aspx  |B ock 1
- . Unaut hori zed URL Access to
37.26.146.219 |Israel 147.237.77.234|hal ag. i df . il 147 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
] . . Uhaut hori zed URL Access to
157.55.39.47  [lhited Sates |147.237.77.216|dover.idf.il 147. 237, 77. 216/ 1133- 19748- he/ i df gdover . aspx Bl ock 1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il PHP At t enpt B ock 1
74.101.195.209 tnited Sates |147.237.77.216|dover. i df .| Paraneter Type Mol ation Searchfext in B ock 1
wa i df . i | /1065- en/ dover . aspx
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