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M dover.idf.il

M nobi le.idf.il

M aka.idf.il

M nadi matal .idf.i

M navy.idf.il

M refuah.idf.il

[ aman. i df .il

Wiawidf.il
tikshuv.idf.il

Meitan aka.idf.il

M 167. 114. 156. 16
94. 228. 34. 248

¥ 205. 203. 135. 1
46.19. 86. 14

M 2.53. 14. 215

W 46. 19. 86. 100

[ 197. 45. 132. 217

W 109. 65. 208. 210
213. 8. 204. 59

Il 89. 138. 69. 125




|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 8660
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 313

212. 143. 254. 66 | srael 147.237. 76. 86 navy.idf.il Bl ock Udp All Nets drop 7

79.179. 15. 37 I srael 147.237.77. 74 lawidf.il Block Udp All Nets drop 3
82.221.105. 7 | cel and 147.237.76. 34 yohal an.idf.il Bl ock_ Udp All _Nets drop 1

185.94. 111. 1 Russi an Federation 147.237.76. 199 e.nakchal .idf.il |Block Wdp Al Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 1
185.94.111. 1 Russi an Federation 147.237.76. 196 e.sviva.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
175. 184. 203. 44 147.237.76. 86 Australia navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
130. 211. 77. 81 147. 237. 77. 205 Lhited Sates prisha.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
58. 218. 204. 211 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
37.26.148. 128 147.237.77. 216 I srael dover.idf.il portscan: TGP O stributed Portscan 1
194. 56. 4. 53 147.237.77.216  |Satzerland dover.idf.il portscan: TCP D stributed Portscan 1
175. 184. 203. 44 147. 237. 76. 86 Australia navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
130. 211.77. 81 147. 237.77. 226 Wited Sates wan charat z. aka. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
130. 211.77.81 147. 237.76. 44 Lhited Sates erefuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
58. 218. 204. 211 147. 237. 76. 201 Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
176.122.49. 3 147.237.0. 34 Russi an Federation tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
94. 228. 34. 248 LKJ?Ir:;gom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 133
205.203.135.1 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 52
Sreaning Engine: TCP Invalid i i SSi
46.19. 86. 14 I sr ael 147.237.77. 243 |robi L e. i of . i1 9 =g nvalid segnent retransmssion. drop 48
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
2.53.14. 215 I srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
46.19.86.100  |Israel 147.237.77. 243 |robi L e. i of . i1 9 =g nvalid segnent retransmssion. drop 27
Ret ransmi ssi on Packet dropped.
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
94.77.196. 82 Saudi Arabia |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 17
89.138.69.125 |[lIsrael 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 17
46. 19. 85. 49 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 15
139. 162. 216. 112|lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 12
198. 58. 99. 82 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 12
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreaming Engine: TGP Invalid i i sSi
80. 246. 136. 119 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
185. 120. 125. 1321 sr ael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
208.115.113.89 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 11
128.242.249.10 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 10
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
79.180. 173. 209 |l srael 147.237. 77. 216 |dover.idf .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 10
82. 69. 103. 167 LKJ?'r:gegom 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 9
Véb Server Enforcenent HTTP Ceni
130.203.136.75 |Wited Sates |147.237.77.74 [lawidf.il _ Ve Servers S ow Cenial of et 8
Mol ation Servi ce
79.176.37.119 I srael 147.237.72. 156 |aman. i of . i Bad TCP sequence SWretransmt with different monitor |7
W ndow scal e
157. 55. 39. 53 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 7
157.55.39. 106 |Whited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 7
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
. . SYNPAXK retransmit with different .
79.180. 173. 209 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i sSi
109. 64. 246,103 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
185.3.147. 246 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
50. 87.144. 145 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i SSi
46.19.86.226  |israel 147. 237.77. 243 |nobi l e. i f . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.181.155.24 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
79.181.178.57 | srael 147. 237.77. 243 |nobi l e. i f . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66.249.78.12  |lWited Sates [147.237.0.19 [nadimatal.idf.i 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
46.19.85.161  |israel 147. 237.77. 243 |nobi l e. i f . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
82. 132. 228. 45 LKTI;;gom 147.237.77. 216 |dover.idf.il  |drop First packet isnt SWN drop 6
Sreanming Engine: TCP Invalid i i SSi
84.95.208.20  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
67.248.53.208 [Wited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 5
198.58.103. 115 |lLhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 5
5.22.134. 249 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid AGK nunber noni t or 5
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 85. 181 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
79. 69. 205. 17 E?';gegom 147.237.77. 216 |dover.idf.il  |drop Frst packet isn't SN drop 4
Sreaming Engine: TGP Invalid i i sSi
213.57.221. 152 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
95.86.118.223 | srael 147. 237.77. 243 |mobi l e. i i 9 =9 Inval i d segrent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
54.190.181. 69 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
Sreanming Engine: TCP Invalid i i SSi
79.183. 224. 139 |Israel 147. 237. 72. 156 |anan. i of . | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 196. 75 | srael 147.237.72. 166 |aka. i df . 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
66.249. 93.180  |Europe 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
89. 138. 123. 168 |l srael 147. 237. 72. 166 |aka.i of .il SYN At tack SYN -> SYN-ACK -> RST rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 65. 208. 210 |Israel 147.237.0.19 |nadimatal .idf.i| [Dstributed Suspicious Response Code B ock 18
213. 8. 204. 59 I srael 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut horized URL Access from 213. 8. 204. 59 B ock 17
46.19. 86. 100 I srael 147.237.77. 243 |nobi | e. i df . i | D stributed Suspici ous Response Code B ock 9
2.53.14.215 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 8
81.218.241.26 |[Israel 147.237.77. 216 |dover . i df . i | Ml tipl e Unhaut horized URL Access from 81.218. 241. 26 B ock 8
81.218.241.26 |Israel 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 81.218. 241. 26 B ock 6
5. 144. 60. 236 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 5. 144. 60. 236 B ock 6
46.19. 85. 173 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
213.151.35.213 [Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
46. 19. 86. 152 I srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 2
80. 246. 136. 110 |l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 2
46.19. 85. 161 I srael 147.237.77. 243 |nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
80. 246. 136. 119 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
93.172.36.204 | srael 147.237.77.74 |lawidf il thauthori zed URL Access to Bl ock 1
wan | aw i df . i1/ consol ef core/ doc_ngr/ doc_ngr. asp
68.180.231.43 |[lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/navy/htm/tool fs. asp B ock 1
. . Parameter Type Molation & in
185.54.162. 11 |Nether| ands 147.237.76.42 [refuah.idf.il v refua. atal .idf.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
. . Unhaut hori zed URL Access to
51. 255. 65. 5 France 147.237.77. 216 [dover. i df . il 147, 237.77. 216/ 1133- 19072- he/ dover . aspx B ock 1
5. 144. 60. 236 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/sip_storage/files/8/ B ock 1
213. 8. 204. 59 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wa aka. i df.il/main/giyus/[object object] [B ock 1
95.86.118.223 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
79.176.37.119  |Israel 147.237.72. 156 |anan. i df . i | Too Many Cookies in a Request - 106 cooki es B ock 1
. . Dstributed Paraneter Type Mol ation on
185.54.162. 11 |Netherlands  |147.237.77.216|dover.idf.i | W i df .1/t enpl at es/ sendt of ri end sendt of ri end. aspx par anet er & B ock 1
. . Unaut hori zed URL Access to
81.218.241.26  [Israel 147.237.76.86 [navy.idf. i wwv navy. i df.il/sip storage/fil es/ 2/ si ze338x0/ 1652. | pg Bl ock !
66. 249. 78. 22 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www mag. i df.il/993/ pat zar . aspx B ock 1
17.142.155. 148 |Wited Sates |147.237.72. 156 |aman. i df . i | Wnaut hori zed URL Access to o Bl ock 1
vy aman. i df . i | / appl e- app- si t e-associ ati on
79.181.178.57 |[Israel 147.237.77. 243 |nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
2.53.47.171 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
207.46.13.178 |[hited Sates |147.237.77.216|dover.idf.il O stributed Lhaut horized UR. Access on www idf.il/error. htm B ock 1
66.249.78.234  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi ni yoman/ yonan. asp |Bl ock 1
31.178.144.59 |Pol and 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df . i |/ mai n/ sachar/ undef i ned B ock 1
157.55.39.53  |hited Sates |147.237.77.216|dover.idf.il ﬁzfuiho” zed URL Access to waw i df. 11/1283-18907-en/ dover. aspx <alg o 1
46.19. 86. 226 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
’ . . |Whaut hori zed URL Access to
207.241.237.225(Uhited Sates [147.237.0.15  |kosher-kravi.idf.if o " o i df.i1/tenpl at es/ shar ed user cont r ol s/ header upper / Bl ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi . i df . i|aut hori zed URL Access to vww kosher-kravi . idf.il/defaul t.aspx B ock 1
. . Unhaut hori zed URL Access to
66.249.78.236 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ si p._st or age/ fi | es/ 8/ 3208, pdf B ock 1
176.13. 4. 187 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
50.153.245.38 |Uited Sates |147.237.76.200|eitan. aka.idf.il |Unauthorized Method HEAD for ww eitan. aka.idf.il/894-he/ eitan. aspx [None
5. 144. 60. 236 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df.il/ B ock
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