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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
66. 249. 64. 190 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 2529
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 746
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6

79. 183. 13. 169 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 6
2.53.171. 35 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6

80. 107. 56. 237 QG eece 147.237.77.176 nat pash. i df .| L4 Source or Dest Port Zero drop 3
2.53.59. 252 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
178. 162. 211. 225 Ger many 147.237.8.50 e.tikshuv.idf.il |Invalid L4 Header Length drop 1
71.246.31.19 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1

94. 123. 200. 19 Tur key 147.237.77.216 dover.idf.il DOS- HTTP-f i r ef | ood dest - r eset 1
185.94.111.1 Russi an Federation 147.237.76. 147 chinuch. aka.idf.il |[Block Np Al Net drop 1
185.94. 111. 1 Russi an Federati on 147.237.76. 197 e. hinush.idf.il B ock Np Al _Net drop 1
178.162. 211. 225 Ger nany 147.237.0. 35 akaws. idf.il Invalid L4 Header Length drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnature
94.123.200.19 |Turkey 147.237.77.216 |dover. i df.i|12026: HITP. LA C DDoS Tool (Q\LY enabl e when under oS attack) Bl ock 3
167. 114. 156. 16 |Canada 147.237.77.216 |dover.idf.i[8262: HITP. Soworis DoS Tool B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 233  |147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
42.55.136.243 |147.237.8.27 |China e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 [147.237. 77. 235 |krai ne sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
42.55.136.243 |147.237.0.33 |[China idf.il ET SCAN Potential SSH Scan 1
80. 82. 78. 38 147.237.76. 199 |Nether|l ands  [e. nakchal .idf .i| ET SCAN NMAP -sS wi ndow 1024 1
79.178.223.37  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
46.210. 246. 173 [147. 237.77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
198. 20. 69. 74 147.237.76. 176 |Lhited Sates |[test.ncore.idf.il ET DRCP Dshield B ock Listed Source 1
42.55.136.243 |147.237.77. 226 |Chi na wan chanat z. aka. idf . i1 |ET SCAN Potential SSH Scan 1
187 161 50. 166 1147 237 0.16 i co ny-kosher-kravi i o i | ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
42.55.136.243 [147.237.77.121|Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
186,116, 43.25 1147 237 0.35 |00l onbi & akavs. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
42.55.136.243 |147.237.76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
104.214.34.99 |147.237.76.44 |Lhited Sates [erefuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
42.55.136.243 |147. 237. 72. 156 |Chi na aman.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 |147.237. 77. 235 |krai ne sviva idf.il ET SCAN NMAP -sS wi ndow 2048 1
42.55.136.243 |147.237.0.200 |China . i df i | ET SCAN Potential SSH Scan 1
91.201. 236. 158 |147.237. 77. 235 |krai ne sviva.idf.il ET SCAN NVAP -f -sS 1
80. 82. 78. 38 147.237.0.19 [Netherl ands nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.17.100. 16 147.237.77.216 [Netherl ands  |[dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
42.55.136.243 |147.237.77. 179 |Chi na e.nmazi.idf.il ET SCAN Potential SSH Scan 1
187.108. 172. 199(147. 237.0. 17 |Bazil m ny- kosher -kravi . i df.il ET &W\I Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
42.55.136.243 |147.237.77.19 |China lawforumidf.il ET SCAN Potential SSH Scan 1
130.211.77.81 |147.237.0.19 |lhited Sates |[nadimatal.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
42.55.136.243 |147.237.76.38 |China eeneitav.idf .il ET SCAN Potential SSH Scan 1
104.214.34.99 [147.237.76.44 |Wited Sates |e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘Ste ‘Signature
94.123.200.19 |Turkey 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 2809
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 605
37.237.136.88 |lraq 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop 77
197. 28.197.190 |Tunisia 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 63
38.111.147.83 |lhited States [147.237.77.216 [dover.idf.il[dr op Frst packet isn't SYN drop 54
66.249.76.146 |Uited Sates |147.237. 72, 166 |akaicr. i1 o' €M NG Engine: TCP Invalid Invalid segnent retransmssion. drop 51
Ret r ansni ssi on Packet dr opped.
139. 162. 216. 112|Uhited Sates |147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 48
31.168.1.202 [ srael 147.237.77.234|ndl ag.idf.il[Bad TCP sequence ig;e“a“sm't wth different wndow | ovor a6
188. 135. 47. 253 |Oman 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 45
31.46.189.241 |Hungary 147.237.77. 216 |dover.i df il [dr op Frst packet isn't SYN drop 40
208.115.113.89 |Lhited States [147.237.77.216 [dover.idf.il|dr op Frst packet isn't SYN drop 37
79.180.174.18 | srael 147237, 72. 166 |aka i .11 | SAM NG Engi ne: TGP Inval id Invalid segnent retransmssi on drop 36
Ret r ansni ssi on Packet dr opped.
160. 156. 79. 208 |Tunisia 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 34
54.72.0.55 Irel and 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SN drop 26
68.180.231.43 |lLhited States [147.237.77.216 |dover.idf.il|dr op Frst packet isn't SWN drop 21
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 20
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop 20
157.55.39.106 |[lhited Sates [147.237.77.216|dover.idf.il|dr op First packet isn't SWN drop 18
64.229.63.151 |Canada 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 14
66.249. 93. 115  |Europe 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop 13
83.130. 100. 243 i srael 147237, 77. 243 |t 1 e, o [T @M NG ENgi ne: TCP Invalid Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop 12
176.13.17. 114 [ srael 147 237. 72. 166 |aka i .11 | SAM NG Engi ne: TGP Inval id Invalid segnent retransmssi on drop 12
Ret r ansni ssi on Packet dr opped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf . il [dr op First packet isn't SYN drop 12
176.13.6.173 | srael 147237, 72. 166 |oka i .11 | SAM NG Engi ne: TGP Inval i d Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.i df il [dr op Frst packet isn't SYN drop 12
162.243.126.57 [hited Sates [147.237.77.216 |dover.idf.il|dr op Frst packet isn't SYN drop 12
50.112.219. 207 |lhited States [147.237.77.216 [dover.idf.il|dr op Frst packet isn't SN drop 11
109.253.158.0 [Israel 147.237.76.42 |refuah.idf.i|Bad TCP sequence - ;e”a“sm't with different wndow | oivor |11
75.126.221.55 |lLhited Sates [147.237.77.216 [dover.idf.il|dr op Frst packet isn't SN drop 10
50. 87.144. 145 |lhited States [147.237.77.216 |dover.idf.il|dr op Frst packet isn't SWN drop 10
37.26.146. 246 |lsrael 147.237.77. 216 |dover.idf . il [dr op First packet isn't SYN drop 10
45, 35. 64. 142 Lhited Sates [147.237.77.216 |dover.idf.il|drop Frst packet isn't SN drop 10
87. 20. 65. 244 Italy 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 10
66.249.93.119 |Europe 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 10
192. 249. 66. 247 |hited Sates [147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 9
207. 46. 13. 22 Lhited Sates |147.237.77.216|dover.idf.il|dr op First packet isn't SN drop 9
71.246. 31. 19 Lhited Sates [147.237.77.216 |dover.idf.il|drop First packet isn't SYN drop 9
37.26.148.247 |lsrael 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SN drop 9
66.249.93.111 |Europe 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 8
37.26.148.245 [ srael 147.237.72.156 |anan.idf.i1 [Bad TCP sequence mﬁﬁsggansm wehdifferent | onitor s
80. 107.56. 237 |Geece 147.237.77. 216 |dover.idf.i1|Bad TCP sequence I'nval i d sequence nunier noni t or 8
207.46.13.178 |lhited States [147.237.77.216 [dover.idf.il [dr op Frst packet isn't SYN drop 8
128.242.249.11 |[hited Sates [147.237.77.216 |dover.idf.il|dr op Frst packet isn't SYN drop 8
37. 26. 148. 245 | srael 147.237.72. 156 |anan.idf.il |[SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 7
94.77.196. 82 Saudi Arabia  [147.237.77.216 |dover.idf.il|dr op Frst packet isn't SYN drop 7
5.102.242.139 |Israel 147.237.76.86 [navy.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 7
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 7
46.120. 170. 157 |Israel 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 7
37. 26. 148. 245 | srael 147.237.72.156 |aman.idf.il |SYN Attack SYN -> SYN- ACK -> Ti meout alert 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
46.19. 85. 38 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 19
85. 250. 185. 195 || srael 147.237.77. 243 |nobi | e. i df . i | Eblarzt o T?’Ipfszcﬁ;ra; Lﬁgﬂg’;‘;‘zﬁo"‘%d n Bock |8
80.178.157.98 |l srael 147.237.77. 243 |nobi | e. i df . i | S@Ztirl':ﬁ“defd. I'T{’}r:’af;z: /Zﬁgig\g;;sa;\;” dogaram er Fepeat Passvor d Bock |6
87.70.77. 107 I srael 147.237.77.243|nobi l e. i df . i | Mil ti pl e Unaut hori zed URL Access from 87.70. 77. 107 B ock 4
87.69.242.104 |[israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 87.69. 242. 104 B ock 3
83. 130. 100. 243 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176. 13. 3. 42 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 86. 83 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 3
87.70.77.107  |israel 147.237.77. 243 |nobi | e. i df . i | mgﬂt:?rc'ﬁz?? , tgegpgrcﬁzmgtes” stchi | ddocunent s/ 1152 Bl ock 3
77.125.109. 201 [israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
84.109.113.16 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
149.88.91. 146 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176.13.12. 173  |Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 200 I srael 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to v idf.il/tenpl ates/article/ nobile Bl ock 2
174.66.15.8 Uhited Sates [147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on wawidf.il/error. htm Bl ock 1
109. 64. 246. 60 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTIONS for ww aka. i df.il/ B ock 1
66. 249. 64. 177 |l srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unhaut hori zed URL Access to wwu chi nuch. aka. i df.il/404. htm B ock 1
38.111.147.83 |hited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-he Bl ock 1
185.3.147.239 [l srael 147.237.72. 166 |aka. i df . i | mn:gl';frﬁﬁ;r Ngﬁlm{f&fmm in None 1
Unknown Par arret er
82.81.5.123 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenM acetbl der $ct | 13%ct | 02%ct | 03t xt Fiel d in None 1
aka.idf.il/nain/giyus/questionnaire. aspx
66.249.78.234 | srael 147.237.72. 166 |aka. i df . i | 104? rzi;;tl”f; 1%2“;;;‘3;; ;e:uﬁeﬁgfif.s ag?)x Bl ock 1
109. 253.158.0 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
46.117. 251. 213 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
89.139.179. 111 |Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to waw i df.il/anan/ B ock 1
5.28.143. 229 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/main/ B ock 1
174.66.15.8  |Wnited Sates |147. 237. 77. 216 |dover . i df .i | mﬂt;‘ﬁiﬁfgmﬁ :SC/CtZSnTDI O ol generi o Bl ock 1
Unknown Par arret er
79.176.54.7 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%$ct | 01$ct | 03$chl Quest i on$8 [None 1
7 in aka.idf.il/nain/giyus/questionnaire. aspx
109.65.155.81 I srael 147.237.76.42 |refuah.idf.il [0 57 buted thau horized éﬁaﬁcngai on Bock 1
66. 249. 66. 50 I srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/nain/giyus/ general . aspx B ock 1
87.69.242.104 [israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df.il/mai n/sachar/kl al i . aspx B ock 1
208.115.111.73 |lnited Sates [147.237.77.216|dover.idf .il Unaut hori zed URL Access to www i df.il/1514-en/ dover. aspx. B ock 1
66.249.78.240 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ mai n/ snal i mi showbi g. aspx |B ock 1
93.172. 144. 123 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df . i1/ mai n/ sachar B ock 1
51. 255. 65. 42 France 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df . il/589-hel pat zar . aspx= B ock 1
85.250. 24.107 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt eh ?ro'lfsz | t’;egpgf;sem;es” <t ohi | ddocument <) 1432 Bl ock 1
5.102.242.223 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/main/achar/def aul t. aspx B ock 1
80.82.65.82  [Netherlands |147.237.77.216|dover.idf.il multg;) " szggfé‘ n/pschcaerS:d/tuoser cont ol header upper Bl ock 1
109. 160. 148. 191/l sr ael 147.237.77.216|dover. i df . il D stributed Unaut horized URL Access on waw i df . il /aman/ B ock 1
Unhaut hori zed URL Access to
66.249.75.196 [Israel 147.237.77. 176 [mat pash. i df . i | wwy cogat . i df . i |/ usef ul i nformati on/i dkoni ni pages/ 2301201 1masai yot . asp |B ock 1
X
46. 19. 85. 149 | srael 147.237.77. 216 |dover. i df . il Lhaut hori zed LRL Access to v idf.il/atal/site/tenpl ates/controller.asp |B ock 1
87.70.77. 107 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
213. 8. 204. 63 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mde None 1
83. 130. 100. 243 |l srael 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw i df . il/mai n/ hone/ def aul t. aspx Bl ock 1
66.249. 78. 242 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
149.88.92.198  |Israel 147. 237.76. 200 |ei t an. aka. i df . i | m“;hf;r']z:fa%ﬁfifmf ot o5/ homepagel mobi | & Bock |1
95. 86.103. 7 I srael 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw aman. i df.il/https:/wu aman.idf.il/ Bl ock 1
51.255.65. 64 France 147.237.76. 86 |navy. idf.il muagx.lizdiqiﬁeﬁcplc: tjs/t ;)har ed/ user cont r ol s/ header upper / Bl ock !
85.250. 185. 195 I srael 147.237.76.42 [refuah.idf.il  [J5 020 hau fori zed ?Jaﬁczzzi on Bock |1
31.168. 1. 202 I srael 147.237.77.234|hal ag. i df . il Uhaut hori zed URL Access to 147.237.77.234/ i mages/ shared/bul l et1.gif  [B ock 1
109. 160. 178. 204 ]I srael 147.237.77.216|dover . i df .i | Dstributed Unauthorized URL Access on vwwvidf.il/https: /v idf.il/ B ock 1
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