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|Top Attackers | n DDoS- Def ence |

Atacker Address |Attacker Qountry | Target Address |veb Ste |9 gnature | Devi ce Action |Count |
37.142.131. 93 | srael 147.237.72.156 |anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 213
220.181.108. 107 |China 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 81

173. 199. 65. 20 Canada 147.237.77.216 |dover.idf.il SYN H ood out of context drop 6

82. 80. 25. 221 | srael 147.237.77.216 |dover.idf.il B ock_UWp Al _Nets drop 3

46. 60. 77. 209 Pal estinian Territory, Gccupied |147.237.77.216 |dover.idf.il SYN H ood del ete reset drop 2
37.142.234.70 | srael 147.237.77.216 |dover.idf.il SYN H ood unveri fi ed cooki e drop 1

104. 156. 228. 198 147.237.77.216 |dover.idf.il SYN H ood unveri fi ed cooki e drop 1
71.6.216. 57 Lhited Sates 147.237.76.200 |eitan.aka.idf.il|B ock Wdp All Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker (buntry|Target Addr ess |Ste

|Nama

|Davi ce Action|Count|

46. 116. 202. 157 |l srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 3
66. 240. 236. 119 |Lhited Sates 147.237.76. 176 |test.ncore.idf.il DVRep_B-N 60_100 Bl ock 2
68. 14. 225. 28 Lhited Sates 147.237.77.216 |dover.idf.il 7120; TP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 2
188. 138. 9. 50 Cer many 147.237.76.196 |e.sviva.idf.il DVRep _B-N 60 100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.77.212 |e.dover.idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 236. 119 |lhited Sates 147.237.77.121 |e.navy.idf.il DVRep_B-N 60_100 Bl ock 1
93.120. 27. 62 Ronani a 147.237.77. 170 |naarachot . i df .i | DVRep_B-N 60_100 Bl ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.234 |halag.idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 236. 119 |Lhited Sates 147.237.72. 167 |ishurimaka.idf.il DVRep B-N 60 100 Bl ock 1
218.30.103.52 |China 147.237.72. 166 |aka.idf.il Cl103: HITP: User Agent Sogou-+web+spi der Bl ock 1
85. 25. 43. 94 Ger nany 147. 237. 72. 156 |aman. i df i DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 |lhited Sates 147.237.77. 235 |sviva.idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 192. 138 |lhited Sates 147.237.76. 177 |ncore.idf.il DVRep_B-N 60_100 Bl ock 1
188. 138. 9. 50 Ger many 147.237.0.16 ny- kosher-kravi .idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 17 mny- kosher-kravi.idf.il |DVRep_B-N 60 100 Bl ock 1
85. 25. 103. 50 Cer many 147.237.72. 166 |aka.idf.il DVRep_B-N 60 100 Bl ock 1
66. 240. 192. 138 |Lhited Sates 147.237.77. 226 |ww chanat z. aka. i df . i | DVRep_B-N 60_100 Bl ock 1
188.138.9.50  [Ger many 147.237.0.19 |nadimatal .idf.il DVRep_B-N 60 100 Bl ock 1
71.6.167.142 Lhited Sates 147.237.77.74 |lawidf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 236. 119 |Lhited Sates 147.237.76. 177 |ncore.idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 103. 50 Ger nany 147.237. 76. 148 |ggcenter. aka. i df .i | DVRep B-N 60 100 Bl ock 1
71. 6. 165. 200 Lhited Sates 147.237.0. 17 mny- kosher-kravi.idf.il |DVRep_B-N 60 100 Bl ock 1
66. 240. 236. 119 |Lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep_B-N 60_100 Bl ock 1
188. 138. 9. 50 Ger nany 147. 237. 8. 46 e.chinuch.idf.il DVRep_B-N 60_100 Bl ock 1
71.6.167.142 Lhited Sates 147.237.77.121 |e.navy.idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 236. 119 |Lhited Sates 147.237.76.200 |eitan. aka.idf.il DVRep_B-N 60_100 Bl ock 1
41.176. 233. 138 |Egypt 147.237.77.216 |dover.idf.il 3630: HITP. SQ Injection (Bool ean | dentity) Bl ock 1
85.25.103.50 [Ger many 147.237. 77. 178 |e. nat pash. i df . | DVRep B-N 60 100 Bl ock 1
71. 6. 165. 200 Lhited Sates 147.237.0. 33 idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 236. 119 |lhited Sates 147. 237. 8. 45 eetanidf.il DVRep_B-N 60_100 Bl ock 1




05-01-2015-21:03:01 to 05-01-2015-22:03:01

|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
195. 34. 150. 18 Austria 147.237.77.216 dover.idf.il Tehila - Perl LW wth fake user agent 3
84.228. 31. 105 | srael 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
43. 255. 190. 60 Japan 147.237. 0. 200 ndu.idf.il ET SCAN Potential SSH Scan 1
222.186.59. 23 Chi na 147.237.76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
222.186. 59. 23 Chi na 147.237.76. 30 hi nush.idf.il ET SCAN Potential SSH Scan 1
218. 27.204. 27 Chi na 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
178. 32. 251. 100 France 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
119. 90. 139. 71 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 238. 134. 92 Pol and 147.237.77. 227 e hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 190. 60 Japan 147.237.0. 16 ny- kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
222.186. 59. 23 Chi na 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
218. 27.204. 27 Chi na 147.237.72. 217 eidf.il ET SCAN Potential VNC Scan 5900- 5920 1
119. 90. 139. 71 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -sS w ndow 2048 1
119. 90. 139. 71 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address ‘S te ‘Message
Country
84. 228. 31. 105 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 260
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 250
66.249. 78. 159 |lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 229
66.249.78.173 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 215
174.103.209. 10 |Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 199
149. 78. 154. 69 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 131
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 82
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 82
89.139. 13. 143 |lsrael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 71
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SN drop drop 67
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 52
2.52.37.17 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 49
5.29.93.118 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 47
213.57.88. 193 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 46
80. 246. 133. 220 |l srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 43
62.219. 21. 30 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 39
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 38
109. 253. 135. 47 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 37
173.199.65.20 |Canada 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 30
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 30
66.249.78.166 |Lnited Sates  |147.237. 7. 216 |dover.iof .i| V@ 1 d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 30
dr opped. Ret r ansnii ssi on
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 29
188.117.96.99 |Saudi Arabia 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 28
46. 120. 52. 144 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 25
176.12.143.29 |lsrael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 25
66.249.78.173 |United Qates |147.237.77. 216 |dover.idf .| V31 d segnent retransmssion. Packet Streamng Engi ne: TP Invalid drop 24
dr opped. Ret r ansnii ssi on
207.46.13.8 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 23
84.94.17.133 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 22
72.2.103. 175 Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 22
66.249.78.159 |United Qates |147.237.77. 216 |dover.idf. | V31 d segnent retransmssion. Packet Streamng Engi ne: TP Invalid drop 22
dr opped. Ret r ansni ssi on
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 21
104. 156. 228. 198 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 21
93.172.34.126 |lsrael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 20
50. 87.144. 145 |lLhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 18
114. 113. 138. 211|Chi na 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 17
107.77. 83. 26 Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 17
70.210.17.155 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 17
46.19. 85. 213 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 17
188. 58. 106. 9 Tur key 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 16
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 15
157.55.39.204 |lLhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 15
157. 55. 39. 47 Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 14
157.55.39.191 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 14
185.23.127.85 |Bahrain 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 14
54.72.73. 168 Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op drop 14
37.26.146. 144 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 13
5.102.217. 138 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 12
46.19. 85. 170 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 12
213.57.185. 151 |Israel 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 12
79.181.124. 130 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 12
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Target Address |Ste

Devi ce

‘Count

Country

Action

46.19. 85. 185 | srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 187
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 91
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 87
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 86
66.249.78.159 |l srael 147.237.77. 216 |dover. i of i1 |D Stributed Lhauthorized LR Access on B ock 83
ww i df.il//atal 1/izkor/vi ew i ngt op. asp
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il O stri buted Uhaut hori zed URL Access on waww idf.il//atal 1/izkor/vi ew i ng. asp |B ock 81
66.249.78.173 |lsrael 147.237.77. 216 |dover.idf.il D stributed Uhaut hori zed UR. Access on waw i df.il//atal 1/i zkor/vi ew i ny. asp |B ock 74
66.249.78.173 |l srael 147.237.77. 216 |dover. i of il |D Stributed Lhauthorized LR Access on B ock 72
w i df.il1//atal /i zkor/ vi ew i nut op. asp
66. 249. 78.166 |l srael 147.237.77. 216 |dover. i of i1 |D Stributed thauthorized LR Access on B ock 68
ww i df.il//atal 1/ i zkor/ vi ew i nyt op. asp
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il D stributed Whaut hori zed URL Access on waww i df.il//atal 1/izkor/vi ew i ng. asp |B ock 61
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 72 B ock 30
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il D stributed Uhaut hori zed UR. Access on waw i df.il//atal 1/i zkor/vi ew i ny. asp |B ock 18
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il O stributed Uhaut hori zed URL Access on waww idf.il//atal 1/izkor/vi ew i ng. asp |B ock 17
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 66. 249. 64. 76 B ock 14
s D stributed Unaut hori zed LRL Access on
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il v | .1 // at al 17 zkor / vi ew | gt op. asp B ock 13
S D stributed Unaut hori zed URL Access on
66. 249. 64. 76 I srael 147.237.77. 216 |dover.idf.il waw i of i 1 // atal 1/ zKor / vi ew i gt op. asp Bl ock 12
s D stributed Unaut hori zed LRL Access on
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il v | .1 // at al 17 zkor / vi ew | gt op. asp B ock 12
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 64. 74 B ock 10
87.69. 241. 92 I srael 147.237.72. 156 |anan. i df .i | Ml tipl e Uhaut horized URL Access from 87.69. 241. 92 Bl ock 8
207. 46. 13. 101 Lhited Sates [147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode_ Qust om Tenpor ary Bl ock 4
94. 153. 9. 66 Lkr ai ne 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to www |l awidf.il/tenpl ates/getfil e/ B ock 3
R Unaut hori zed URL Access to
77.126.30. 188 | srael 147.237.72. 166 |aka. i df .11 wn aka. i df . i1/ sites/resources/chi nuch/ styl es/i nport/bottonmavi gat on. asp Bl ock 3
157. 55. 39. 137 Lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 3
79. 176. 8. 221 I srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode_ Qust om Tenpor ary Bl ock 3
157. 55. 39. 138 Lhited Sates [147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
79.181.57. 106 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 3
S D stributed Unaut hori zed URL Access on
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il ww i df i | //atal 1/ zkor/ print_text.asp Bl ock 2
. . D stributed Unaut hori zed URL Access on
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il wwidf.il//atal /i zkor/print text.asp B ock 2
R D stributed Unaut hori zed URL Access on
185. 53. 44. 41 147.237.72. 166 |aka. i df . il vaun aka. | oF . 11// chi nuchy pri nt pr evi ew B ock 2
176. 12.139. 157 |Israel 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/consol e/ core/ doc_ngr/ nte_src= Bl ock 2
114.121. 161. 123|l ndonesi a 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 2
157. 55. 39. 138 Lhited Sates [147.237.72.166|aka.idf.il Ml ti pl e Uhaut hori zed URL Access from 157. 55. 39. 138 B ock 1
66. 249. 78. 89 | srael 147.237.77.74 |lawidf.il |11 egal Parangeter Encodi ng searchText in ww |awidf.il/275 hel pat zar. aspx None 1
204. 115. 190. 145|lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 66 | srael 147.237.77. 216 |dover.idf.il WA i o i 1 // atal 1/ zkor / vi ew i gt op. asp Bl ock 1
185. 53. 44. 126 147.237.72. 166 |aka.idf.il Uhknown Parangter docld in ww aka.idf.il/chamatz/klali/ None 1
R Unaut hori zed URL Access to
185.53. 44. 74 147.237.72. 166 |aka. i df. 11 e aka. i df . i 1/ kant ar/ eur| . axd/ 85cb72ee4185ch41bf 92a8916db47edd/ Bl ock !
180.76.4.73 Chi na 147.237.77. 176 [natpash.idf.il |Unaut hori zed URL Access to 147.237.77.176/ B ock 1
S D stributed Unaut hori zed LRL Access on
212.224.119. 139|Cer many 147.237.72. 166 |aka.idf.il v aka. | of . 1// chi nuchy pri nt previ ew B ock 1
66. 249. 75. 13 | srael 147.237.72. 166 |aka.i df .il Lhaut hori zed URL Access to waw aka. i df.il/mai n/sachar/| ogin B ock 1
. . Lhaut hori zed URL Access to
185.53. 44. 202 147.237.77. 216 |dover. i df .11 waw i df . i |/ engl i sh/ announcenent s/ 2000/ decenber/ 12. st m Bl ock !
157. 55. 39. 61 Lhited Sates [147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
84.94.77. 240 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
185. 53. 44. 92 147.237.72. 166 |aka.i df .il Mil ti pl e Unaut hori zed URL Access from 185. 53. 44. 92 B ock 1
. . D stributed Unaut hori zed URL Access on
185. 53. 44. 61 147.237.72. 166 |aka.idf . il v aka, i df . i | // chil nuchy pri nt pr evi ew B ock 1
157 55.39. 204 |Wnited Sates |147. 237. 77. 216 ldover i df il Unaut hori zed URL Access to waww i df.il/1283-13339-en/ dover. aspx B ock 1
forcerecraw: 0
66. 249. 78. 96 | srael 147.237.77.74 |lawidf.il Dstributed |11 egal Paraneter Encodi ng None 1
207. 46. 13. 19 Lhited Sates [147.237.76.86 |navy.idf.il O stributed Lhaut hori zed URL Access on waw havy. i df.il//capt cha. ashx B ock 1
109. 253. 143. 102|l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 69. 20 | srael 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
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