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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Device Action  |count |
66. 249. 64. 66 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn drop 3802
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il Bl ock Udp Al Nets drop 2

183. 61. 165. 209 Chi na 147.237.77. 19 lawforumidf.il Frk_Under Attack _Con_Tcp drop 2

87.68. 11. 45 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1

66. 249. 78. 166 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Ste |Name |Davi ce Action |Ooum |
37.46. 39. 17 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |[B ock 2
66. 240. 236. 119 |lhited Sates 147.237.76. 176 |test.ncore.idf.il DVRep_B-N 60_100 B ock 2
71.6.167. 142 Lhited Sates 147.237. 8. 24 elifestyle.idf.il DVRep B-N 60 100 B ock 1
66. 240.236. 119 |Lhited Sates 147.237.76.42 |refuah.idf.il DVRep _B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.77.121 |e.navy.idf.il DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 |Lhited Sates 147.237.77.234 |halag.idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.72. 156 |anan.idf.il DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 |lLhited Sates 147.237. 76. 148 |ggcenter.aka.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Cer many 147.237.77.212 |e.dover.idf.il DVRep B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76.39 |nobile. neitav.idf.il DVRep _B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.200 |eitan. aka.idf.il DVRep_B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.234 |halag.idf.il DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 |Lhited Sates 147.237.76.38 |e.e.neitav.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 |lhited Sates 147.237.77.121 |e.navy.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 16 ny- kosher-kravi.idf.il |DVRep B-N 60 100 B ock 1
66. 240.236. 119 |Lhited Sates 147.237.76.39 |nobile. neitav.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger nany 147.237.72.14 |dover.idf.il (ol d) DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 |Lhited Sates 147.237.77. 205 |prisha.idf.il DVRep_B-N 60 100 B ock 1




05-01-2015-06:03:05 to 05-01-2015-07:03:05

|Top Attackers In |D|

Atacker Address |Attacker Qountry |Target Address |Ste | Name | count |
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LV wth fake user agent 6
122.154. 130. 180 |Thail and 147.237. 76. 86 navy.idf.il ET WEB SERVER Possi bl e CVE-2014-6271 Attenpt in Headers 3
122.154. 130. 180 |Thail and 147.237. 76. 86 navy.idf.il ET WEB SERVER Possi bl e CVE-2014- 6271 Attenpt in HITP Cooki e 3
66. 249. 64. 64 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
61. 160. 224. 128 Chi na 147.237.76.202 |e.halag.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.0.35 akaws. i df .il ET SCAN Potential SSH Scan 1
58. 253. 96. 122 Chi na 147.237.76.202 |e.halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
119.93.1.73 Phi | i ppi nes 147.237.76. 30 hi nush.idf.il ET SCAN Potential SSH Scan 1
37.48.120. 214 Net her | ands 147.237.77.216 |dover.idf.il portscan: TGP D stributed Portscan 1
119. 90. 139. 77 Chi na 147.237.77.234 |halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
117.135. 163. 104 |Chi na 147.237.76. 31 nakchal .idf.il ET SCAN NVAP -sS w ndow 4096 1
91.224.132.118 Russi an Federation |147.237.77.234 |halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 67 Chi na 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 66 Chi na 147.237.0.16 ny- kosher-kravi .i df il ET SCAN Rapi d PGP3 Gonnections - Possi bl e Brute Force Attack 1
61. 160. 224. 128 Chi na 147.237.76. 30 hi nush. i df .i | ET SCAN Potential SSH Scan 1
58. 253. 96. 122 Chi na 147.237.76.202 |e.haag.idf.il ET SCAN NVAP -sS w ndow 4096 1
58. 20. 54. 249 Chi na 147.237.0.15 kosher-kravi .idf .il ET SCAN NVAP -sS w ndow 1024 1
119. 90. 139. 77 Chi na 147.237.77.234 |halag.idf.il ET SCAN NVAP -sS w ndow 4096 1
117.135.163. 104 |China 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
104.192. 0. 20 147.237. 8. 50 e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 66 Chi na 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Country

dr opped.

Ret r ansnil ssi on

46.19. 85. 116 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 233
66.249.78.173 |United Qates |147.237.77.216|dover.icf.i1 | V@ !d segnent retransmssion. Packet |Sreaning Engine: TP Invalid dr op 44
dr opped. Ret r ansni ssi on
109. 67.132. 126 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 40
66.249.78.166 |United Qates |147.237.77.216|dover.icf.i1 | VA !d segnent retransmssion. Packet |Sreaning Engine: TCPInvalid drop 36
dr opped. Ret r ansnii ssi on
66.249.78.159 |United Qates |147.237.77.216|dover.icf.i1 | V@ 1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid dr op 36
dr opped. Ret r ansnii ssi on
66.249.78.166 |lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 27
109. 253. 156. 37 |l srael 147.237.77. 216 |dover.idf .il Frst packet isn't SYN drop drop 20
66.249.78.173 |lhited Sates |147.237.77.216|dover.idf.il FHrst packet isn't SYN drop drop 20
141.0. 11. 117 Lhited Sates |[147.237.77.216|dover.idf.il Frst packet isn't SN dr op dr op 19
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 17
66.249.78.159 |lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 16
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 12
66.249.75.13  |tited Sates |147.237.72. 166 |aka. idf.il Invalid segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 12
dr opped. Ret r ansnii ssi on
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 10
185.46.212.71 |Santzerland 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 8
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 8
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 6
109. 253. 136.80 |l srael 147.237.77. 243 |mubile.icf. i1 | V@1 d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid dr op 6
dr opped. Ret r ansni ssi on
212.76.127. 111 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
87.68.11. 45 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 6
66.249.64.76  |United Qates |147.237.77.216|dover.icf.i1 | VA !d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansnii ssi on
87.68.11. 45 | srael 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 6
220.255. 1. 145 |9 ngapore 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
157. 55. 39. 3 Lhited Sates |147.237.72. 166 |aka.idf.il Invalid segnent retransmssion. Packet (Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansnii ssi on
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
157.55.39.176 |lhited Sates |147.237.77.216|dover.idf.il Frst packet isn't SN drop drop 5
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
109. 66. 33. 202 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 4
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il FHrst packet isn't SYN drop drop 4
31.186. 228. 29 LK!i“r::gom 147.237.77. 216 |dover.idf.il First packet isn't SWN drop drop 4
52.16.5. 197 Lhited Sates |[147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 4
109. 253. 133. 145|l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
220. 255.1.103 |S ngapore 147.237.77. 216 |dover.idf.il FHrst packet isn't SYN drop drop 3
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op dr op 3
46.116. 134, 101 |Israel 147.237.77. 170 |naarachot . i df . i i{g;e“a“s““ with different wndow gy 1cp sequence monitor |3
79.182. 3. 200 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il FHrst packet isn't SYN drop drop 3
212.76.127.212 |lsrael 147.237.77. 216 |dover.idf.il First packet isn't SN dr op dr op 3
2.135.75.120  |Kazakstan 147. 237.77. 216 |dover.idf. i1 |\V@1d segment retransmssion. Packet |Sreanmng Engine: TCP Invalid drop 3
dr opped. Ret r ansnii ssi on
84.108. 138.211 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 3
109. 160. 248. 188|l srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SYN drop drop 3
157.55.39.191 |lLhited Sates |[147.237.77.216|dover.idf.il First packet isn't SWN dr op dr op 3
212.25.121.18 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
66.249.64.74  |United Sates |147.237.77. 216 |dover.icf i1 |\MV@1d segnent retransmssion. Packet |Sreamng Engine: TP Invalid drop 2
dr opped. Ret r ansni ssi on
220.255.1.162 |S ngapore 147.237.77. 216 |dover.idf.il FHrst packet isn't SYN drop drop 2
87.68. 11. 45 | srael 147.237.77. 216 |dover.idf.il First packet isn't SWN dr op dr op 2
220.255.1.128 |S ngapore 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
79.177.109. 131 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
157 55.39. 138 |wited Sates 147 237 72 166 lakaidf il Invalid segnent retransnission. Packet |Sreaning Engine: TGP Invalid drop 2




05-01-2015-06:03:05 to 05-01-2015-07:03:05

|Top Attackers In V\AF|

Attacker Address étuiikre; ‘Tar get Address |Ste ?(;\t”i f; ‘Count
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 86
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 70
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Ml ti pl e Lhaut hori zed URL Access from 66. 249. 78. 166 B ock 56
142. 54, 165. 154 |lhited Sates |147.237.77. 170 |maarachot.idf.il{Miltipl e Uhaut hori zed URL Access from 142. 54. 165. 154 B ock 27
S O stributed Whaut horized URL Access on
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il waw i df i | //at al 1/ zkor/ vi ew i gt op. asp B ock 27
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 74 B ock 8
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 64. 76 B ock 6
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 64. 72 B ock 4
66.249.64.74 |l srael 147. 237. 77. 216 |dover. i of . i | \?,,;,tir(ljfb_uitf;j aLtha?ult/?cz’L'of/eSi euvz :;t‘:::sasc;” B ock 4
182.39.198.86 |Chi na 147.237.77. 170 [n@arachot . i df . i [|PHP At t enpt B ock 4
66.249.78.166 I srael 147.237.77. 216 |dover.if.j|  |D StTibuted thauthorized LR Access on Bl ock 4
ww idf.il//atal 1/izkor/vi ew text. asp
142.54.165. 154 |Lhited Sates |147.237.77. 170 |n@arachot.idf.il|Mil tiple Admn Bl ocki ng from 142. 54. 165. 154 B ock 3
157.55.39. 3 Lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 3
66. 249. 75. 117 | srael 147.237.72.166 |aka.idf .il D stributed Suspici ous Response Code_ Qust om Tenpor ary B ock 3
176. 10. 104. 227 |Satzerl and 147.237.77. 216 |dover.idf.il Ml ti pl e Whaut hori zed URL Access from 176. 10. 104. 227 B ock 2
157.55.39.137 |lhited Sates |147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
78.47.67.232 CGer many 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response CGode B ock 2
66. 249. 75. 13 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
157.55.39.7 Lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 2
94. 153. 9. 66 Lkrai ne 147.237.77.176 [natpash.idf.il |Whaut hori zed URL Access to waww cogat . i df.il/901-11442-en/ B ock 2
157.55.39.191 |lhited Sates |147.237.77.216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 157.55. 39. 191 B ock 2
C o DO stributed Whaut horized URL Access on
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il v i o i 1// st al 1/ zkor/ vi ew | it op. asp B ock 2
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw havy. i df.il/994-8613- he/ navy. aspx. aspx B ock 2
66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ 1133- 19653- he/ dover . aspx B ock 1
66. 249. 69. 20 | srael 147.237.72. 166 |aka.idf .il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
84.108. 39. 104 |lsrael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to ww aka. i df.il/nai n/ haredi niwebr esour ce. axd B ock 1
S O stributed Whaut horized URL Access on
185. 53. 44. 80 147.237.72. 166 |aka.idf .il v aka. | oF . 117/ chi nuchy pri nt previ ew B ock 1
180. 76. 4. 28 Chi na 147.237.76.31 |[nakchal .idf.il |D stributed Whauthorized URL Access on 147.237.76.31// B ock 1
66. 249. 75. 13 | srael 147.237.72. 166 |aka.idf .il Uhknown Paraneter docid in ww aka.idf.il/kanhar/klali/defaul t.asp None 1
66.249.64.76  |Israel 147.237.77. 216 |dover.idf .| |D Stributed Lhauthorized LR Access on B ock 1
ww i df.il//atal 1/izkor/vi ew text. asp
185. 53. 44. 125 147.237.72. 166 |aka.idf .il Unknown Paraneter pop in www aka.idf.il/nai n/ hone/ None 1
122. 154. 130. 180|Thai | and 147.237.76.86 [navy.idf.il Access to: /cgi-sys/entropysearch. cgi B ock 1
46.116. 134. 101 |l srael 147.237. 77. 170 |naar achot . i df . i ||CVE- 2011- 3192: Apache_ht t pd_Renot e_Deni al _of _Servi ce_ ME B ock 1
185. 53. 44. 61 147.237.72.166 |aka.idf.il Lhknown Paraneter docld i n ww aka.idf.il/chi nuch/fag/ None 1
77.125.213.2  |israel 147. 237. 72. 166 |aka i of . i | Unknown Paranet er __VI EVETATEGENERATCR i n None 1
wan aka. i df . i |/ mai n/ sachar / mai | box. aspx
s Unaut hori zed URL Access to
66.249.78.109 |lsrael 147.237.77. 216 |dover.idf.il 147, 237.77. 216/ 1133- 19771- he/ i df gdover . aspx B ock 1
176.10. 104. 227 |Satzerl and 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/1283-en/ B ock 1
66. 249. 69. 34 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
85. 64. 100. 211 | srael 147.237.72. 166 |aka.idf .il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
185. 53. 44. 85 147.237.72. 166 |aka.idf .il Lhknown Paraneter catld in ww aka.idf.il/chi nuch/ kurs/ None 1
2.135.75. 120 Kazakst an 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode B ock 1
157.55.39.138 |lhited Sates |[147.237.72.166|aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
S O stributed Whaut horized URL Access on
66. 249. 75. 26 | srael 147.237.72. 166 |aka.idf .il 147. 237. 72. 166/ / mai v/ gi yus/ gener al . aspx B ock 1
s Unaut hori zed URL Access to
185.53. 44. 138 147.237.72. 166 [akaidf. 1l v aka, i df . i 1/ kam ar/ eur | . axd/ c34f d35da7f 0e9459e6¢17c560f 3e2f df Bl ock !
122. 154. 130. 180|Thai | and 147.237.76.86 |navy.idf.il Mil tiple URL wormattacks from 122. 154. 130. 180 B ock 1
66.220. 146.21 |lhited Sates |147.237.77.216 |dover.idf.il D stributed ULhaut hori zed URL Access on ww i df.il//qgr/ B ock 1
s D stributed Uhauthorized URL Access on
185. 53. 44. 63 147.237.72. 166 |aka.i df .il v aka, i o . i1 1/ chi nuchy pri nt previ ew B ock 1
176.12. 146. 165 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
87.68.241.106 |lsrael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to waw aka. i df.il/nai n/rabanut/webresource. axd B ock 1
66.249.64.74  |israel 147. 237.77. 216 |dover.idf. i1 | Stributed thauthorized LR Access on B ock 1
ww idf.il//atal 1/izkor/vi ew text. asp
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