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|Top Attackers | n DDoS- Def ence |

| Target Address

Attacker Address

| Attacker Country

|veb Ste

|9 gnature

| Devi ce Action

|C0unt

66. 249. 78. 104 | srael 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn drop 283
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il Bl ock_ Udp All _Nets drop 4
210. 195. 219. 232 Ml aysi a 147.237.76. 38 eeneitav.idf.il |[Bock Wp Al Nets drop 3
204. 42. 253. 2 Lhited Sates 147.237.76. 44 e.refuah.idf.il Block Np Al _Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Np Al _Net drop 2
81.218. 77. 162 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 1
59. 187. 196. 128 Korea, Republic of 147.237.76. 31 nakchal .idf.il Bl ock Udp All _Nets drop 1
157. 55. 39. 92 Lhited Sates 147.237.72. 166 aka.idf.il HTTP- M sc- BadB| ue- D r - Tr ave- 2 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Addr ess \Ste |Narre |Devi ce Action \Ooum
184.173.183. 172 Lhited Sates 147.237.77.176 nat pash. i df . i DVRep_P- N 40- 59 Per ni t 159
46.137. 134. 188 I rel and 147.237.72. 156 anan. i df .il DVRep_P- N _40- 59 Per nit 10
46.137. 134. 188 I rel and 147.237.72. 166 aka.idf.il DVRep_P- N _40- 59 Per nit 10
66. 240. 236. 119 Lhited Sates 147.237.76. 44 e.refuah.idf.il DVRep B-N 60_100 B ock 2
71.6.165. 200 Lhited Sates 147.237. 8. 46 e. chinuch.idf.il DVRep_B-N 60 100 B ock 2
85. 25. 43. 94 Ger nany 147.237.76. 44 e.refuah.idf.il DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.72. 156 anan. i df.il DVRep_B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.72.217 e.idf.il DVRep_B-N_60_100 B ock 1
85. 25. 103. 50 Cer many 147.237.72. 167 ishurimaka.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237.76. 200 eitan. aka.idf.il DVRep B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.8. 27 e.nadimatal .idf.il DVRep_B-N 60 100 B ock 1
93. 120. 27. 62 Romani a 147.237.0. 17 mny- kosher-kravi .idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 8. 28 e.nobil e-ks.idf.il DVRep B-N 60 100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.76. 177 ncore.idf.il DVRep_B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.8.50 e.tikshuv.idf.il DVRep_B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste | Name | count
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
81. 218. 77. 162 | srael 147.237.77. 216 dover.idf.il GPL SCAN nnmap TCP 2
66. 249. 78. 190 Lhited Sates 147.237.77.176 nat pash. i df . i | ET SCAN NVAP -sA (2) 2
61.183.128.6 Chi na 147.237.77. 234 hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.77.79.43 Chi na 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.76. 199 e.nakchal .idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 Japan 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
183. 136. 216. 3 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 Japan 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
125. 39. 116. 219 Chi na 147.237.76. 44 e.refuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
104. 197. 48. 32 147.237.72. 14 dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 2048 1
61. 240. 144. 67 Chi na 147.237.8. 28 e.nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237. 8. 45 e.eitanidf.il ET SCAN NVAP -sS w ndow 1024 1
218.77.79.43 Chi na 147.237.76. 196 e.sviva.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.77. 205 prisha.idf.il ET SCAN Potential SSH Scan 1
218.77.79. 43 Chi na 147.237.76. 148 gacenter. aka i df.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 Japan 147.237.77.121 e.navy.idf.il ET SCAN Potential SSH Scan 1
183. 136. 216. 3 Chi na 147.237.76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 Japan 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
125. 39. 116. 219 Chi na 147.237.76. 44 e.refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
104. 197. 48. 32 147.237.72. 14 dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 3072 1
104. 197. 48. 32 147.237.72. 14 dover.idf.il (ol d) ET SCAN NVAP -f -sS 1
61. 240. 144. 64 Chi na 147.237.77. 176 nat pash. i df.il ET SCAN NVAP -sS w ndow 1024 1
218.77.79.43 Chi na 147.237.77. 227 e. hanaz.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Country
66.249.78.159 |lited Sates  |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 24
dr opped. Ret r ansni ssi on
66.249.75.117 |wited Sates  |147.237.72. 166 |aka i df . i Invalid segment retransmssion. Packet |Sreaning Engine: TP Invalid drop 24
dr opped. Ret r ansn ssi on
45. 37. 124. 166 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 24
66.249.78.173 |Uited Sates  |147. 237. 77. 216 |dover. i df . i1 Invalid segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 20
dr opped. Ret r ansni ssi on
109. 253. 145, 115|I srael 147.237.77. 243 |nobi l e.i of .| Invalid segment retransmssion. Packet |Sreaning Engine: TCP Invalid drop 10
dr opped. Ret r ansni ssi on
113.73.227.71 |China 147.237.77. 216 |dover.idf.il i’; ;et ransmt wth different wndow Bad TCP sequence noni t or 9
66.249.75.13  |Wited Sates  |147.237.72. 166 |aka i df.il Invalid segment retransmssion. Packet |Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansni ssi on
157.55.39.138 |Wited Sates  |147.237.72. 166 |aka. i df il Invalid segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansni ssi on
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
46.120. 101. 254 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
157. 55. 39. 3 Lhited Sates  |147.237.72. 166 |aka i df . il Invalid segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 4
dr opped. Ret r ansni ssi on
209. 147.144.17 |Whited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
66.249.64.74  |Wited Sates  |147.237.77. 216 |dover.idf.il Invalid segment retransmssion. Packet |Sreaning Engine: TCP Invalid drop 4
dr opped. Ret r ansni ssi on
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 3
90. 216. 134. 193 |Uhi ted Ki ngdom |147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 3
89.190.217.229 |Bulgaria 147. 237. 76. 147 |chi nuch. aka.i df .i | drop drop 2
173.70.187.213 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
66.249.64.76  |ited Sates  |147.237.77. 216 |dover.icf.il Invalid segment retransmssion. Packet |Sreaning Engine: TP Invalid drop 2
dr opped. Ret r ansni ssi on
66.249.78.166 |Wited Sates  |147.237. 77. 216 |dover. i df il Invalid segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 2
dr opped. Ret r ansn ssi on
113.73.227.71 |China 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 2
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
71.6.216. 51 Lhited Sates 147.237.76. 200 |ei tan. aka. i df .i | drop drop 1
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 1
146. 185. 239. 104 gcsj:;:ﬂ on 147.237.8.28 |e.nobile-ks.idf.il|Geo-1ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
98.254.124.78 |Whited Sates 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence alert 1
71.6.216. 61 Lhited Sates 147.237.77. 178 |e.nat pash.idf.il |Geo-| ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
71.6.216. 35 Lhited Sates 147.237.76.44 |e.refuah.idf.il |Geo-location i nbound enf or cenent Geo- | ocat i on enf or cenent dr op 1
89.248.171.40 |Net herl ands 147.237.76.34 |yohalan.idf.il drop drop 1
71.6.216. 52 Lhited Sates 147.237.72. 217 |e.idf.il Geo- | ocati on i nbound enf or cenent Geo- 1 ocati on enf or cenent drop 1
195. 93. 238. 241 |Net herl ands 147. 237. 76. 147 |chi nuch. aka.i df .i | drop drop 1
46. 165. 251. 67  |Ger nany 147.237.0.35 |akaws.idf.il drop drop 1
98.254.124.78 |Whited Sates 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
74.82.47. 15 Lhited Sates 147.237.76. 34 |yohal an.idf.il drop dr op 1
71.6.216. 41 Lhited Sates 147.237.8.14 |e.orchot.idf.il |Geo-location i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
184. 105. 247. 239|lhited Sates 147.237.0. 33 idf.il drop drop 1
8.37. 227. 69 g”;(’;ymus 147. 237. 77. 216 |dover. i of . i | Response out of state Bl ock HTTP Non Conpl i ant monitor |1
71.6.216. 54 Lhited Sates 147.237. 77. 227 |e. hanaz. i df .i | Geo-1 ocati on i nbound enf or cenent Geo- | ocat i on enf or cenent dr op 1
46. 165. 251. 67  |Ger nany 147.237.76.44 |e.refuah.idf.il |Geo-location i nbound enf orcenent Geo- | ocati on enf or cenent drop 1
98.254.124.78 |lhited Sates 147.237.77. 216 |dover.idf.il Inval i d sequence nunier Bad TCP sequence noni t or 1
74.82.47.59 Lhited Sates 147.237. 76. 199 |e. nakchal .idf.il |Geo-I ocation i nbound enf or cenent Geo-1 ocati on enf or cenent drop 1
71.6.216. 49 Lhited Sates 147.237.8.50 |e.tikshuv.idf.il |Geo-Iocation inbound enforcenent Geo- 1 ocati on enf or cenent drop 1
188. 138. 17. 205 |Fance 147.237.77. 121 |e.navy.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
93.172.34.126 |lsrael 147.237.77. 216 |dover.idf.il First packet isn't SN drop dr op 1
71.6.216. 55 Lhited Sates 147.237.8.28 |e.nobile-ks.idf.il|Geo-| ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
220.181.108.99 |China 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
157.55.39.204 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 1
46. 165. 251. 67  |Ger nany 147.237.77. 212 |e.dover.idf.il Geo- | ocat i on i nbound enf or cenent Geo- 1 ocati on enf or cenent drop 1
98.254.124.78 |United Qates  |147.237.77. 216 |dover. i of .i | Whexpect ed post SYN packet - RST or |, drop 1
SYN expect ed
81.218. 77. 162 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
71.6.216.51 Lhited Sates 147.237.8.24 |e.lifestyle.idf.ilJGeo-|ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address ‘S te Acti on ‘Count
66. 249. 78. 159 I srael 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized URL Access from 66. 249. 78. 159 Bl ock 111
66. 249. 78. 173 I srael 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized UL Access from 66.249. 78. 173 Bl ock 111
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il |Miltiple Wauthorized UR Access from 66.249. 78. 166 Bl ock 68
66.249. 78.166 |l srael 147.237.77. 216 |dover. i of .| | St1buted Lhauthorized UR. Access on B ock 33
wan i df.i 1/ /atal /i zkor/ vi ew i ngt op. asp
66.249. 78.166 |l srael 147.237.77. 216 |dover. i of .| |2 St71buted Lhauthorized UL Access on B ock 11
vy i df.i | //atal 1/i zkor/ vi ew text. asp
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized UR. Access from 66.249. 64. 74 Bl ock 8
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il |Miltiple Wauthorized URL Access from 66. 249. 64. 76 B ock 6
66.249.64.76  |Israel 147.237.77. 216 |dover. i of .1 | St1buted Lhadthorized UR. Access on B ock 5
wan i df.i | //atal /i zkor/ vi ew i ngt op. asp
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il |Miltiple Wauthorized URL Access from 66. 249. 64. 72 Bl ock 4
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx |B ock 4
66.249.64.72  |Israel 147.237.77. 216 |dover. i of .1 |2 St1buted Lhauthorized UR. Access on B ock 3
wan i df.i |/ /atal /i zkor/ vi ew i ngt op. asp
157. 55. 39. 138 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 3
66. 249. 75. 117 | srael 147.237.72. 166 |aka.idf.il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 3
157. 55. 39. 92 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 3
157. 55. 39. 179 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 2
66. 249. 78. 197 I srael 147.237.77. 176 [nat pash. i df.il|Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 197 B ock 2
157.55. 39. 3 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 2
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il |Miltiple Uauthorized URL Access from 178. 255. 215. 87 Bl ock 2
66. 249. 75. 13 | srael 147.237.72. 166 |aka.idf.il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
210.211.118. 119|Vi et nam 147.237.77.74 |lawidf.il PHP At t enpt Bl ock 2
157. 55. 39. 178 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
66. 249. 75. 117 I srael 147.237.72. 166 |aka.i df .i | Lhknown Paraneter catld in ww aka.idf.il/tiznoret/ None 1
157.55. 39. 13 Lhited Sates 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to wawnidf.il/atal 1/izkor/vi ew pi ctures. asp Bl ock 1
66. 249. 67. 57 I srael 147.237.77. 233 |atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ Bl ock 1
66.249.64.74  |Israel 147. 237.77. 216 |dover. i df. i1 [P St/1buted tnauthorized URL Access on Bl ock 1
wwidf.il//atal 1/izkor/vi ew text. asp
66. 249. 78. 190 | srael 147.237.77. 176 |nat pash. i df .il|Mil ti pl e Uhaut hori zed URL Access from 66. 249. 78. 190 B ock 1
. . D stributed Uhaut hori zed URL Access on
66. 249. 78. 154 | srael 147.237.76.86 [navy.idf.il navy. i df . i 1//gi yus/f or urd asp/ showf or um asp Bl ock 1
180. 76. 6. 150 Chi na 147.237.77. 216 |dover.idf.il |Wauthorized URL Access to wwidf.il/english/history/sixdayni.stm Bl ock 1
R D stributed Uhaut hori zed URL Access on
66. 249. 75. 34 | srael 147.237.72. 166 |aka. i df .i | 147. 237. 72. 166/ / mai 1/ gi yus/ gener al . aspx B ock 1
157.55.39.137 |lhited Sates 147.237.72. 166 |aka. i df . il Mil tiple Uhaut horized URL Access from 157. 55. 39. 137 B ock 1
113.73.227.71 |China 147.237.77. 216 |dover.idf.il |Miltiple URL is Above Root Drectory from113.73.227.71 B ock 1
66. 249. 64. 89 | srael 147.237.76. 31 |[nakchal .idf.il|Uaut horized URL Access to 147.237.76. 31/ Bl ock 1
66. 249. 64. 12 | srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237. 77. 74/ 580- he/ pat zar . aspx B ock 1
66. 249. 78. 102 | srael 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to 147.237.77.216/ B ock 1
66. 249. 67. 136 I srael 147.237.76.42 |refuah.idf.il |Unaut hori zed URL Access to 147.237.76. 42/ Bl ock 1
157. 55. 39. 15 Uited Sates 147. 237. 77. 216 |dover i df i1 Unaut hori ze.d URL Access to waw idf.il/1283-13509- en/ dover. aspx B ock 1
forcerecraw: 0
5. 255. 253. 124 gz:;;r: on 147.237.77. 216 |dover.idf.il |Whauthorized URL Access to waw i df.il/newsite/french/1218-3.stm B ock 1
207.46.13.105 |Whited Sates 147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to navy.idf.il/shared/ usercontrol s/ header upper/ Bl ock 1
66. 249. 75. 74 | srael 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to www idf.il/atal 1/izkor/ search. asp B ock 1
157.55.39.137 |lhited Sates 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to waww aka.idf.il/gi yusxs xx—x"xe Bl ock 1
115.25.81.72 Chi na 147.237.77. 216 |dover.idf.il |Uauthorized URL Access to waw i df.il/aman Bl ock 1
66. 249. 64. 130 | srael 147.237.77. 176 |nat pash. i df .il|Mil ti pl e Uhaut hori zed URL Access from 66. 249. 64. 130 B ock 1
157.55.39.191 |lhited Sates 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to waw idf.il/irag/english/info02. stm B ock 1
66.249.78.140 I srael 147.237.0.34  |tikshuv.icf.ji|D Stributed Lhadthorized URL Access on B ock 1
tikshuv.idf.il//nain/giyus/ general . aspx
66. 249. 69. 34 | srael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to waw aka. i df . il /ki osk/ Bl ock 1
157. 55. 39. 33 Lhited Sates 147.237.77. 176 |nat pash. i df . i ||Uhaut hori zed URL Access to waw cogat.idf.il/894-en B ock 1
66. 249. 78. 204 | srael 147.237.77. 176 [nat pash. i df.il|Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 204 B ock 1
. . D stributed Whaut hori zed URL Access on
66.249.78.161 |lsrael 147.237.76.86 |navy.idf.il navy. i df . i 1 // gi yus/f or urd aspf shovf or um asp B ock 1
37.16.72.139 France 147.237.77.74 |lawidf.il Mil tipl e Uhaut hori zed URL Access from 37. 16. 72. 139 Bl ock 1
210.211.118. 119|M et nam 147.237.77.74 |lawidf.il Adm n B ocki ng Bl ock 1
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