1"NPT SwNn

oV

www.gov.il

|Top Targets |

3, 600"

Nunber ]

a 900+"

At acks

Nunber

At acks

04-30-2016-22:04:04 to 04-30-2016-23:04:04

IDF Under Attack

Daily Report

§c s S N & A & S s
\6\ %1\6 Q}:\é > N 5.‘6 r},@} \& é{§b > A \§.\6
LA S SO P A N S G-
NN & & { O
O N [
& .\é“
Top Tar get

M dover.idf.il

M aka.idf.il

M nobi le.idf.il

M nadi matal .idf.il

M i shurimaka.idf.i

Meitan aka.idf.il

I aman. i df . il

M refuah.idf.il
atal.idf.il

M tikshuv.idf.il

> %) > > o) N o)
P P S
™ S 5 > -

N ,3) ,\?‘

Top Attackers

M 167. 114. 156. 16
46.117. 26. 238
I 85. 130. 244. 53
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|Top Attackers | n DDoS- Def ence |

04-30-2016-22:04:04 to 04-30-2016-23:04:04

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2297
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 417
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 107

149. 88. 92. 198 | srael 147.237. 76. 200 eitan.aka.idf.il |Bock Udp All Nets drop 3

82. 200. 128. 163 Kazakst an 147.237.76. 200 eitan.aka.idf.il |Block Udp All Nets drop 1

185.94. 111. 1 Russi an Federation 147.237.76. 31 nakchal .idf.il Bl ock_Ulp Al _Nets drop 1

149. 202. 86. 35 France 147.237.76. 31 nakchal .idf.il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 81. 218  [147.237.77. 216 |Eur ope dover.idf.il ET SCAN NVAP -sA (2) 2
80. 82. 78. 38 147.237.0.15 |Netherl ands kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
60. 13. 249. 253  [147.237.0.33 [China idf.il ET SCAN Potential WNC Scan 5900- 5920 1
107. 158. 255. 194|147.237.8.24 |thited Sates |e.lifestyle.idf.il |[ET SCAN NVAP -sS w ndow 3072 1
107. 158. 255. 194|147.237.8.24 |Wiited Sates |e.lifestyle.idf.il |[ET SCAN NVAP -f -sS 1
104. 232.98. 3 147.237.77.234|Whited Sates |halag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
104. 232. 98. 3 147.237.77.234|hited Sates |halag.idf.il ET SCAN NVAP -f -sS 1
104. 232. 98. 3 147.237.77. 227 |Wited Sates |e. hanaz.idf.il ET SCAN NMVAP -sS w ndow 1024 1
104.214.34.99 |147.237.77.178|United Sates |e.matpash.idf.il |ET SCAN NVAP -sS w ndow 2048 1
91.215.156.11 [147.237.76.34 |[Netherlands yohal an. i df .i| ET SCAN NVAP -sS wi ndow 1024 1
37.26.147.243 |147.237.0.19 |[lIsrael nadimatal .idf.il |ET SCAN Possible SS. Brute Force attack or Ste Gaw 1
107. 158. 255. 194|147.237.8.24 |Lhited Sates |e.lifestyle.idf.il |[ET SCAN NVAP -sS w ndow 2048 1
106. 38. 241. 106 |147. 237. 72. 166 |Chi na akaidf.il SE:NER APAO—E.Apache mod_ssl non-SS. connection to S3. port 1
deni al of service attenpt
104. 232. 98. 3 147.237.77.234|hited Sates |halag.idf.il ET SCAN NMVAP -sS w ndow 2048 1
104. 232.98. 3 147.237.77. 227 |Wited Sates |e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 4096 1
104.214.34.99 |147.237.77.178|Wnited Sates |e.matpash.idf.il |ET SCAN NMAP -sS w ndow 3072 1
104.214.34.99 |147.237.77.178|Wnited Sates |e.natpash.idf.il |ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2546
Sreaning Engine: TCP Invalid i i ssi
176.13.2.65  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 63
Ret r ansni ssi on Packet dropped.
85. 130. 244.53 |lsrael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 43
85. 130. 244.53 |Israel 147.237.72.167 |ishurimaka.idf .i|Bad TCP sequence Inval i d ACK nunber aert 41
Sreamng Engine: TCP Invalid i i ssi
185.32.179. 188 | srael 147. 237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. drop 39
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
176.13.13.148 |israel 147.237.77. 243 |rvit e iop.i1 | AM NG Engine: TCP Invalid - invalid segnent retransmissi on. drop 33
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 14 I srael 147. 237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmission drop 27
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
80.246.137.1  |Israel 147.237.77. 243 |rbi e i1 | €AM NG Engine: TP Invalid - invalid segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.70.52.243  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 24
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
176.13.15.116 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
149.50. 122. 108 | srael 147. 237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmission drop 24
Ret r ansni ssi on Packet dropped.
157. 55. 39. 53 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 20
Sreaning Engine: TCP Invalid i i ssi
79.179.22.40  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dropped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
Sreaning Engine: TGP Invalid i i ssi
66.249.78.146 |Uited Qates |147.237.72. 166 |aka idf.il 9 =9 Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dropped.
50. 87.144. 145 |Whited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 14
207.46. 13. 22 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 14
45. 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 13
46. 19. 86. 158 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
reanmn ine: TCP Invali i i ssi
109. 64. 213. 102 | srael 147.237.77. 243 |rvi e iop.i1 | AM NG Engine: TCP Invalid - invalid segnent retransmissi on. drop 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.0.239  [israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dropped.
162.243.97.21 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
Sreaning Engine: TCP Invalid i i ssi
109.65.136.1  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
80.246.139.96 |Israel 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
80. 246. 139. 220 I srael 147.237.72. 167 | shuri maka. i df . i 9 =g Invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
176.13.13.148 [ srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dropped.
208.115.111. 73 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 11
37.26.147.150 |l srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 10
Sreanming Engine: TCP Invalid i i sSi
46.117. 182. 254 |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. drop 10
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid [ i Ssi
176.13.21. 8 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
89.138. 191. 169 |Israel 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
Sreanming Engine: TQP Invalid i i ssi
176.13.11.216 | srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. drop 9
Ret r ansmi ssi on Packet dropped.
66.249.81.212 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
70.197.80.228 |lWhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 9
52.16.5.197 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
104. 179. 115. 223|Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 8
105. 225. 140. 165|South Arica |[147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 7
37.26.148. 190 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaming Engine: TGP Invalid i i ssi
149.78.46.94  |Wited Sates [147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
80. 246. 139. 234 i srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 213. 113|l srael 147. 237.77. 243 |nobile. i of . | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
88. 254. 110. 197 |Turkey 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
2.55.152. 32 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
80. 246.136.62 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i ssi
87.70.58. 73 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
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A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreanming Engine: TCP Invalid i i ssi

109. 253. 159. 54 | srael 147.237.77. 243 |nobil e. i f . | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

185. 27. 105. 189 | srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.117.26.238 |[lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 160
37.26.147.243 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 69
46.19. 85. 173 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 54
2.55.34. 179 I srael 147.237.77. 243 |nobi | €. i df . i | Eozti:'etﬁ“;d. I'Ta/r:faf:]z: /I{]‘;g\g;;:;'hs: dogar aneter Fopeat Passvord |B1 90K 22
213.8.204.1 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL from213.8.204. 1 B ock 9
185. 32.179. 188 |l srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 8
176.13.13. 148 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 6
46.117.182. 254 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 5
80.246.137. 1 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 4
149. 50. 122. 108 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
176.13.5. 35 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
87.69.234.214 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
176.13.11.216 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
66.249.81.212 |[Israel 147.237.77.216|dover.idf .l Distributed Whaut horized URL Access on waw idf.il/error. htm B ock 3
80.246.139.96 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 3
66.249.81.215 |[Israel 147.237.77.216|dover . i df . il Ostributed Lhauthorized UR. Access on ww idf.il/error. htm B ock 3
46.117.182. 254 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁbﬁ??&Tﬁfs\;cﬂa?t/icign?;%ﬁsﬁzwd tn B ock 3
176. 13. 0. 239 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 3
109. 253.211.6  |lIsrael 147.237.77.216|dover . i df . il Dstributed Lhauthori zed URL Access on wwidf.il/error. htm B ock 2
62.0.119. 135 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df .il/nai n/ sachar/ Bl ock 2
89. 139. 232. 130 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode Bl ock 2
46.120. 29. 26 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 46. 120. 29. 26 B ock 2
109. 253. 131. 13 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
75.119.220. 105 |lhited Sates [147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed URL Access from 75. 119. 220. 105 B ock 2
109. 253. 138. 253|l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
87.71. 48. 164 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka. idf.il/sip storagel/files/8/ Bl ock 2
66.249. 64.233 |Israel 147.237.77. 216 |dover . i df . i | Ostributed Lhauthorized UR. Access on ww idf.il/error. htm B ock 2
89.138. 191. 169 |l srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 2
79.182.126.221 |Israel 147.237. 72. 166 |aka. i df . i | D str) buted Lnauthor] z2ed LRL Access on Bl ock 2
109. 64. 213. 102 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
5.22.135.171 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from5.22.135.171 [B ock 2
70.194.163.94 |lnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501-he/ atal . aspx  |B ock 1
80.246.133.53 |[lIsrael 147.237.77. 216 |dover.idf.i |l Dstributed Wauthorized URL Access on waw idf.il/error. htm B ock 1
164.132.161.91 |italy 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to ww i df.il/newsite/english/12 B ock 1
66.249.78.240 I srael 147.237. 72. 166 |aka. i df . i | el ;;fjlg:/‘e'zcicrffjoagn/ yoman. asp Bl ock 1
5. 29. 172. 202 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
212.76.102.117 | srael 147.237.72. 166 |aka. i df . i | gkt':%f"‘“l I'D/ar:a?"nf;s;haﬁ\:mﬁvgf;fwm in None 1
109. 253. 213. 113|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
62.0.119. 135 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/nai B ock 1
89. 139. 236. 187 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/gius Bl ock 1
46.117.74.56 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i |/ mai ns/ sachar B ock 1
195. 154. 199. 235|France 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
169.229.3.91  [Wiited Sates [147.237.0.17 ][nlnly kosher -kravi . id %&mﬂfﬁficg - Protocol violation None 1
46.120. 29. 26 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagel/files/4/ B ock 1
87.71. 48. 164 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 87.71. 48. 164 Bl ock 1
77.124.22.31 I 'srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka. i df.i|/nai n/sachar/ B ock 1
143.176. 226. 122|Netherl ands  [147. 237. 7. 216 [dover. i df . i | multz\for: szfentﬁafgscleﬁsn;:age/ Chile Bl ock 1
66. 249. 64.230 |Israel 147.237.77.216|dover . i df . i D stributed Unaut horized URL Access on 147.237.77. 216/ B ock 1
89.139.243.59 |[Israel 147.237.72. 166 [aka. i df . i | Unhknown Paranet er docl d in wwwe aka. i df.il/nai n/sachar/klali.aspx |None 1
195. 154. 199. 235|France 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw mag. i df . il/wp- 1 ogin. php B ock 1
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