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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 183
79.183.52. 195 | srael 147.237.72. 166 aka.idf.il B ock_UWp Al _Nets drop 6
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2
46. 174. 54. 63 Russi an Federation 147.237.76. 44 e.refuah.idf.il B ock Up Al Nets drop 1
149. 56. 67. 144 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1
185. 130. 5. 48 Li t huani a 147.237.76. 34 yohal an.idf.il B ock Wp Al _Nets drop 1
71.6.167. 142 Lhited Sates 147.237.76. 38 eeneitav.idf.il B ock_UWp Al _Nets drop 1
94.102. 52. 10 Net her | ands 147.237.76. 201 e atal .idf.il Bock Np All _Net drop 1
176.53. 127. 70 Tur key 147.237.76. 44 e.refuah.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Devi ce Action |Oount

79.178. 213. 151 I srael 147.237.77. 243 nobi le.idf.il ]13840: TLS QpenSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
174.37. 194. 144 147.237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NVAP -sA (2) 2
139. 196. 57. 234 147. 237. 76. 147 Chi na chi nuch. aka. i df il ET SCAN NMAP -sS wi ndow 1024 1
104. 219. 238. 10 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
84.200. 15. 174 147.237.8.50 Ger many e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
76. 181. 249. 213 147.237.77. 212 Lhited Sates e. dover.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
183. 60. 48. 25 147. 237. 76. 38 Chi na e.eneitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
174.37.194. 144 147. 237. 76. 202 Lhited Sates ehaagidf.il ET SCAN NVAP -sS wi ndow 4096 1
149. 78. 154. 69 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
107. 158. 255. 194 147.237.77. 170 Lhited Sates naar achot . i df . i | ET SCAN NMVAP -sS wi ndow 3072 1
84.200. 15. 174 147.237.8.50 Ger many e tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
84.200. 15. 174 147. 237. 8. 50 Ger nany e tikshuv.idf.il ET SCAN NVAP -f -sS 1
76. 181. 249. 213 147.237.77. 212 Lhited Sates e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237. 76. 148 Chi na gacenter. aka. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
175. 184. 203. 44 147. 237.72. 166 Australia aka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
174. 37.194. 144 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
174.37.194. 144 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
104.25.231.16 |Wited Sates  |147.237. 76. 147 |chi nuch. aka.i df .i [|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1635
104.25.231.16 |Wited Sates |147.237.72. 156 |anan.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1634
Sreaming Engine: TGP Invalid i i ssi
5.29. 57. 28 I srael 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. drop 72
Ret r ansni ssi on Packet dropped.
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51
Sreamng Engine: TCP Invalid i i ssi
2.55.5.116 I srael 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. | 36
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
37.26.146.231 | srael 147, 237.76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. |, 33
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
93. 172. 236. 207 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. | 32
Ret r ansni ssi on Packet dropped.
85.250.6.48 |Israel 147.237.77. 233 |atal i of i Bad TCP sequence S retransmt with different monitor |27
w ndow scal e
Russi an S -
94.180. 143. 32 eration 147.237.77. 170 |n@arachot . idf .il [dr op First packet isn't SN drop 23
99. 253. 206. 48 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 19
157.55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 18
52.29. 223. 39 Ger many 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 18
213.205.198. 74 |United Ki ngdom|147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 18
S SN retransnmit wth different .
149.88.182.58 |Israel 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence i ndow scal e noni t or 16
46. 19. 86. 85 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
149. 50. 120. 15 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
Sreanming Engine: TQP Invalid i i ssi
176.13.12.51 [ srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 12
Ret r ansni ssi on Packet dropped.
198.58.103.28 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
198. 58.103. 102 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
162. 243.116. 152|nited Sates  |147. 237. 77. 216 |dover. i df .i drop First packet isn't SWN drop 12
Sreaning Engine: TGP Invalid i i ssi
176.13.22.84  |Israel 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
162. 243. 125. 185|Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
37.26.148.211 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi
89. 204. 153. 181 |Ger many 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
. . SYN+AK retransmit with different .
2.53.135.93 I srael 147. 237. 77. 216 |dover .i df .i | Bad TCP sequence i ndow scal e noni t or 10
157.55.39. 106 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
Sreaning Engine: TGP Invalid i i ssi
109. 65. 227. 241 |Israel 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
5.102.254. 137 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber noni t or 6
2.53.135.93 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaning Engine: TCP Invalid i i ssi
79.183.12.119 |Israel 147.237.72. 166 |aka. i of . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
104.25.231.16 |Lhited Sates  |147.237.72. 156 |anan.idf.il SYN Attack rej ect 6
. . SYNretransmt wth different .
84. 109. 8. 56 I srael 147.237.77.234 |halag.idf.il Bad TCP sequence i ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i ssi
109.67.208.4  |israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.181.108.22 | srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.127.159. 118 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.78.146 |Uited Sates  |147.237.72. 166 |aka i of i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 212. 60 | srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19. 85. 29 I'srael 147. 237.77. 243 |mobi l e i i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
79.176. 22. 83 I srael 147. 237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreanming Engine: TQP Invalid i i sSi
109. 253. 210. 98 | srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
e SYN+AK retransmit with different .
79.176. 22. 83 I srael 147. 237. 72. 166 |aka.i dof .i | Bad TCP sequence i ndow scal noni t or 6
Sreanming Engine: TQP Invalid i i sSi
132.74.150.40 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i ssi
176.13.10.61 [ srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |4 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.133  |Israel 147.237.72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g ) 6

Ret ransni ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
85. 130. 138. 109 |Israel 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation hewassvord in B ock 23
nobi | e. i df . i | /sachar/changepassword
66.249. 64. 233  [Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Uhaut hori zed URL Access from 66. 249. 64. 233 B ock 5
176.13.5.154  [Israel 147.237.77. 243 |nobi | e. i df . i | Paraneter Type M ol ation QurrentPassvord in B ock 5
nobi | e. i df.i|/sachar/changepasswor d
77.126.175.135 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod Bl ock 4
109. 253. 219. 225]I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
109. 67. 208. 4 | srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
80. 246. 136. 210 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
. . . DOstributed Paraneter Type Mol ation on
46.19. 86. 117 | srael 147.237.77.243|nobi l e.i df . i | nobi | e. i df i | / sachar / changepassvord par anet er NewPassvor d Bl ock 3
. ] D stributed Uhauthorized URL Access on
109. 67. 162. 8 I srael 147.237.77. 216 |dover.i df .i | ww i i1/t enpl at es/ arti cl ef robi | e Bl ock 2
85. 64. 66. 79 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 85. 64. 66. 79 B ock
77.126.175. 135 |lsrael 147.237.76.31 |nakchal .idf.il Mil ti pl e Uhaut hori zed URL Access from 77.126. 175. 135 B ock
. . Unaut hori zed URL Access to
84.109. 8. 56 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar e/ bul | et 1. g f Bl ock 1
66. 249. 78. 22 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www nag. i df . il/229-he/ faq. aspx B ock 1
178. 154. 189, 201 RJSIS;;ni o 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df . i | / 164- 4475- hel pat zar . B ock 1
. . D stributed Lhauthori zed URL Access on
46.121.77.208 |Israel 147.237.72. 166 |aka. i df . i | i aka, i df i1/ i sachar ] undef | ned Bl ock 1
87.69.30.207 |israel 147.237.72. 166 |aka. i df . i | Unknown Parameter __\ BBTATEENCRYPTED | n None 1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
. . D stributed Lhauthori zed URL Access on
2.53.135. 93 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
212. 150. 252. 109|l srael 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed UR. Access on v i df.il/https:/wwidf.il/ |B ock 1
66. 249. 64. 233 |l srael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
’ A - |SS. Wntraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Wited Sates [147.237.0.15 |kosher-kravi.idf.il (SSL CONN LI ENT HELLO) None 1
46.11. 30. 141 Mita 147.237.77.74 |lawidf .il Uhaut hori zed URL Access to ww nag. i df . il/wp-1o0gin. php B ock 1
. . Uhaut hori zed URL Access to
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ sachar / t  asi m aspx Bl ock 1
182.118.53.28 |China 147.237.76.200(ei tan. aka. i df.i | Unaut hori zed URL Access to 147.237.76. 200/ Bl ock 1
. . Unaut hori zed Met hod HEAD for
149. 78. 185. 174 |Israel 147.237.72. 166 [aka. i df . i | v aka. i df . i | / mai v/ sachar / vi ewpaysl i p. aspx Bl ock 1
] . . Dstributed Paraneter Type Mol ati on on
52.13.45.110  |lhited Sates [147.237.77.216|dover.idf.i| v i df i 1/1362- he/ dover . aspx paranet er PageNum Bl ock 1
. . D stributed Lhauthori zed URL Access on
5.22.131. 105 I srael 147.237.77.216|dover.i df .i | ww i o i1/t enpl at es/ arti cl ef nobi | e Bl ock 1
89. 138. 100. 241 |l srael 147.237.77.216|dover.i df .i | Uhaut hori zed LR Access to wan i df.il/https:/wwidf.il/ Bl ock 1
77.126.175.135 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to wwwy nakhal .idf.il/sip storage/files/ 8/ B ock 1
174.37.194. 144 |Wited Sates [147.237.76.42 |refuah.idf.il Unaut hor i zed HTTP Met hod B ock 1
46. 19. 85. 29 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 1
. . . Unaut hori zed URL Access to
85. 64. 66. 79 I srael 147.237.0.34 |tikshuv.idf.il v ti kshuv. i df i 1/t enpl at es/ homepage/ nobi | e B ock 1
. nobi | e. nei tav.idf.i )
182.118.53. 166 |Chi na 147. 237. 76. 39 | Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
. . Unaut hori zed URL Access to
66.249.78.246 |[lsrael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ gi yus/ f or urd asp/ showf o um asp B ock 1
149.78.188.65 |l srael 147.237.72. 166 |aka. i df . i | Distributed Lhaut hori zed URL Access on B ock 1
wan aka. i df . i |/ mai n/ sachar/ undef i ned
] . . Dstributed Paraneter Type Mol ation on
54.188.232. 141 [Wited Sates |147.237.77.216|dover.idf.il v i df i 1/1362- he/ dover . aspx paranet er PageNum B ock 1
5.22.131. 105 I srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v idf.il/tenplates/articl e/ nobile Bl ock 1
Unknown Par anet er
95. 86. 78. 221 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 13%ct | 01%ct | 03$chl Questi o [None 1
n$117 in aka.idf.il/na n/ gi yus/ questi onnai re. aspx
. . D stributed Lhauthori zed URL Access on
79.182.114.15 [lIsrael 147.237.77.216|dover . i df .i | ww i i1/t enpl at es/ arti cl ef mobi | e B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 233 |l srael 147.237.77.216|dover.i df . i | v i df i |/t enpl at es/ shar ed/ user cont r ol s/ header upper/ B ock 1
174.37.194. 144 |Wited Sates [147.237.76.42 |[refuah.idf.il Unaut hori zed Met hod CPTIONS for / Bl ock 1
109. 67. 208. 4 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
46. 19. 85. 221 | srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
185. 3. 144. 33 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147. 237.76. 42/ f avi con. i co B ock 1
] . - Paraneter Type Mol ati on PageNumin
68.180.230.108 [Wited Sates [147.237.76.31 |nakchal .idf.il vaw nakhal i df i 1/ 1111- he/ nakhal . aspx Bl ock 1
149. 88.182.58 |Israel 147.237.72. 156 [aman. i df . i | Too Many Cookies in a Request - 112 cooki es Bl ock 1
54.212.105.149 [Lnited Sates |147.237.77.216|dover.idf.il Par aneter Type M ol ati on PageNumin waw i df .il/1362- he/ dover.aspx |B ock 1
5.29.57.28 I srael 147.237.77. 216 |dover.i df .i | Distributed Unauthori zed URL Access on wawidf.il/https:/wawidf.il/ [B ock 1
104. 131. 147. 112|Uhited Sates |147.237.77.216|dover.idf .i | Mil tipl e Unaut hori zed URL Access from 104. 131. 147. 112 Bl ock 1
66. 249. 64.239 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
109. 253. 130. 182|I srael 147.237.77.216|dover . i df . i | Distributed Lhaut hori zed URL Access on wawidf.il/error. htm B ock 1
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