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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 18161
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2405
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 6
81.218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 4

198. 20. 70. 114 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
123. 85. 3. 90 147. 237.77. 170 |Chi na naar achot . i df .i | [ET SCAN NVAP -f -sS 1
104.197.72.206 |147.237.0.19 |lhited Sates [nadimatal.idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
66.249.78.158 |147.237.72.166 |Lhited Sates |aka idf.il SER\/ER APAO_E. Apache nod_ss| non-SS. connection to S8 port 1
deni al of service attenpt
59.175.172. 235 [147.237.77.170|Chi na naarachot. i df .i| |ET SCAN NVAP -f -sS 1
40. 76. 60. 52 147.237.77.227 |Wited Sates |e.hanaz.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
123. 85. 3. 90 147. 237.77. 170 |Chi na nearachot . i df.il |ET SCAN NVAP -sS wi ndow 2048 1
107. 158. 255. 194|147. 237. 77. 234 |Lhited Sates |halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
78.183. 103. 248 |147.237.77. 216 |Turkey dover.idf.il SERVER- WEBAPP adm n. php access 1
59.175.172. 235 |[147.237.77.170|Chi na nearachot . i df.il |ET SCAN NVAP -sS wi ndow 2048 1
40. 76. 60. 52 147.237.77.227 |Whited Sates |e.hanaz.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
40. 76. 60. 52 147.237.77.227 |Wited Sates |e.hanaz.idf.il |ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Target Address

dte

Signature

Gountry

SWNretransmt wth different

79.179.66. 211 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence . noni t or 25
w ndow scal e
Sreaming Engine: TGP Invalid i i ssi
82.81.11.56  |Israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =9 nval i d segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
46.116. 107. 210 i srael 147. 237. 77. 243 |robi | e. i of . i | Streaming Engine: TCP Invalid invalid segnent retransmssi on. drop 18
Ret ransmi ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
84.110. 109. 37 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
46.19.86.138 [l srael 147, 237 76. 200 e tan aka i o i1 || S NG Engine: TP Invalid invalid segnent retransmssi on drop 15
Ret ransmi ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
176.13.7.194 |israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =9 nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
80. 178. 134. 223 |I srael 147. 237. 77. 243 |robi | e. i of . i | Streaming Engine: TCP Invalid invalid segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
85.64.21.111 |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =9 nval i d segnent retransmssi on. drop 10
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
109. 253. 208. 26 |I srael 147.237. 72. 166 |aka. i df . Streaming Engine: TCP Invalid invalid segnent retransmssi on. drop 9
Ret ransm ssi on Packet dr opped.
208. 115. 113. 89 |Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 8
109. 253. 216. 97 I srael 147.237.77. 233 |atal .i . i Bad TCP sequence SN retransmt wth i fferent monitor |8
w ndow scal e
37.26.149. 230 |[Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
Sreaming Engine: TGP Invalid i i ssi
31.210. 187. 144 [Israel 147. 237.77. 243 |robile. i f .| 9 =g Invalid segrent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
185. 32. 179. 231 |I srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79. 180. 176. 189 |I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segrent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
92.247.181.29 |Bigaria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
196. 113. 59. 182 |Mor occo 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
84. 108. 136. 204 |I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
109.65.72.73  |isradl 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
66.249. 64. 169 [Lnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 65.79. 187 |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.16 |l srael 147. 237.77. 243 |nobi le.i df . i1 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
84.94.90.180 |Israel 147.237.72. 166 |aka. i of . i SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i ssi
217.132. 16. 162 |I srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
109. 64. 146. 129 |I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
198.58.103.92 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 6
Sreaming Engine: TGP Invalid i i SSi
66.249.78.252 |ited Qates |147.237.0.19 |nadimatal .idf.il 9 =g nvalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.
84.109.1.129 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
84.94.174.32  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreanming Engine: TCP Invalid i i SSi
84.111. 152. 232 |I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nvalid segnent retransmssi on. drop 4
Ret ransm ssi on Packet dr opped.
5.102.242.239 |[lsrael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
reanming BEngine: TCP Invali i i ssi
132. 75. 167. 239 |I srael 147.237.77. 243 |mbite i1 | €M NG Enginer TCP Invalid finvalid segnent retransnission drop 4
Ret ransni ssi on Packet dr opped.
208.115. 111. 73 |Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 4
Sreaming Engine: TGP Invalid i i ssi
85.64.159.66 |l srael 147. 237.77. 243 |nobi le.i df . i1 9 =g Invalid segrent retransmssion. drop 4
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.53.160.151 |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
104.25.231.16 |Wited Sates |147.237.76. 147 |chinuch. aka. i df .il|SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 3
Sreanming Engine: TCP Invalid i i SSi
176.13.16. 251 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79.180. 152. 53 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
87.71.148.1  |israel 147. 237. 72. 166 |aka i df . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
31.154. 160. 61 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
77.125.120.64 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
64.134. 171. 219 |Wited Sates |147.237.72. 166 |aka idf. il 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
109. 64. 175. 54 |I srael 147.237.72. 166 |aka.i df .i 9 =g Invalid segment retransmssion. drop 3

Ret r ansm ssi on

Packet dropped.




79.183. 218. 195

04-30-2016-19:04:08 to 04-30-2016-20:04:08

A tacker
Gountry

| srael

Target Address

147.237.72. 166

dte

aka.idf.i

Signature

Sreaning Engi ne:

Ret r ansm ssi on

TCP Invalid

Inval i d segnent

Packet dropped.

ret ransmssi on.

66. 249. 81. 209

Eur ope

147.237.72. 166

aka.idf.il

S reamng Engi ne:

Ret ransm ssi on

TCP Invalid

Inval i d segnent

Packet dropped.

r et ransni ssi on.

2.53.178. 166

| srael

147.237.72. 166

aka.idf.i

Sreaning Engi ne:

Ret r ansm ssi on

TCP Invalid

Inval i d segnent

Packet dropped.

ret ransmssi on.

176. 13. 18. 178

I srael

147.237.72. 166

aka.idf.il

S reamng Engi ne:

Ret ransm ssi on

TCP Invalid

Inval i d segnent

Packet dropped.

r et r ansni ssi on.

drop

109. 253. 220. 36

| srael

147.237.72. 166

aka.idf.i

Sreaning Engi ne:

Ret r ansm ssi on

TCP Invalid

Inval i d segnent

Packet dropped.

ret ransmssi on.

drop

2.53.50. 136

I srael

147.237.72. 166

aka.idf.il

S reamng Engi ne:

Ret r ansm ssi on

TCP Invalid

Inval i d segnent

Packet dropped.

r et ransni ssi on.

drop

80. 178. 134. 223

| srael

147.237.72. 166

aka.idf.i

Sreaning Engi ne:

Ret r ansm ssi on

TCP Invalid

Inval i d segnent

Packet dropped.

ret ransmssi on.

drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.53.31.33 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 255
87.68.0. 40 I srael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code B ock 54
5.29.135. 192 I srael 147.237.77.243|nobi [ e.i df . i | Paranet er Type M ol ation Password in nobile.idf.il/sachar/login B ock 6
78.183. 103. 248 |Turkey 147.237.77.216|dover. i df .i | Mil ti pl e Unaut horized URL Access from 78.183. 103. 248 Bl ock 5
82.81.11.56 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 5
78.183.103. 248 [Turkey 147.237.77. 216 |dover.idf .il Ostributed PHP At tenpt B ock 4
85.64.21. 111 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 4
46.116.107. 210 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 4
109. 64. 179. 233 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka. i df.i|/mai n/ sachar/ undefi ned B ock 4
78.183. 103. 248 |Turkey 147.237.77.216|dover.i df .i | Mil tipl e Admin Bl ocking from 78.183. 103. 248 B ock 3
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Unhaut hori zed URL Access from 66. 249. 64. 233 B ock 3
176.13.7.194 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
176.13.8.93 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
31.210.187. 144 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
79.179.66.211 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in Header Val ue from79. 179. 66. 211 B ock 1
79.176.86.78  |israel 147.237.72. 166 |aka. i df . i | Paraneter Read Qnly Molation in None 1
wa aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
109. 253. 216. 97 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock
83.28.188. 29 Pol and 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to wawi i df . i1/894-en/ dover . aspx/ B ock 1
66. 249. 78. 82 I srael 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to waw | awidf.il/sip_stor B ock 1
. . D stributed Unhaut hori zed LRL Access on
213.57.72.58 I srael 147.237.72. 166 [aka. i df . i | i aka, i df i 1/ nai v sachar/ undef | ned Bl ock 1
79.179.66.211 |lsrael 147.237.72. 166 [aka. i df . i | Mil tiple Malformed URL from 79.179. 66. 211 B ock 1
149, 78. 236. 148 |l srael 147.237.76.86 |navy.idf.il PHP At enpt B ock 1
Ilegal LR Path Encoding [ it axb@mynnt &[[#5]]v" (¢ pe[ [#14] ]} "
79.179.66.211 |[Israel 147.237.72. 166 [aka. i df . i | ok[ [#23] 1 [ [#22]] - [#15]] bc2! «[[#8]] hsl z[ [ #28] ] 2°by3+0... [#30]] = 1| Bl ock 1
cat [[#14]] YW [#3] ] [[#19]] [[-DU#T |
66. 249. 64. 97 I srael 147.237.77. 170 |maar achot . i df . i | [Whaut hori zed LRL Access to maarachot.idf.il/pdf/files/ 9/ 108889. pdf Bl ock 1
. . S Unhtraceabl e Gonnection - Protocol violation
79.179.66.211 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON_ DATA EXCHANGE) None 1
79.179.66.211 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in Mthod from 79.179. 66. 211 B ock 1
5.22.131.25 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. idf.il/mai n/sachar/fag. aspx Bl ock 1
182.118.53. 161 |Chi na 147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76. 31/ B ock 1
Illegal Byte Gode Character in Paraneter Nane 3[[#24]]% in |-ﬁu¢%fmb@'m;
; ; o] ok[[#23]] [[#22"n §[[#5]]v" (¢ p€ [#14]]i
79.179.66.211 |Israel 147.237.72. 166 |aka. i df . i | [1#15]] be2 | [ [ #8]] hsl 2] [ #28] ] 2Aby3+ ... [#30] ] |+ a [ [ #14] ] Vuree Bl ock 1
1#5[[- 00 | #19 [11#3( [
. . Paraneter Type Molation f in
113. 174. 239. 250|M et nam 147.237.77.216|dover . i df .i | Wi i df i |/ tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock 1
85. 64.17. 152 | srael 147.237.72.166 |aka. i df . i | Unhaut hori zed Met hod HEAD for wwu aka. i df . i1/ mai n/ sachar/ Bl ock 1
66.249.78.158 [l srael 147.237.72. 166 [aka. i df . i | SSL Whtraceabl e QGonnection - Protocol violation (SSL_CONN QI ENT_HALLO None 1
37.26.149.254 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl ef shar ed/ reset . css B ock
216. 245. 215. 102 gﬁ;ttg: 147.237.0.19 |madimatal .idf.i|Wauthorized LRL Access to nadimatal .idf.il/wordpress/wp-adm n/ B ock 1
79.179.66.211 |[Israel 147.237.72. 166 [aka. i df . i | Mil tiple NILL Character in Header Nane from 79. 179. 66. 211 B ock 1
149. 78. 236. 148 |l srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/xmrpc. php B ock 1
79.179.66.211 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Abnormal |y Long Header Line from79.179.66.211 B ock 1
87.70. 108. 70 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
79.182.14.50  |Israel 147. 237.72. 166 |aka. i df . i | Wnaut hori zed Method QPTIONS for . Bock |1
wwv aka. i df . i |/ mai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser
79.179.66.211 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in URL from79.179. 66. 211 B ock
185. 32. 179. 231 |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
113.174. 239. 250\ etnam  [147. 237. 77. 216 |dover . i df . i | Parameter Type Molation| in . Bock |1
wwy i df . il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx
Illegal Byte Gde Character in Paraneter Value at 11 for |-m¢%fmb@l?_rmn’
; ; IS[[#5]1v" (¢ pe[ [#14] 1] "ok [#23] 1 [[#22] ] <
79.179.66.211 [Israel 147.237.72. 166 |aka. i df . i | [[#15]]be? | [ [#8]] hsl 2[ [ #28] ] 27by3» .. [ #30] ] |+ at [ [ #14] ] Vure Bl ock 1
1#5[[-09 ] #19 (1] #3[[
68. 65.120. 171 ;“;tteeg 147.237.0.19 |madi matal .idf.i|Miltiple Unauthorized LRL Access from 68.65.120. 171 Bl ock 1
46. 19. 86. 16 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 1
79.179.66.211 |lsrael 147.237.72. 166 [aka. i df . i | Miltiple NILL Character in Method from 79. 179. 66. 211 B ock 1
157. 55. 39. 106 Lsh'mt:: 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 1
79.179.66.211 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Abnornmal |y Long Request from 79.179.66. 211 Bl ock 1
95.185. 114. 55 Asf‘;g: a 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to wawidf.il/arr/ B ock 1
80. 178. 6. 22 I srael 147.237.72. 166 |aka. i df . i | Distributed thaut horized UL Access on Bock |1
wwn aka. i df . i |/ mai n/ sachar/ undef i ned
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