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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site

|Signature

|Device Action |Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 5375
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP-M SG S owl ori s- DCS- Var 1 dest - r eset 2
209. 126. 136. 2 Lhited Sates 147. 237. 76. 202 e halag.idf.il|Block Udp All Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 1
52.16.5. 197 Irel and 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
107. 158. 255. 194 147.237.76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 4096 1
106. 184. 2. 29 147.237.76. 177 Japan ncore.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147. 237. 76. 202 Net her | ands e halag idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147. 237.76. 177 Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147.237.76. 38 Net her | ands eeneitav.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147.237.8. 28 Net her | ands e nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
222.255.180. 117 147.237.0. 35 M et nam akavs. i df .il ET SCAN Potential SSH Scan 1
210.212. 93. 46 147.237.72. 217 I'ndi a eidf.il ET SCAN Potential SSH Scan 1
156. 212. 53. 82 147.237.77. 216 Egypt dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
107. 158. 255. 194 147.237.76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
89. 248. 167. 131 147.237.77. 170 Net her | ands naar achot . i df . i | ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147. 237. 76. 199 Net her | ands e. nakchal .idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147. 237.76. 86 Net her | ands navy.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 147. 237. 8. 45 Net her | ands eeitanidf.il ET SCAN Potential SSH Scan 1
222.255.180. 117 147. 237.76. 30 M et nam hi nush. i df .i | ET SCAN Potential SSH Scan 1
89.248.167. 131 147.237.0. 16 Net her | ands ny- kosher - kravi .i df . i | ET SCAN Potential SSH Scan 1
222.255.180. 117 147.237.0. 15 M et nam kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count
reamn ine: TCP Invali i i ssi
93.172.231.132 [Israel 147. 237.76. 200 e tan. aka i o i1 | SN g Engi ne P Inval id invalid segnent retransmission. |, op 50
Ret ransm ssi on Packet dr opped.
s SWNretransmit wth different .
109. 67. 178. 168 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e monitor |38
reamn ine: TCP Invali i i ssi
66.249.78.146 |lited Sates 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid|invalid segnent retransmission. |, op 36
Ret ransm ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
207. 46.13. 22 Lhited Sates 147.237.77. 216 |dover.idf il drop First packet isn't SW drop 19
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
Sreamng Engine: TCP Invalid i i ssi
5.102.195.64  |Israel 147. 237.77. 243 |mbi l e, i f . i 9 =g Invalid segnent retransmssion. |, 18
Ret ransnm ssi on Packet dr opped.
157.55.39.106 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 17
68.180. 231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
Sreamng Engine: TCP Invalid i i ssi
46.19.85.23  |israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 15
Ret ransm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
176.13.3.219  [israel 147.237.77. 243 |moti e iop i |27 €M NG Engine: TCP Invalid finvalid segnent retransmssion. | op 15
Ret ransnm ssi on Packet dr opped.
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
5.9.73.227 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
198.58.103. 160 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi
46.19.85.254  |israel 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. g 12
Ret ransm ssi on Packet dr opped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
86.22.242.6 Uni ted Ki ngdom 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Sreaming Engine: TCP Invalid i i ssi
46.19. 85. 87 I srael 147. 237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 9
Ret r ansn ssi on Packet dr opped.
208.115.111. 73 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 9
128.242.249.12 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
89.128.25.196 |Spain 147.237.77. 170 [maarachot .idf .il [dr op First packet isn't SYN drop 8
79.177.169. 247 |l srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
79.176. 22. 83 | srael 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
o SYN+ACK retransmt with .
79.176.22. 83 I srael 147.237.72. 166 |aka.idf . i Bad TCP sequence di fferent vi ndow scal e noni t or 7
Sreamng Engine: TCP Invalid i i ssi
87.71.82.222  |israel 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79.180.195.64 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.55. 6. 163 I'srael 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.246  |Israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.55.151.182  |israel 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
192. 249. 66. 247 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
185.27.106.28 |Israel 147.237.76.31 |nakchal.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 5
37.46.41.211 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber monitor |5
213. 244. 123. 171 glcissi':('ja” Tertitoryts 47, 237. 77. 216 |dover. i df . i drop First packet isn't SWN drop 5
87.71.90. 125 I srael 147. 237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
5. 102. 254. 95 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |5
79.177.169. 247 |l srael 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence Inval id ACK nunber aert 4
47.17.213.93 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
8. 37.232.110 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
Sreaming Engine: TCP Invalid i i ssi
149.78.7.37 Lited Sates 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. g 4
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.116.22. 234 |Israel 147.237.77. 243 |nobi l e.i df .| 9 =g Invalid segnent retransmssion. | 4
Ret ransm ssi on Packet dr opped.
109. 67. 98. 51 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
79.177. 169. 247 |l srael 147.237.77. 216 |dover.i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |4
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
87.70.72.92 | srael 147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 4
Sreanming Engine: TCP Invalid i i ssi
66.249.88.88  |Uited Sates 147. 237. 72. 166 |aka i f . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
79.179. 114. 206 I srael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
5.102. 195. 64 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 5
66. 249. 64. 233 |Israel 147.237.77. 216 |dover.i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 5
178.137.83. 178 |kraine 147.237.77. 216 |dover.i df .| Unaut hori zed LRL Access to ww i df.il/1556-en/ B ock 4
176.13. 3. 219 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 4
185.32.179. 188 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
87.68. 0. 40 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
120. 76. 146.29 |China 147.237.77.216|dover. i df .i | Dstributed PHP Attenpt B ock 2
84.94. 75. 184 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for www aka. i df . i/ mai n/ sachar/ vi ewpaysl i p. aspx |B ock 2
46.19. 85. 87 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 2
2.53.28. 106 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
208. 115. 113. 82 g‘;ttees 147.237.0.34 |tikshuv.idf.il Paraneter Type Molation catld in tikshuv.idf.il/sitel general . aspx B ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 78. 234 Bl ock
2.55.151. 182 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock
157. 55. 39. 43 Lsh'mt:: 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/site/waw pc.co.il/ B ock 1
109. 67. 98. 51 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI NS for waw aka. i df . i |/ mai n/ sachar/ B ock 1
80. 2. 143. 105 z‘;;gom 147.237.76.30 |hi nush.idf.il Ml formed HTTP Header Line 1 Bl ock 1
5213, 45. 167 Lhi ted 147.237.77. 216 |dover . i df .i | D stributed Paraneter Type Mol ation on ww i df.il/1133-he/ dover. aspx B ock 1
Sates par anet er PageNum
120. 76.146.29 |China 147.237.77. 216 |dover.i df .i | Distributed Lhaut hori zed LRL Access on waw i df . il/xnrpc. php B ock
84.109. 213. 156 |[lIsrael 147.237.77. 216 |dover.idf . il O stributed Whaut hori zed URL Access on waw i df.il/tenpl ates/article/nobile |B ock
79.176. 139. 226 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Cpen Mbde None 1
Lhited - . Unhaut hori zed URL Access to
157.85. 39. 106 Sates 147.237.77. 216 [dover . i df . i | wan i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
. . D stributed Unauthori zed URL Access on
109. 67. 178. 168 |l srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
Lhited . . .
80. 2. 143. 105 Ki ngdom 147.237.76.30 |hinush.idf.il Mal formed URL Bl ock 1
65. 55. 213. 27 g‘;tt:: 147.237.77. 216 |dover.i df .i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
120. 76.146.29 |China 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wawidf.il/wp-1ogin. php B ock 1
80. 2. 143. 105 LK!i“r:gegom 147.237.76.30 |hi nush.idf.il Abnormal |y Long Request net hod Bl ock 1
17.142. 155. 123 LSthlatt:sd 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v mag. i df . i |/ appl e- app- si t e-associ ati on Bl ock 1
162. 223. 14. 234 g];::: 147.237.0.19 |nmadimatal . i df. i |Uhauthorized LR. Access to nadi matal .idf.il/test/wp-admn/ Bl ock 1
112.210.13.65 |Philippines [147.237.77.216|dover.idf.il PHP At t enpt B ock 1
NULL Character in Method
Lhi ted ; ; ; TT[#0]1[[#0]][[#0]] GE[ [#11]]” URal RxP{ [#27] ] [ [#30] ] | ae[ [#3]] </ i d[ [ #7]] 6&
80. 2. 143. 105 Ki ngdom 147.237.76.30 |hinush.idf.il RO[#19] ]+ Zy[[#16]1 [[#27]]: 2[[#8]] <1 %aUs mf—A"~ 5 Rkl CEEG 4] [ #2 B ock 1
0] ] R W o[ [ #7] ] &(E=1€,
188. 120. 149. 169|1 sr ael 147.237.77.233|atal .idf.il D stributed Unaut horized URL Access on 147.237. 77. 233/ 1134- he/ at al . aspx |B ock 1
66.249. 64. 233 [Israel 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on wanidf.il/error. htm Bl ock 1
132. 66.222. 200 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka. idf.il/ B ock 1
87. 70. 83. 230 I srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw aman. i df.il/https:/ww anan.idf.il/ B ock 1
80. 2. 143. 105 LK!i“r:gegom 147.237.76.30 |hi nush.idf.il Illegal Byte Code Character in Header Nane p/Z$,8¢ Us® ~0&D Bl ock 1
112.210.13.65 |Pilippines [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www idf.il/xnrpc. php B ock 1
Unknown HTTP Request Met hod
Lhi ted ; ; ; TT[#0]1[[#0]][[#0]] GE[ [#11]]” URal RxP{ [#27] ] [ [#30] ] | s [ [#3]] </ <RI d[ [ #7]] 6&
80. 2. 143. 105 Ki ngdom 147.237.76.30 |hinush.idf.il RO[#19] ]+ Zy[[#16]1 [[#27]]: 2[[#8]] <1 % mf—A"~ O Rkl CEEG 4] [ #2 B ock 1
0] ] R W o[ [ #7] ] &(E=1E,
207.46.13. 178 ;ﬂ;ttee: 147.237.77. 216 |dover . i df .i | D stributed Unaut horized LRL Access on wanidf.il/error. htm B ock 1
149.78.242.81 |Israel 147.237.77. 216 |dover . i df .i | Lhaut hori zed URL Access to v idf.il/tenpl ates/article/ nobile B ock 1
90. 85. 153. 153  |France 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to ww i df.il/bamahane B ock 1
Illegal Byte Gode Character in Method
Lhi ted ; ; ; TT[#0]1[[#0]][[#0]] GE[ [#11]]” URal RxP{ [#27] ] [ [#30] ] | s [ [#3]] </ <RI d[ [ #7]] 6&
80. 2. 143. 105 Ki ngdom 147.237.76.30 |hinush.idf.il RO[#19] ]+ Zy[[#16]1 [[#27]]: 2[[#8]] <1 %as mf—A"~ O Rkl CEEG 4] [ #2 B ock 1
0] ] R W o[ [ #7] ] &(E=1E,
46. 19. 86. 246 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
176.13.7. 158 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 1
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