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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |TQP handshake violation, first packet not syn drop 39560
198. 58. 102. 49 Lhited Sates 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn dr op 4137
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 2828
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 2283
196. 149. 10. 61 Egypt 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 1479
66. 249. 66. 184 | srael 147.237.0. 34 tikshuv.idf.il|TGP handshake viol ation, first packet not syn drop 1364
46. 105. 110. 34 France 147.237.77. 216 dover.idf.il |TQP handshake violation, first packet not syn drop 626
92.247.181. 31 Bul gari a 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn dr op 353
197. 45. 132. 217 Egypt 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn drop 56
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |HTTP-M SG S owl ori s- DC5- Var 1 dest - r eset 41

81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il Bl ock_Udp All _Nets drop 12
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack drop 2

46. 121. 85. 238 | srael 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 2

52. 16. 5. 197 Irel and 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn dr op 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn drop 1
94.102. 52. 10 Net her | ands 147.237.76. 42 refuah.idf.il [Block Np Al Net drop 1

156. 198. 61. 75 Egypt 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 1
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Attacker Address |Target Address Attacker Qountry Ste |Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP O stributed Portscan 1
78. 63. 82. 209 147.237.77. 74 Li t huani a lawidf.il Xenu Link Seuth User Agent 1
76. 181. 249. 213 147. 237. 77. 61 Lhited Sates e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.98.189. 183 147.237.77. 170 Bel arus maar achot . i df . i | ET SCAN NVAP -sS wi ndow 4096 1
66. 240. 213. 93 147. 237. 77. 205 Lhited Sates prisha idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.98.189. 183 147.237.77. 170 Bel arus naar achot . i df . i ET SCAN NVAP -f -sS 1
58. 218. 204. 211 147. 237.76. 30 Chi na hi nush. i df i | ET SCAN Potential SSH Scan 1
203. 86. 29. 220 147. 237. 72. 156 Chi na anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45.32.12. 175 147.237.77. 226 Net her | ands ww chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 2048 1
184. 80. 10. 136 147. 237.76. 148 Lhited Sates gacenter. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237.76. 34 Chi na yohal an. i df . il ET SCAN Potential SSH Scan 1
106. 184. 2. 29 147.237.77. 170 Japan naar achot . i df . i ET SCAN Potential SSH Scan 1
76.181. 249. 213 147.237.77.61 Lhited Sates e.cogat.idf.il ET SCAN NVAP -sS wi ndow 3072 1
212.199. 182. 150 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
66. 240. 213. 93 147.237.77. 243 Lhited Sates nobi | e.idf il ET SCAN NMAP -sS wi ndow 1024 1
212.98.189. 183 147.237.77. 170 Bel arus maar achot . i df . i | ET SCAN NVAP -sS wi ndow 2048 1
58. 218. 204. 211 147. 237.76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
203. 86. 29. 220 147. 237.72. 156 Chi na anan.idf.il ET SCAN NMAP -sS wi ndow 4096 1
45.32.12.175 147. 237.77. 226 Net her | ands waw charat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 4096 1
198. 20. 69. 74 147.237.77. 74 Lhited Sates lawidf.il ET DRCP Dshield B ock Listed Source 1
45.32.12. 175 147.237.77. 226 Net her | ands v chanat z. aka. i df . i | ET SCAN NVAP -f -sS 1
184. 80. 10. 136 147. 237.76. 148 Lhited Sates gqcenter. aka. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
183. 60. 48. 25 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

109. 64. 230. 93 | srael 147.237.76. 200 |eitan. aka.idf.il Ret r ansni ssi on Packet dr opped. drop 105
86. 184. 193. 139 LKTi;;éjom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 85
38.111.147.86 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 77
205.203.135.1 |lhited Sates [147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 51
66.249.78.146 |Wnited Sates |147.237.72. 166 |aka idf.il Streaming Engine: TCP Invalid  Jinvalid segnent retransnssion drop 45
Ret r ansm ssi on Packet dr opped.
38. 111. 147. 86 Lhited Sates |147.237.77.216 |dover.idf.il dr op drop 41
197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 38
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
41.141.13.250 |Morocco 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 30
217.132. 115. 243|I srael 147. 237. 77. 176 |nat pash. i df . i | Streaning Engine: TCP Invalid Inval i d segnent retransmssi on. drop 27
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
196. 149.10. 61  |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22
207.46. 13. 22 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 17
83.134.73.228 |Bel gium 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
46.117.255. 135 |Israel 147.237.77. 170 |naarachot . i df .1 I[Bad TCP sequence Invalid ACK nunber noni t or 16
68.180.231.43 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 16
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
171.25.193.77 [Sweden 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
198.58.103.28 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
198.58.102.49 [lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 12
198.58.102. 155 |lLhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12
50. 116. 30. 23 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 11
92.247.181.31 |Bulgaria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
50.112.196. 182 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 11
157.55.39. 106 |lLhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 11
46.117.255. 135 |Israel 147.237.77. 170 |naarachot . i df .1 I[Bad TCP sequence Invalid ACK nunber alert 10
196. 149. 255. 194 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
208.115.113.89 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 9
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
5.102.254. 134 |Israel 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber moni t or 8
207.46.13.178 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 8
157.55. 39. 53 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 8
192. 249. 66. 247 |lLhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 7
66. 249. 64.233 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 7
50. 87.144. 145 |lhited Sates [147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 7
46. 19. 85. 64 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 6
175. 106. 22. 23 I ndonesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46. 19. 85. 64 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
85. 64.137.198 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber moni t or 6
176.13.7.82 I sr ael 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret ransn ssi on Packet dr opped.
66. 249, 93.182  |Europe 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 121 | srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
37.26.146.184 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
79.177.232.158 |Israel 147.237.72. 166 |aka. i df .1 Bad TCP sequence ﬁﬁsﬁ reansm't wehdifferent | onitor |5
85. 64.137.198 |Israel 147.237.77. 233 |ata .idf.il Bad TCP sequence Invalid ACK nunber aert 5
79.177.232. 158 |lsrael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
84.108.32.161 |l srael 147237, 77, 243 |mbi e iof.i1 | €AM NG Engine: TP Invalid  invalid segnent retransnission drop 4
Ret ransm ssi on Packet dr opped.
91.200. 12. 106 |lkrai ne 147.237.0.34 [tikshuv.idf.il |drop SAMrul e drop 4
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79.177.49.139 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 114
5. 29. 54. 230 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 6
. . . Unaut hori zed URL Access to
2.53.48.219 |lsrael 147.237.77. 243 |mobi | e. i df . | mobi | e. i df. i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 B ock 3
109. 253.131. 13 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
84.108.32.161 |[Israel 147.237.77.216|dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
66.249.81.212 |[Israel 147.237.77. 216 |dover.idf.il D stributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
. wwny, chamat z. aka. i d .
169. 229. 3. 91 Lhited Sates |147.237.77.226 £ NULL Character in Method B ock 1
. . Unknown Paranmeter _ VI EASTATEENCRYPTED i n
84.111.184.11 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ nai v sachar / r equest paysl i pexpl anat i on. aspx None 1
66.249. 64.233  |lIsrael 147.237.77.216|dover. i df . i | Mil tipl e Uhauthorized URL Access from 66.249. 64. 233 B ock 1
46.19.85. 11 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 894- he/ at al . aspx B ock 1
149.78.7.173 Uhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |Bl ock 1
66.249.81.218 |[lIsrael 147.237.77.216|dover. i df .i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm Bl ock 1
64.16.209.177 |lnited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to /skin/error. php B ock 1
. . O stributed Unaut hori zed URL Access on
176.228.67.35 [l srael 147.237.77.233|atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
85. 64.137.198 |[Israel 147.237.77. 216 |dover . i df . i | Unhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock
66.249. 64. 233 [Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp |Bl ock
51.255.65.32  |France 147. 237.77. 216 |dover . i df . i | thauthori zed LR. Access to . Bl ock 1
wn i df . i |/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned
157.55.39. 251 |Uited Sates |147.237.72.166 |aka.idf .il Unaut hori zed LRL Access to waw aka.idf.il/klali.aspx B ock 1
77.237.146. 28 g&%ric 147. 237.77. 176 |nat pash. i df . i | Unaut hori zed LRL Access to / B ock 1
64.16.209.177 |thited Sates [147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to /skin/error. php B ock 1
176. 228. 137. 162|I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
5.29. 54. 230 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  |B ock 1
87. 70. 87. 208 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/val tam B ock 1
66.249. 78. 104 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
] . . Ostributed Paraneter Type Mol ation on
52.12.99. 95 Lhited Sates |147.237.77.216|dover.idf.il v i df i 1/1133- he/ dover . aspx paranet er PageNum Bl ock 1
_ www. chamat z. aka. i d ,
169. 229.3.91 Lhited Sates |147.237.77.226 £l Miltiple Abnornal |y Long Request from 169. 229. 3. 91 B ock 1
_ www. chanat z. aka. i d _ .
64.16.209. 177 |lhited Sates [147.237.77.226 £ Uhaut hori zed URL Access to /skin/error. php B ock 1
207. 46. 13. 22 Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.i|/1283- 16648-en/ dover.asp |B ock 1
37.142. 64. 96 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/vwantikshuv.idf.il B ock 1
105. 157. 165. 234 |Mor occo 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to wwidf.il/arr/ B ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka.i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
] . . Ostributed Paraneter Type Mol ation on
54.212.115.207 |lLhited Sates |147.237.77.216|dover.idf.il v i df i 1/1133- he/ dover . aspx paranet er PageNum B ock 1
wwn. chanat z. aka. i d
169. 229. 3. 91 Lhited Sates |147.237.77.226 fil Mitiple Ill1egal Byte Gode Character in Method from169.229.3.91 |B ock 1
64.16.209.177 |Wnited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to /skin/error. php B ock 1
. . Parameter Type Mol ati on searchText in
46.19.85.11 I srael 147.237.77.233|atal .idf . il v atal i df i1/ 1559- hel at al . asp Bl ock 1
- . D stributed Lhaut hori zed URL Access on
62.90. 164. 185 |l srael 147.237.72.166 |aka. i df . i | wan akaL i o i1/ i sachar ] undef i ned B ock 1
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