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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6601
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 234

46. 116. 50. 82 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
94.102. 52. 10 Net her | ands 147.237. 76. 31 nakchal .idf.il B ock Np Al _Net drop 1
94.102. 52. 10 Net her | ands 147.237.76. 34 yohal an.idf.il B ock Np Al _Net drop 1

59. 166. 246. 79 Japan 147.237. 76. 148 ggcenter.aka. idf.il|B ock Wdp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
80, 246. 130, 133|147 237 77 233 |1 ael atal idh il ET DCS Large anount of TCP ZeroWndow - Possibl e Nkiller2 DDos 5
attack
120. 199. 111. 137|147. 237. 76. 147 |Chi na chinuch. aka.idf .i I[ET SCAN NVAP -f -sS 1
52. 16. 5. 197 147.237.77. 216 |Irel and dover.idf.il portscan: TCP O stributed Portscan 1
13.92.100. 128 |147.237.77.212|lnited Sates  |e dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
120. 199. 111. 137|147. 237. 76. 147 |Chi na chinuch. aka.idf.i |ET SCAN NVAP -sS w ndow 2048 1
95.156.251.10  |147. 237. 77. 243 |Ger many nobi | e.idf il ET SCAN NVAP -sS w ndow 1024 1
80. 74. 125. 72 147, 237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
13.92.100. 128 |147.237.77.212|lnited Sates  |e dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
13.92.100. 128  |147.237.77.212|nited Sates e dover.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
89.10.122. 13 Nor way 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 39
Sreamng Engine: TCP Invalid i i ssi
66.249.79.102 |lnited Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. | 30
Ret r ansni ssi on Packet dropped.
37.46.42.138 I srael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 23
Sreanming Engine: TCP Invalid i i ssi
5.29. 84, 143 I'srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dropped.
149.50. 113. 126 |l srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 17
149. 50. 113. 126 |l srael 147. 237. 72. 156 |anan.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
149. 50. 113. 126 |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
149.50. 113. 126 |l srael 147. 237. 72. 166 |aka.i of .i SYN At tack SYN -> SYN-ACK -> RST rej ect 14
139. 162. 216. 112|thited Sates |147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 12
162.243.97.21 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 12
Sreaming Engine: TGP Invalid i i ssi
185. 27. 105. 111 |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. . 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
176.13.14.201 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.55. 47. 80 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 12
Ret r ansni ssi on Packet dropped.
46.19. 85. 133 I srael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 12
207. 46. 13. 22 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12
69.60.111.84  |Wited Sates |147.237.76. 198 |e.yohal an.idf.il Geo- | ocati on enf or cenment Sﬁ?o'r;ﬁ?;no” t nbound drop 11
69. 64. 48. 162 Lhited Sates [147.237.76.198|e. yohal an.idf.il Geo- | ocati on enf or cenent g':? o:ggﬁ:mo n i nbound drop 11
46.19.85.133  |israel 147.237.0.34  |tikshuv.idf. il Bad TCP sequence SYNFACK retransmt with moni tor |10
di fferent w ndow scal e
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
Sreaming Engine: TGP Invalid i i ssi
176.13.3.1 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. . 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
87.71.62.225  |israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
207.46.13.178 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
37.46.42.138 | srael 147.237.72. 156 |anan. i df .il SYN Attack rej ect 8
68.64.167. 142 |Wited Sates |147.237.76. 198 |e. yohal an.idf.il Geo- | ocati on enf or cenment g':? o:ggﬁ:mo n i nbound drop 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
68.180.231.43 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i ssi
79.183. 220. 196 |Israel 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Russi an R L
141.8.132.78 erati on 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 6
reaming BEngine: TCP Invali i i ssi
176.13.23.172 [ srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dropped.
91.121.221.15 |Fance 147.237.77. 216 |dover.idf.il dr op drop 6
Sreaming Engine: TGP Invalid i i ssi
66.249.64.70  |lnited Sates |147.237.76.200 [eitan. aka. idf.il 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
157. 55. 39. 53 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i ssi
109. 253. 135. 82 |Israel 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
212.199.9.109 | srael 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.183. 155. 159 |Israel 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dropped.
. . SYNWAXK retransnmit with .
37.46.42.138 I srael 147. 237. 72. 156 |anan.i df .i Bad TCP sequence different vindow scal e monitor |6
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SN drop 5
46.19. 86. 63 I srael 147. 237.77. 226 ‘“:"I’"“ha"atz'aka"df drop First packet isn't SWN drop 4
Sreaming Engine: TGP Invalid i i ssi

46.120. 255. 229 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.

5. 102. 254. 245 | srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber noni t or 4

157.55.39.106 |lLhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4

8.37.227.81 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 4
Sreaning Engine: TCP Invalid i i ssi

2.53.8.191 I srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

5.22.134.203 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi

79.181.199. 243 |Israel 147.237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

185.3.147.239 | srael 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109.64.209.7  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

176.13.5.143  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.167.29 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 349
79.177.0.125 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 11
46.121.113.20 |Israel 147.237.76.86 |navy.idf.il Mil tipl e Unaut horized URL Access from 46. 121. 113. 20 Bock |6
5.29. 84. 143 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 5
66.249. 66. 177 |l srael 147.237.77.216|dover . i df . il Mil tipl e Unaut horized URL Access from 66.249. 66. 177 Bock [4
42.200. 35. 17 Hong Kong |147.237.77.216|dover.idf.il PHP At t enpt B ock 2
176.13.3.1 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
202.151. 171. 213|M et nam 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bock |2
5.29.252. 173 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 2
80. 246. 136. 149 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1

Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.idf .il ww. i df . il /tenpl at es/ sendt of ri end/ mmmmm=d5079062mmmmmm d50 [Bl ock 1

79062
66. 249. 79. 97 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi ni yoman/ yoran. asp B ock 1
46.19. 86. 28 I srael 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Gode Character in LR from46. 19. 86. 28 B ock 1
169. 229. 3. 91 Lhited Sates [147.237.76.31 |nakchal .idf.il Mitiple Illegal Byte Gode Character in Mthod from 169. 229. 3. 91 B ock 1
157. 55. 39. 43 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ Bock |1
169. 229. 3. 91 Uhited Sates |147.237.77.216|dover.idf.il Mitiple Illegal Byte Code Character in Method from 169. 229. 3. 91 B ock 1
66.249.65.230 |lsrael 147.237.77. 170 [naar achot . i df . i | [Unaut hori zed LRL Access to ww naarachot . i df . i/ pdf/ Bl ock 1
169. 229. 3. 91 Lhited Sates (147.237.0.19 |[madimatal .idf.i|Mitiple Illegal Byte Gode Character in Mthod from 169.229. 3. 91 B ock 1
42.200. 35. 17 Hong Kong |147.237.77.216|dover.idf.il Ml tiple Unauthorized URL Access from 42.200. 35. 17 B ock 1
84.110. 34.246  |Israel 147.237.72. 156 |aman. i df . i | SSL Uhtraceabl e Connection - Cpen Mde None 1
188. 68. 0. 46 g;:::tnion 147.237.0.34 [tikshuv.idf.il [Paraneter Type Molation catld in wwytikshuv.idf.il/site/ general . aspx B ock 1
66. 249. 82. 88 I srael 147.237.77.216|dover. i df .l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock
169. 229. 3. 91 Lhited Sates [147.237.77.19 |lawforumidf.il|lllega Byte Gde Character in Mthod B ock 1
157.55.39.106 |United Sates |147. 237. 7. 216|dover. i df . i | ;h,lzmﬁlgo” zed LR fccess to wwidf. i1/1133-13437- hef dover. aspXs 4.7 ¢ Bock |1
79.183. 155. 159 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
169. 229. 3. 91 Uhited Sates |147.237.77.216|dover.idf.il Unknown HTTP Request Method 6Z&3Eal[#26]] in URL B ock
66.249.66.5 |Israel 147. 237. 7. 176 |nat pash. i df . i | m“;:;art'ﬁm‘uﬁcefjﬁfgf ati onl | ayout s/ aut hent | cat &, aspx Bock |1
169. 229. 3. 91 Lhited Sates |147.237.72.166|aka.idf.il Mitiple Illegal Byte Gode Character in Method from169.229. 3. 91 B ock 1
109. 65. 224. 108 |l srael 147.237.77. 176 |nat pash. i df . i|  [Unauthorized URL Access to wmw cogat.idf.il/sip_storagel/files/6/4466.jpy |B ock 1
192.115.99. 130 |Israel 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/ 4/ 112994. pdf B ock 1
66. 249. 82. 91 I srael 147.237.77.216|dover . i df . il Ostributed Waut hori zed URL Access on ww i df.il/error. htm B ock 1
46.121.113.20 |israel 147.237.76.86 |navy.idf.il mu;;u”:‘:\?yr_'izd‘fi e /;‘_’;e;sa;; {11 es/ 0/ s 7633840/ 1620, pg Bock |1
169. 229. 3. 91 Lhited Sates [147.237.77.19 |lawforumidf.i||NULL Character in Method Bock |1
157.55.39. 133 |Uited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to v aka. i df .il/main/rabanut/ 61998 B ock 1
5.29.109. 122 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.183.220. 196 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
169. 229. 3. 91 Lhited Sates |147.237.72.166|aka.idf.il Mil tiple NLLL Character in Method from 169. 229. 3. 91 B ock 1
42.200. 35. 17 Hong Kong |147.237.77.216|dover.idf.il Unaut hori zed LRL Access to wwuidf.il/xnmrpc. php B ock 1
109. 67. 154. 100 |l srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to ww idf.il/tenpl ates/tenpl atecontrol s/ generic/ |B ock 1
66. 249. 82. 94 I srael 147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
46.161. 61. 19 I cel and 147.237.0.34 [tikshuv.idf.il [Paraneter Type Mol ation docld in vww tikshuv.idf.il/sitel general .aspx B ock 1
169.229. 3. 91 Lhited Sates [147.237.77.216|dover.idf.il Illegal Byte Qode Character in Header Nane B ock 1
157.55.39. 251 |Uited Sates |147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 157.55. 39. 251 B ock 1
80. 153. 42. 47 Ger many 147.237.77.216|dover.idf .l Unaut hori zed URL Access to wa i df.il/tenpl at es/ honepage/ nobi | e B ock 1
176. 228. 172. 229|I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for wawn aka. i df . i/ mai n/ sachar/ newsar chi ve. aspx |B ock 1
66. 249. 73. 206 | srael 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/ 1/ 112981. pdf B ock 1
46.19.86.28  |israel 147.237. 72. 166 [aka. i df . i | e ?’atgzs?;dnig;;gsgb;:kﬁf’ el / kapat 2/ [ r es#012 Bock |1
169. 229. 3. 91 Lhited Sates |147.237.76.31 [nakchal .idf.il |Mitiple Abnormally Long Request from 169.229. 3. 91 B ock 1

Qooki e Tanpering on cooki e Logi n: Expect ed

ok ok kb ok ko koo ko kb ko ko ko

ek kb kb ko ko ko ko
2.53.167.29 I srael 147.237.0.19 |madi matal . i df . i [********** bserved None 1

ek kb kb ko ko ko ko

S

-
109. 253. 135. 82 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
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