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04-30-2016-13:04:09 to 04-30-2016-14:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 4
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets dr op 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
94.102. 52. 10 Net her | ands 147. 237.76. 199 e. nakchal .idf.il Block Np All Net drop 1
163. 172. 153. 224 Uhi t ed Ki ngdom 147.237.76. 30 hi nush. i df .i | B ock Np Al Net drop 1
94.102. 52. 10 Net her | ands 147. 237. 76. 147 chi nuch. aka.idf.il B ock Np Al _Net drop 1




04-30-2016-13:04:09 to 04-30-2016-14:04:09

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address ‘Site |Sgna1 ure Devi ce Action |Oount
177.185.192. 77 Brazil 147.237.77. 74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 4
213. 8. 145. 99 I srael 147.237.77.74 lawidf.il |5670: HTTP. SQ Injection (SALECT) B ock 2




04-30-2016-13:04:09 to 04-30-2016-14:04:09

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
66. 249. 79. 102 147.237.72.166  |Wited Sates aka. idf.il ET SCAN NVAP -sA (2) 592
177.185. 192. 77 147.237.77.74 Brazil lawidf.il QA Injection - Select From 12
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 81. 233 147.237.72.167  |Europe i shurimaka.idf.il ET SCAN NVAP -sA (2) 2
195. 16. 127. 148 147.237.0.34 Russi an Federation tikshuv.idf.il ET SCAN Potential SSH Scan 1
195. 16. 127. 148 147.237.0. 16 Russi an Federati on ny- kosher -kravi . i df . i | ET SCAN Potential SSH Scan 1
113. 240. 250. 154 147. 237.77. 233 Chi na atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
84.200. 15. 174 147.237.77. 61 Ger many e.cogat.idf.il ET SCAN NVAP -sS w ndow 3072 1
195. 16. 127. 148 147.237.0.17 Russi an Federati on mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
195. 16. 127. 148 147.237.0. 15 Russi an Federation kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
151.11. 201. 3 147.237.72. 14 Italy dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 4096 1
113. 240. 250. 154 147. 237.77. 178 Chi na e. mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 204. 211 147. 237.76. 147 Chi na chi nuch. aka. i df . i1 ET SCAN Potential SSH Scan 1




04-30-2016-13:04:09 to 04-30-2016-14:04:09

|Top Attackers In FW |

Attacker Address

A tacker

Target Address ‘ Ste

‘Signature

Country

Ret ransm ssi on

Packet dropped.

Sreanming Engine: TCP Invalid i i ssi

66.249.79.102 |tited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. drop 89
Ret ransmi ssi on Packet dropped.

91.121.221.15 |Fance 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 53

205.203.135.1 |lhited States |147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 51

208.115.113.89 |lLited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 49

79.180.220.72 |lIsrael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 29
Sreaning Engine: TCP Invalid i i ssi

176.13.19.26 [ srael 147.237.77. 243 |nobi l . i df . i 9 =g Invalid segnent retransnssion. drop 27
Ret ransmi ssi on Packet dropped.

139. 162. 216. 112|thited Sates |147.237.77.216 [dover.idf.il |dr op Frst packet isn't SYN drop 24
Sreaming Engine: TGP Invalid i i ssi

66.249. 64. 163 |lhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segment retransmssion. drop 18
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

176.13.9.252  |Israel 147. 237. 77. 243 |nubi l e. i of . i | 9 =g Invalid segnent retransmssion. drop 18
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

46.19.86.124  |israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segment retransmssion. drop 18
Ret ransni ssi on Packet dropped.

199. 30. 120. 181 |[thited Sates |147.237.77.216 |dover.idf.il |dr op First packet isn't SN drop 14

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14

157.55.39. 106 |hited Sates |147.237.77.216 [dover.idf.il |drop First packet isn't SN drop 14
Sreamng Engine: TCP Invalid i i ssi

79.177.174.91 |israel 147. 237. 77. 243 |nubi l e. i of . i | 9 =g Invalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

213.8.204.50  |Israel 147. 237.77. 243 |robile. i o . | 9 =g Invalid segment retransmssion. drop 12
Ret ransni ssi on Packet dropped.

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
Sreaming Engine: TGP Invalid i i ssi

2.55.152.214  |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransnission. drop 12
Ret r ansni ssi on Packet dr opped.

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
Sreanming Engine: TCP Invalid i i ssi

185. 120. 126. 91 |Israel 147. 237.76. 200 |ei tan. aka. i of .| 9 =9 Inval i d segnent retransnission. drop 12
Ret r ansm ssi on Packet dr opped.

198.58.102. 117 |thited Sates |147.237.77.216 [dover.idf.il |dr op First packet isn't SYN drop 12

54.185.141.106 |Lhited States |147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 11

68.180.231.43 |lLhited States |147.237.77. 216 [dover.idf.il |drop First packet isn't SYN drop 11

125. 126. 151. 192|Chi na 147.237.77. 216 |dover.idf .11 |Bad TCP sequence i;;e”a”sm't with different wndow) oivor o
Sreanming Engine: TCP Invalid i i ssi

66.249.64. 169 |United Sates |147.237.76.86 |navy.idr.il 9 =9 Inval i d segnent retransnission. drop 9
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

89.138.55.119 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 8
Ret ransmi ssi on Packet dr opped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7

162.194. 160. 72 [lhited Sates |147.237.77.216 [dover.idf.il |dr op First packet isn't SYN drop 7

50.87.144.145 |Wited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 6

92.247.181.31 |Bulgaria 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
Sreaming Engine: TGP Invalid i i ssi

80. 246. 136. 178 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TGP Invalid i i ssi

94.159. 178. 210 i srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

46.19.86.105  |Israel 147. 237.77. 243 |nobi l e.i df . i1 9 =g Invalid segment retransmssion. drop 6
Ret ransni ssi on Packet dropped.

109. 64. 129. 169 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i ssi

80.178.187.8  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

87.68. 12. 58 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.

41.103. 11. 66 Ageria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5

208.115.111. 73 |lLhited States |147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4

109. 49. 153.32  [Portugal 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4

197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4

45, 35. 64. 142 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 4

213.57.141.19 |israel 147.237.77.233|atal .idfi.il  [Bad TCP sequence Inval i d ACK nunber noni t or 4

31.168. 144.93 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreaning Engine: TCP Invalid i i ssi

46.121.13.105 |Israel 147.237. 77. 243 |robi l e. i df . i | 9 =g Invalid segnent retransmssion. drop 4
Ret ransmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

79.176.127. 233 I srael 147. 237. 76. 200 |ei tan. aka i of . i 9 =9 Inval i d segnent retransnission. drop 4
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

46.120. 169. 125 |Israel 147.237.77. 243 |nobi l . i df . i | 9 =g nvalid segnent retransnssion. drop 4
Ret ransmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

84. 110. 210. 245 I srael 147.237.72. 166 |aka i of .11 9 =9 Inval i d segnent retransnission. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

46.117.182. 243 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

31.168.177. 175 |Israel 147.237.72. 166 |aka. i of .11 9 =9 Inval i d segnent retransnission. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

109. 253. 195. 54 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. drop 3




04-30-2016-13:04:09 to 04-30-2016-14:04:09

A tacker

Attacker Address count ry Target Address ‘Ste ‘S|gnature

Streamng Engi ne: TCP Invalid Invalid segnent retransnission.

5.28.167.93 I srael 147.237.72. 166 |aka. i df . i | ..
Ret ransm ssi on Packet dr opped.




04-30-2016-13:04:09 to 04-30-2016-14:04:09

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
2.53.167.29 | srael 147.237.0.19 |nmadimatal .idf.il |[Ostributed Suspicious Response Code B ock 25
. . . Unaut hori zed URL Access to
185.27.106. 95 |l srael 147.237.77.243|nobi | e.i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 B ock 5
176.13. 9. 252 I srael 147.237.77.243|nobi | e.i df . i | O stributed Suspicious Response Gode B ock 5
176.13.19. 26 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 5
208.115.113.88 |lhited Sates  |147.237.76.86 |[navy.idf.il Mil tipl e Unauthorized URL Access from 208. 115. 113. 88 B ock 4
213. 8. 204. 50 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode B ock 3
2.55.152. 214 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 3
2.53.8.191 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
66.249.66. 177 [Israel 147.237.77. 216 |dover . i df .i | Ml tipl e Unaut horized URL Access from 66. 249. 66. 177 B ock 2
. ] Unaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i of . i | vuwy cogat i i 1/si p.storagel i1 es/ O/ si 7e220x0/ 3410, j pg. St C B ock 2
195.154.59. 69 |France 147.237.77. 216 |dover.i df .i | D stributed Suspicious Response Code B ock
85. 250. 127. 233 |l srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock
46. 19. 86. 105 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspicious Response CQode B ock
. . . Unaut hori zed URL Access to
46.116.238. 196 |l srael 147.237.0.34 |tikshuv.idf.il vawn ti kshuv. i o . i 1/t enpl at es/ news/ news. i n. aspx Bl ock 2
90. 229. 230. 192 |Sweden 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to ww i df.il/tenpl ates/ honepage/ nobi | e |B ock 2
169. 229. 3. 91 Lhited Sates 147.237.77.235|sviva.i df .i | Illegal Byte Qode Character in URL Z2¢Nru£8v=r[[#25]] U%OR" x B ock
. . Uhaut hori zed URL Access to
66.249. 65. 118 [l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 9740- he/ r ef uah. aspx B ock 1
46.118. 116. 239 |Wkraine 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to wwy idf.il/1556-en/ B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.42 |refuah.idf.il Mitiple Illegal Byte Code Character in Mthod from169.229.3.91  |B ock 1
169.229. 3. 91 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il|lllegal Byte QGode Character in Mthod 58t E<BFtuski }o° B ock 1
84.110.34.246 |Israel 147.237.72. 156 |anan. i df . i | Mil ti pl e Unaut hori zed URL Access from 84. 110. 34. 246 B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.235|sviva.idf . i | Mitiple Illegal Byte Code Character in Mthod from169.229.3.91  |B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.74 |law i df.il Mitiple Illegal Byte Qode Character in Mthod from169.229.3.91 |8 ock 1
. . Unaut hori zed URL Access to
51. 255. 65. 95 France 147.237.77. 216 |dover . i df . i | W i o i 1/ nevei £ of french/ 0113- 3. st m B ock 1
169. 229. 3. 91 Lhited Sates  [147.237.72.167|i shurimaka.idf.il |Il1egal Byte Gode Character in Mthod B ock 1
17.142.155.123 [Wiited Sates |147.237.77.74 |lawidf.il Wnaut hori zed LRL Access to o B ock 1
wan | aw i df . i | / appl e- app-si t e-associ ati on
109. 65. 242. 232 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwu aka.idf.il/main/smal i mundefined |B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.235|sviva. i df . i | I1legal HITP \ersion B ock 1
46.120. 169. 125 |Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspicious Response Qode B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.42 |refuah.idf.il Mitiple Illegal Byte Qode Character in URL from169. 229, 3. 91 B ock 1
169. 229. 3. 91 Lited Sates 147.237.0.15 |kosher-kravi.idf.il[Mlformed LR B ock 1
. . D stributed Unhaut hori zed URL Access on
2.53.134.181 | sr ael 147.237.77.234|hal ag.i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f B ock 1
84.110. 34. 246 | srael 147. 237. 72. 156 |aman. i df . i | thaut hori zed URL Access to . B ock 1
waw anan. i df . i |/ nodi i n/ resour ces/ i nages/
169. 229. 3. 91 Lhited Sates  [147.237.77.235|sviva.idf.il Ml tiple Ml formed URL from 169. 229. 3. 91 B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.74 [lawidf.il Mil tiple Mal formed URL from 169. 229. 3. 91 B ock 1
66.249. 64. 153 |l srael 147.237.77.74 |law i df.il Uhaut hori zed URL Access to waw nag. i df.il/993/ pat zar. aspx Bl ock 1
169. 229. 3. 91 Lhited Sates  [147.237.72.167(i shurimaka. i df . il |NULL Character in Method B ock 1
Russi an . . Unaut hori zed URL Access to
37.145.130. 154 | ati on 147.237.72. 166 |aka. i df . i1 wiw aka. i o .i | /si p storagel il es/ 6/ 66846, ppt' a=0 Bl ock !
. ] ] URL is Above Root Drectory
125.126.151. 192|Chi na 147.237.77. 216 dover . i df . i ww i df.il/../shared/ usercontrol s/ header upper/ B ock !
] . . - Paranet er Type M ol ati on PageNumin
68.180.230. 187 [Wited Sates  [147.237.0.34 |tikshuv.idf.il vaw ti kshuv, i df i 1/901- he/ t 1 kshuv. aspx Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.235|sviva.i df . i | Ill1egal URL Path Encodi ng 2¥ N ug8v=r [ [#25] ] 0%5R" x B ock 1
46.121.13.105 |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.42 |refuah.idf.il Mil tipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
169. 229. 3. 91 Lhited Sates 147.237.0.15 |kosher-kravi . i df.il[unknown HTTP Request Met hod 5A°t E<EFtuski}o° B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.235|sviva.idf . i | Ml tipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.74 [lawidf.il Mil tipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
66. 249 64. 181 |1 srael 147.237.77.233|atal Li df.i | Unaut hori zed URL Access to v atal .idf.il/1130-he/ NADIDLN AN B ock 1
aspx. NP'U0ANI
) nobi le.neitav.idf.i
169. 229.3.91 Lhited Sates 147.237.76. 39 | Abnormal |y Long Request net hod Bl ock 1
169.229. 3. 91 Lhited Sates 147.237.0.15 |kosher-kravi . i df.il|Abnormal |y Long Request net hod B ock 1
. . Illegal Paraneter Encoding ctl00 ctl 00 ScriptMnagerl HddenFieldin
79.180. 149. 208 [l srael 147.237.72. 166 [aka. i df . i | W aka, i df i1/ @i sachar/ None 1
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