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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 13115
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6687
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2

88. 254. 110. 197 Tur key 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2
78.31.67.9 Ger nany 147.237. 76. 202 e halag.idf.il Block Np Al _Net drop 1
79.178.106. 119 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1

209. 126. 136. 2 Lhited Sates 147.237.76. 197 e hinush.idf.il |Bock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
103. 21. 58. 191 Indi a 147.237.77.74 lawidf.il [6134: HITP. SQ Injection Variabl e Declaration Evasi on Bl ock 8
93. 90. 147. 81 Sweden 147.237.77.233 |atal .idf.il|6134 HITP. SQ Injection Variabl e Decl aration Evasion B ock 8
94.102. 153. 58 United Ki ngdom 147.237.77.233 atal .idf.il|5670: HTTP. SQ Injection (SELECT) B ock 4
103. 21. 58. 191 I ndi a 147.237.77. 74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 4
93.90. 147. 81 Sweden 147.237.77.233 |atal .idf.il|5670: HITP. SQ Injection (SALECT) Bl ock 4
184. 168. 193. 34 Lhited Sates 147.237.77.233 |atal .idf.il|{5670: HTTP. SQ Injection (SELECT) B ock 4
213. 8. 145. 99 I srael 147.237.77. 74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
103. 21.58. 191 147.237.77. 74 India lawidf.il SQ Injection - Select From 36
93. 90. 147. 81 147.237.77.233 Sweden aal.idf.il QA Injection - Select From 14
94.102. 153. 58 147.237.77. 233 United Ki ngdom atal.idf.il SQ Injection - Select From 12
213.8.145. 99 147.237.77.74 I srael lawidf.il SQ Injection - Select From 6
184. 168. 193. 34 147.237.77.233 Wiited Sates aal.idf.il QA Injection - Select From 6
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 66. 184 147.237. 0. 34 Lhited Sates tikshuv.idf.il ET SCAN NVAP -sA (2) 2
119. 27. 26. 32 147. 237. 76. 147 S ngapor e chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
119. 27. 26. 32 147.237.0.35 S ngapor e akavs. i df . i ET SCAN Potential SSH Scan 1
115. 47. 12. 162 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
115. 47.12. 162 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
174.37.194. 144 147. 237.76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.116. 50. 82 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
149. 78. 154. 69 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
119. 27. 26. 32 147. 237. 76. 176 S ngapor e test.ncore.idf.il ET SCAN Potential SSH Scan 1
119. 27. 26. 32 147. 237.72. 217 S ngapor e eidf.il ET SCAN Potential SSH Scan 1
115. 47.12. 162 147.237.76. 199 Chi na e. nakchal .idf .i ET SCAN Potential SSH Scan 1
115. 47. 12. 162 147. 237.76. 197 Chi na e. hi nush. i df .i | ET SCAN Potential SSH Scan 1
104. 219. 238. 10 147. 237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
174.37.194. 144 147.237.76. 39 Lhited Sates nobi | e. nei tav. i df il ET SCAN NVAP -sS wi ndow 2048 1
174.37.194. 144 147. 237.76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN NVAP -f -sS 1
119. 27. 26. 32 147. 237. 76. 202 S ngapor e e halag.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

‘Attacker Count ry Target Address [Ste Signature Acti on ‘Count
reamn ine: TCP Invali i i SSi
66.249. 79. 102 |Wnited Sates 147.237.72. 166 |aka. i df . Stream g Engine P Invalid |invalid segnent retransnission drop 78
Ret r ansni ssi on Packet dr opped.
136. 0. 234. 63 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 68
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 51
Sreanming Engine: TCP Invalid i i ssi
2.55.29.162  |Israel 147. 237. 77. 243 |mobi l e. i f . i 9 =9 Inval id segnent retransmssion. |, 36
Ret r ansni ssi on Packet dr opped.
5.109. 61. 26 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 32
109.65.33.47  |Israel 147.237.77. 233 |atal i df il Bad TCP sequence SN retransmt with i fferent moni tor |31
w ndow scal e
105. 198. 243. 82 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
176.13.12.181 |Israel 147.237.0.19 |madimatal.idf.i|Bad TCP sequence I'nval i d ACK nunber nonitor (24
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
Sreanming Engine: TCP Invalid i i Ssi
46.19.85.52  |Israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. |, 15
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i SSi
2.53.62. 22 I srael 147.237.77. 243 |t e ior i1 || AMNG Engine: TCP Invalid |invalid segnent retransmission drop 15
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi
2.53.185.23  |Israel 147.237. 77. 243 |robi 1 e i of . i | 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i SSi
176. 13. 10. 223 |Israel 147.237.72. 166 |aka. i df . Stream g Engi ne P Invalid |invalid segnent retransmssion. | op 12
Ret r ansni ssi on Packet dr opped.
o SYNretransmit wth different .
109. 65.33.47 [l srael 147.237.77. 234 |hal ag.idf .i | Bad TCP sequence wi ndow scal e noni t or 12
176.13.12.181 |[lsrael 147.237.0.19 |medimata .idf.i|Bad TCP sequence Invalid ACK nunber aert 12
41.44.193.99 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
198. 58.102.49 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
41.44.196. 146 |Egypt 147.237.77. 216 |dover.idf .i| dr op First packet isn't SWN drop 12
Sreamng Engine: TCP Invalid i i ssi
79.182.21.74 |israel 147. 237. 77. 243 |nobi l e.i df .i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
176.13.4.222  |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |y 12
Ret ransm ssi on Packet dr opped.
136.0.234.63 |lLhited Sates 147.237.77. 176 |natpash.idf .il  |dr op Frst packet isn't SN drop 11
208.115.111. 73 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
41. 44, 213. 17 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
54.72.73.168 |lreland 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
Sreaning Engine: TGP Invalid i i sSi
2.53.42.243  |israel 147.237.77. 243 |nobil e.i df . 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
94.230. 86.219 |Israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
176.13.12. 181 |Israel 147.237.77. 243 |nobil e.i df . 9 =9 Invalid segnent retransmssion. |, 9
Ret ransm ssi on Packet dropped.
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
95. 91. 215. 113  |Ger many 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 8
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
41. 215. 177. 108 |Zanbi a 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 6
66. 249. 93. 241 |Eur ope 147.237.77. 176 |matpash.idf .il  |dr op First packet isn't SN drop 6
188. 208. 113. 27 |Ml dova, Republic of |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 13 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning BEngine: TQP Invalid i i SSi
2.53.48.253  |Israel 147.237.77. 243 |robi | e. i of . i1 g =g Invalid segnent retransmssion. |y 6
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79. 116. 253. 194 |Romani a 147. 237. 77. 243 |nobi l e.i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 13 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
2.53.50.205 |israel 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
52. 16. 5. 197 Irel and 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i SSi
2.53.26.150  |israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 13 I srael 147.237.77. 176 |matpash.idf.il [Bad TCP sequence I'nval id ACK nunber nonitor  [5
46. 19. 85. 13 I srael 147.237.77. 176 |matpash.idf.il [Bad TCP sequence I'nval i d ACK nunber alert
188. 161. 117. 56 2’;?:&6‘” Territory.l 47 237.77. 216 |dover.icf.il  |drop First packet ismt SWN drop 4
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
37.26.147.200 |[lsrael 147.237.77. 176 |natpash.idf.il [Bad TCP sequence Invalid AGK nunber noni tor (4
50. 87. 144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
Sreaning Engine: TCP Invalid i i SSi
84. 111. 189. 207 |I srael 147. 237. 76. 200 |ei tan. aka.i df . i | 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79. 178. 135. 162 |I srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. | 4
Ret r ansmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

At acker

Devi ce

country Target Address |Site Sgnature Acti on ‘Count
176.13.12.181 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 43
2.55.29. 162 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response CQode B ock
46.19. 85. 52 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock
: . . DOstributed Paraneter Type Mol ation on
89.138.99. 134 |Israel 147.237.77.243|nobi l e. i df . i | mobi | e. i df i | / sachar / changepassvior d par anet er NewPasswor d Bl ock 4
66. 249. 66. 177 |lIsrael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 66. 177 B ock
2.53.42.243 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode B ock
. ] . Dstributed Paraneter Type Mol ation on
109.253.221.94 | srael 147.237.77. 243 [nobi | e. i df . i | nobi | e. i df . i|/sachar/changepassword par anet er NewPassword Bl ock 4
. . . . Paraneter Type Mol ati on NewPassword in
149.78.95.40 |lhited Sates [147.237.77.243|nobile.idf.il nobi | e.i df i | / sachar/ changepassvor d B ock 4
79.177.234. 170 |I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
- . Unaut hori zed Met hod CPTI ONS for
46.121.89. 4 | srael 147.237.72.166 |aka. i df . i | ww aka. i df.i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock 3
2.53.11. 197 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.111. 120. 149 [l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 3
2. 53. 50. 205 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code B ock 2
149. 88. 33. 125 |Israel 147.237.76.31 |nakchal .idf.il |Unauthorized HTTP Met hod Bl ock 2
79.182.21.74 |Israel 147.237.77.243|nobi l e. i df . i | O stributed Suspici ous Response CQode B ock 2
208.115. 113. 82 [Lhited Sates [147.237.0.34 [tikshuv.idf.il [Miltiple Uauthorized URL Access from 208.115. 113. 82 B ock 2
94.230. 86. 219 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
66. 249. 66. 177 |[lIsrael 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ny. asp B ock 2
2.53. 44. 109 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
185. 27. 105. 182 |l srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to waw aman.idf.il/https:/ww anan.idf.il/ Bl ock 1
157.55.39.43 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed LR Access to 147.237.77. 216/ robot s. t xt B ock 1
109. 65. 33.47 |l srael 147.237.77.233|atal .idf.il Unaut hori zed LRL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
85.64. 6. 11 | srael 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147.237.77.234/i mages/ shared/bul l et 1. gif  |B ock 1
169.229.3.91 |Uhited Sates |147.237.0.34 |tikshuv.idf.il |NULL Character in Header Nane at B ock 1
. . . D stributed Lhaut hori zed URL Access on
66.249. 66. 187 [Israel 147.237.0.34 |tikshuv.idf.il voww ti kshuv. i df . i |/ i 1V gi yus/ gener al . aspx B ock 1
2.53.48. 253 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
149. 88. 33. 125 |Israel 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized URL Access from 149. 88. 33. 125 B ock 1
87.71.72.20  [israel 147. 237.72. 166 |aka. i df . i | thknown Paraneter _\ EVETATEENCRYPTED i n None 1
waw aka. i df . i | / mai n/ sachar/ pi r suneynof et . aspx
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.178.11.46  |[Israel 147.237.72.166 |aka. i df . i | vw aka. i df . |/ nai v sachar / nar ki veysachar . aspx None 1
185. 32. 179. 109 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
169.229.3.91 |Lhited Sates [147.237.0.34 |tikshuv.idf.il |Abnormally Long Request nethod B ock 1
109. 66. 23. 174 |Israel 147.237.72. 166 |aka. i df . i | Wnknown Paranet er __VI EABTATEENCRYPTED i n None 1
waw aka. i df . i |/ mai n/ sachar/ nas. aspx
85.65.116.88 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
66.249.79.93 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ edi ni yoman/ enl ar ge. asp B ock
) . . . Unknown HTTP Request Met hod
169.229.3.91 |lhited Sates [147.237.0.34 [tikshuv.idf.il |[; - - . K B ock 1
a-y[[#1]][[#26] ] H [#2]] pol[ [ #3] ] ELAG/MAT o/
169.229.3.91 |Lhited Sates [147.237.0.34 |tikshuv.idf.il |l1lega Byte Gode Character in Header Nare B ock 1
66. 249. 64. 113 |Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt Bl ock 1
109. 253. 139. 46 || srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/tenpl ates/articl e/ mobile B ock 1
87.69.94. 31 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
77.125.79.13  |[Israel 147.237.72. 166 |aka. i df . i | vow aka. i df .i |/ nai nv sachar/ nai | box. aspx None 1
2.53.185. 23 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
149. 88.33. 125 |Israel 147.237.76.31 |nakchal .idf.il |Uauthorized URL Access to nakhal .idf.il/sip_storagel/files/2/ B ock 1
. . Paraneter Read Qhly Molation in
89.138. 199. 48 [l srael 147.237.72.166 |aka. i df . i | vaw aka i df i |/ mai v sachar/ f or got passwor d. aspx None 1
208.115.113. 82 |Uhited Sates |147.237.0.34 |ti kshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/main/giyus/ general . aspx B ock 1
80. 246. 136. 128 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . . . Illegal Byte Gde Character in Mthod
169.229.3.91 |[lnited Sates |147.237.0.34 [tikshuv.idf.il | . N Ke B ock 1
a- y[[#1]][[#26] ] H [#2]] pol [ #3] ] ELAG/MAT o/
. . - Unaut hori zed URL Access to
87.70. 61. 30 I 'srael 147.237.77.243|nobi l e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 B ock 1
79. 116. 253. 194 |Rormani a 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode B ock 1
176.13.12.181 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
149. 88. 104. 116 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
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