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M 107.77. 169. 12

Top Attackers
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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7213
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1025
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il ock Wdp Al Nets drop 9
78.31.67.9 Cer many 147.237.76. 197 e hinush.idf.il Block Np All Net drop 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
104.219. 238. 10 |147.237.77.176|hited Sates |matpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 155 |[147.237.0.33 |lkraine idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 214. 134. 155 |147. 237.76. 177 |Ger nany ncore.idf.il ET SCAN NVAP -sS w ndow 2048 1
80.82.78.38 147. 237. 77. 205 |Net her | ands prishaidf.il  [ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 79. 18 147.237.72. 166 |Lhited Sates |aka idf.il SER’\/E? APAO_E. Apache nod_ssl non-SS. connection to S8 port 1
deni al of service attenpt
119.10. 114. 32  |147.237.8.45 |China eetanidf.il |[ET SCAN NVAP -sS w ndow 2048 1
119.10. 114.32 |147.237.8.45 [China eetanidf.il |[ET SCAN NVAP -f -sS 1
107. 158. 255. 194|147. 237. 77. 121 |Uhited Sates |e.navy.idf.il ET SCAN NVAP -f -sS 1
107. 158. 255. 194(147. 237.8.50 |Whited Sates [e.tikshuv.idf.il [ET SCAN NVAP -sS w ndow 1024 1
91.201. 236. 155 |[147.237.0.33 |lkraine idf.il ET SCAN NVAP -sS w ndow 4096 1
85.214.134. 155 |147.237.76. 177 |Ger many ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
85.214. 134, 155 |147.237.76. 177 |Ger many ncore.idf.il ET SCAN NVAP -f -sS 1
80. 82. 78. 38 147.237.0.33 [Netherl ands idf.il ET SCAN NVAP -sS w ndow 1024 1
66.240.213.93 [147.237.0.19 |[Wited Sates |madimatal.idf.i|ET SCAN NMAP -sS wi ndow 1024 1
119.10. 114. 32  |147.237.8.45 |China eeitanidf.il |[ET SCAN NVAP -sS w ndow 1024 1
107. 158. 255. 194|147. 237. 77. 121 |thited Sates |e.navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
107. 158. 255. 194|147.237.8.50 |lhited Sates |e.tikshuv.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

‘Target Addr ess ‘S’te

‘Signature

Devi ce

‘Count

Action

176.106. 46, 74  [FASStinan Tervitory, {47 537 0.34  |tikshuv.idf. i|dr op First packet isn't SWN drop 52
Cccupi ed
Sreanming Engine: TCP Invalid i i ssi
46.210.170. 173 |Israel 147.237. 77. 243 |robi | e. i df . i | g =g Invalid segnent retransmssion. |, ., 30
Ret ransmi ssi on Packet dr opped.
68.180. 231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 25
Sreamng Engine: TCP Invalid i i ssi
66.249.79.102 |United Sates 147. 237.72. 166 |aka i f . g =g Invalid segnent retransmssion. |y, 24
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
87. 69. 94. 31 I sr ael 147.237.77. 243 |robi | e. i of .| g =g Invalid segnent retransmssion. g, 22
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
46.19.85.131  |israel 147. 237.77. 243 |nubi l e.i df .i | g =g Invalid segnent retransmssion. g, 21
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
109. 65.122.35 | srael 147.237.0.34  |tikshuv.idf.i g =g Invalid segnent retransmssion. g ., 18
Ret ransmi ssi on Packet dropped.
107.77.169.12 |lhited Sates 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 16
Sreaning Engine: TGP Invalid i i ssi
213.57.233.213 |Israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmssion. |, 16
Ret ransmi ssi on Packet dropped.
207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 13
50. 116. 30. 23 Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 12
198. 58. 99. 82 Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 12
198.58.102.95 |Uhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 12
46. 19. 86. 87 | srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 12
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 11
Sreamng Engine: TCP Invalid ' i ssi
87.71. 6. 144 I'srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dropped.
54.212.110.255 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 8
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
5.29.164. 132 | srael 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 7
157.55.39.106 |lLhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 7
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
31.15.190.222 |Yovenia 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 6
Sreaning Engine: TGP Invalid i i ssi
66.249.66.47  |Lited Sates 147.237.0.34  |tikshuv.idf.i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
46.19.85.225  |israel 147. 237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 6
95.35.131.200 |Israel 147.237.72. 166 |aka icf.il [Bad TCP sequence S retransmt with different monitor ~ [6
w ndow scal e
188. 120. 154. 52 |l srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber moni t or 5
46. 19. 85. 251 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval id ACK nunber alert 5
46.19. 85. 251 I srael 147.237.77. 216 |dover.idf.i| [Bad TCP sequence Invalid ACK nunber noni t or 5
95.91. 215. 113 |Ger many 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 4
141.8.132.78 Russi an Federation 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 4
. . SYNPAXK retransmit with different .
46. 19. 86. 209 | srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Vi ndow scal e noni t or 4
85. 64. 85. 87 | srael 147.237. 72. 166 |aka. i df . il drop First packet isn't SYN drop 4
46. 116. 26. 122 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 4
85. 64. 85. 87 | srael 147.237.72. 166 [aka. idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
94.73.150. 148  |Turkey 147.237.77.74 |lawidf.il drop SAMrul e drop 4
109. 253. 216. 109|I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 4
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 4
Sreaning Engine: TQP Invalid i i ssi
84.109.188.80 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 4
Ret r ansmi ssi on Packet dropped.
162. 156. 124. 156|Canada 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 4
85. 65. 5. 240 I srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber aert 3
Sreamng Engine: TCP Invalid ' i ssi
79.181. 227.100 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
188. 120. 154. 52 |l srael 147.237.76.86 [navy.idf.il |[Bad TCP sequence Invalid ACK nunber moni t or 3
Sreaning Engine: TQP Invalid i i ssi
66.249.66.44  |Uited Sates 147.237.0.34  |tikshuv.idf.i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66. 249. 93. 180  |Eur ope 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. |y, 3
Ret ransmi ssi on Packet dr opped.
85. 65. 5. 240 I srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TP Invalid i i ssi
79.183. 142. 136 I srael 147. 237.72. 166 |aka i f . g =g Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
109. 65. 160. 191 |I srael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g ., 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
66.249.93. 182  |Eur ope 147. 237.72. 166 |aka i f . g =g Invalid segnent retransmssion. g, 3
Ret r ansmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
82.81.108.113 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 82.81.108. 113 B ock 9
87.69.94. 31 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 8
213.57.233.213 [Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code Bl ock 6
46.210. 170. 173 |[Israel 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
2.53. 44. 109 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 5
46.19. 85. 131 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code Bl ock 4
66.249.66. 177 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66. 249. 66. 177 B ock 2
- . Unaut hori zed URL Access to
82.81.108.113 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ nai 1/ gi yus/ ge. . . 04&doci d=73994 B ock 2
31.210.186.38 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 2
. . . Paraneter Type Mol ation phrase in
109. 65. 122. 35  |Israel 147.237.0.34 |tikshuv.idf.il v ti kshuv. i . i 1/ nodul es/ f o uns/ sear chr esul t s. aspx B ock 2
66.249.66.177 [Israel 147.237.77.216|dover.idf .l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock
77.124.7.38 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df . i1/ mai n/ sachar/f ag. aspx B ock
46. 19. 85. 251 I srael 147.237.77.216|dover . i df . il Illegal HITP Version _pk_ses. 20. 8af c=* B ock
Lhi ted ny- kosher - kravi . i d _
184. 105. 247. 196 Sates 147.237.0. 16 £l Uhaut hori zed URL Access to 147.237.0. 16/ B ock 1
66. 249. 79. 93 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi ni yoman/ yoman. asp  |B ock 1
60. 29. 153. 13 Chi na 147.237.77.216|dover . i df . i D stributed Wauthorized URL Access on 147.237.77. 216/ B ock 1
17.142. 159. 155 g‘;tt:: 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed LRL Access to waw cogat. i df . il/appl e-app-site-associ ation |B ock 1
109. 64. 96. 167 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for waw aka.idf.il/main/sachar/about.aspx  |B ock 1
. . Unknown Par aret er ct| 00$ct | 00$cphMai n$cphSachar $ct1 09 in
77.127.187.99 |l srael 147.237.72.166 |aka. i df . i | voww aka. i o i |/ nai v sachar / pays! i ps. aspx None 1
66.249. 66. 184 [l srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to wn tikshuv.idf.il/nain/giyus/ general . aspx |B ock 1
. . Unaut hori zed URL Access to
185.3.144. 33 | srael 147.237.76.42 [refuah.idf.il 147.237.76. 42/ appl e-t ouch-i con- pr econposed. png Bl ock !
Mal formed URL
46. 19. 85. 251 I srael 147.237.77.216|dover. i df . il _pk_i d. 20. 8af c=87a8a13887d9646d. 1458597128. 2. 1462006466. 14620 |B ock 1
06466. ;
Lhited . . Paraneter Type M ol ati on PageNumin
68.180.229. 241 o 147.237.77. 176 |nat pash. i df . i | v cogat . i df . i 1/ 1043- he/ cogat . asp B ock 1
waw. chamat z. aka. i |uaut hori zed UR. Access to
66. 249. 66. 17 I srael 147.237.77. 226 df il wwi chamat 7. aka. i df . i | / 1094- en/ hamaz. aspx B ock 1
Unaut hori zed URL Access to
79.181.198. 163 |[Israel 147.237.72. 166 [aka. i df . i | wwu aka. i df . i |/ mai n/ sachar/ ct100_ct100_cphmai n_cphsachar _di vper sonal qu [Bl ock 1
est i onscont ent
. . |Unauthorized URL Access to
66.249. 66. 185 |l srael 147.237.0.15  |kosher-kravi.idf.il | o " o {1/ tenpl at es/ si t enap/ si t enap. aspx Bl ock 1
207. 46. 13. 40 g‘;tt:: 147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to 147.237. 76. 86/ robot s. txt B ock 1
Unknown HTTP Request Met hod
5BWR29R229R CYR22922%2C1462006466%R2CY¥22ht t ps ¥8AYR F¥2 Fwww. goo
46. 19. 85. 251 I srael 147.237.77.216|dover . i df . il gle. co.il%RPR296D in LRL B ock 1
_pk_id. 20. 8af c=87a8a13887d9646d. 1458597128. 2. 1462006466. 14620
06466.
87.69. 113. 19 I srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed HTTP Met hod B ock 1
68. 180. 231. 43 LSthlatt:sd 147.237.77. 216 |dover.idf.il Paraneter Type M ol ati on PageNumin v i df . i|/1153- he/ dover. aspx Bl ock 1
66. 249. 66. 50 I srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/tiznoret/klali/default.asp Bl ock 1
Lhi ted . . Unaut hori zed URL Access to
157.85.39. 18 Sates 147.237.72.166 [aka. i df . i | aka. i df.il/consol e/ core/ doc_nur/ general . aspx Bl ock !
. . Unknown Paraneter _ LASTFQOUS in
79.181.198. 163 |l srael 147.237.72. 166 |aka. i df . i | vown aka. i df . i |/ mai v sachar /i dkunpr at i mi shi yi m aspx None 1
ny- kosher-kravi.id _ o
66. 249. 78. 27 | srael 147.237.0. 16 il Lhaut hori zed URL Access to wwu ny-kosher-kravi.idf.il/robots.txt B ock 1
207.46.13. 178 ;h;:ee: 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df .il/21133-19149- he/ dover. .. B ock 1
87.69.113. 19 I srael 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/4/ B ock 1
68. 180. 231. 43 g‘;ttees 147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin waw i df.il/1779- he/ dover. aspx B ock 1
46.19. 85. 251 I srael 147.237.77. 216 |dover.idf.il Abnormal |y Long Request net hod Bl ock 1
184. 105. 139. 67 g“;:s 147.237.77.243|nobi l e. i df . i | Unaut hori zed URL Access to 147.237.77.243/ B ock 1
. . SS_ Lhtraceabl e Gonnection - Protocol viol ation
66.249. 79. 18 I srael 147.237.72.166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
Lhited . . Unaut hori zed URL Access to
52.13.24.133 Sates 147.237.76.86 [navy.idf. il waw navy. i df . i | /994- 8613- he/ navy. aspx. aspx Bl ock !
87.71.6.144 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code Bl ock 1
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