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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 3683
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3536
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 1158
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SC- Sl owl ori s- DO5- Var 1 dest - reset 4

60. 191. 74. 83 Chi na 147.237.0. 16 ny-kosher-kravi.idf.il |Frk Under Attack Con_Tcp drop 2
198. 20. 70. 114 Lhited Sates 147.237.76. 31 nakchal .idf.il Bl ock_Ulp Al _Nets drop 1
204. 42. 253. 132 Lhited Sates 147.237. 76. 196 e.sviva.idf.il Bl ock_Ulp Al _Nets drop 1

71. 6. 165. 200 Lhited Sates 147.237. 76. 202 e halag.idf.il Bl ock_Udp All _Nets drop 1
204. 42. 253. 132 Lhited Sates 147.237. 76. 197 e hinush.idf.il ock Wdp Al Nets drop 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCOS- Tool - Swi t chbl adG dest - reset 1
198. 20. 69. 74 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ock Udp All _Nets drop 1
204. 42. 253. 132 Lhited Sates 147.237. 76. 199 e. nakchal .idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

|Attacker Qount ry

Attacker Address

Target Address

|Site |Sgnalure

Devi ce Action |Oount

23.91.70.77 Lhited Sates 147.237.77.233 |atal .idf.il|5670: HITP. SQ Injection (SALECT) B ock 4
23.91.70.77 Lhited Sates 147.237.77.233 |atal .idf.il|6134 HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
23.91.70.77 Lhited Sates 147.237.77.233 atal .idf.il|3808 HITP. SQ Injection Variabl e Declaration Bvasion B ock 4
70. 68. 224. 173 Canada 147.237.77. 74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 3
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

23.91.70.77 147.237.77.233  [lhited Sates atal.idf.il SQ Injection - Select From 14
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
70. 68. 224. 173 147.237.77. 74 Canada lawidf.il S Injection - Select From 2
203. 86. 29. 220 147.237.0. 17 Chi na mny- kosher -kravi . i df.il ET SCAN NVAP -sS wi ndow 2048 1
66. 240. 213. 93 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 110. 132. 55 147. 237. 76. 197 krai ne e hinush.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 55 147. 237. 76. 39 kr ai ne nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
112. 169. 100. 157 147. 237. 76. 202 Korea, Republic of e halag.idf.il ET SCAN Potential SSH Scan 1
112. 169. 100. 157 147.237.0. 19 Korea, Republic of nadi matal .idf.il ET SCAN Potential SSH Scan 1
107. 158. 255. 194 147. 237.76. 44 Lhited Sates erefuah.idf.il ET SCAN NVAP -f -sS 1
107. 158. 255. 194 147.237.76. 30 Lhited Sates hi mush. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
203. 86. 29. 220 147.237.0. 17 Chi na m ny-kosher -kravi . i df.il ET SCAN NVAP -sS wi ndow 4096 1
85. 214. 134. 155 147. 237. 76. 202 Ger many e halag.idf.il ET SCAN NMAP -sS w ndow 1024 1
203. 86. 29. 220 147.237.0. 17 Chi na mny- kosher -kravi . i df il ET SCAN NVAP -f -sS 1
66. 240. 213. 93 147.237.0. 17 Lhited Sates mny- kosher -kravi . i df.il ET SCAN NMVAP -sS w ndow 1024 1
185. 110. 132. 55 147. 237. 76. 200 Wkrai ne eitan. aka idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 55 147. 237.76. 86 kr ai ne navy.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 55 147.237.0. 16 kr ai ne ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
112. 169. 100. 157 147.237.76. 148 Korea, Republic of ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
107. 158. 255. 194 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
107. 158. 255. 194 147. 237.76. 30 Lhited Sates hi nush. i df . i | ET SCAN NVAP -sS wi ndow 3072 1
107. 158. 255. 194 147. 237. 76. 30 Lhited Sates hi nush. i df . i | ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘S’te ‘Signature Acti on ‘Count

205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 51

208.115.111. 73 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 33
Sreaning Engine: TGP Invalid i i ssi

66.249.79.102 |wnited Sates 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 30
Ret ransm ssi on Packet dropped.

139. 162. 216. 112|nited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 24

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21

94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 19

52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 18

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18

198.58.102.95 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
Sreaming Engine: TCP Invalid i i ssi

79.179.22.150 | srael 147. 237.77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

66. 249. 64. 3 Lhited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 12
Ret ransm ssi on Packet dropped.

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 11

91.121. 165. 101 |Fance 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11

91. 155. 235. 138 |F nland 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11

46. 60. 25. 157 g‘ilcisgi':('ja” Territory. 147, 237. 77. 216 dover.icf. i1 |drop First packet ismt SWN drop 10

95.170.192. 221 |lraq 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10

68.180.231.43 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
Sreamng Engine: TP Invalid i i ssi

46.19.85.151  |israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dr opped.

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9

87.69. 122. 69 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 8

162. 243. 104. 237|Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8

114.253.32.35 |China 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
Sreaming Engine: TCP Invalid i i ssi

66.249. 64.124 |Uited Sates 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

46.229.173.67 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
Sreaning Bngine: TQP Invalid i i ssi

109. 64.28.40  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dr opped.

5.29.197. 253 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |6

41.218.23.111 |Sudan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
Sreaming Engine: TCP Invalid i i ssi

185.3.147.201 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
Sreaning BEngine: TCP Invalid i i ssi

87.71.22.123  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
Sreaning Engine: TQP Invalid i i ssi

109. 253. 221. 249|i srael 147. 237. 77. 243 |robi | e. i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.

s SYNretransnmit wth different :

93.157.82.162 |Israel 147.237.76.42 [refuah.idf.il |[Bad TCP sequence i ndow scal @ noni t or 5

46. 19. 85. 191 I srael 147.237.72. 156 |anan.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 5

31.13. 162. 132 g‘ilcisgi':('ja” Territory. 147, 237. 77. 216 dover.icf. i1 |drop First packet ismt SWN drop 5

207.46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5

207.46.13.178 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4

197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4

82.26.91. 180 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4

157.55.39.106 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4

50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4

2.53.145. 149 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

66.249.66.177 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
Sreamng Engine: TP Invalid i i ssi

199.30.25.60  |Wited Sates 147. 237. 76. 200 |ei tan. aka. i o . 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

66.249.64.75  |Wnited Sates 147.237.76. 200 |ei tan. aka. i of . i g =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.

157.55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 3
Sreaning Engine: TGP Invalid i i ssi

46.19.85.124  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

66.249. 66.184 |Uited Sates 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

185. 3. 144. 33 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence Invalid ACK nunber nonitor |3
Sreaning Bngine: TCP Invalid i i ssi

31.210. 186. 128 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
217.132.96. 204 |lsrael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 217.132. 96. 204 B ock 11
2.53.18. 167 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
100, 253. 208. 38 |Israel 147.237.77. 243|mobi L e. i off i1 | O™ ?:jfT‘i’F‘fs\;C‘:;t/ic‘;gnggggﬁfwd in Bock |4
109. 65. 207. 214 |Israel 147.237.76.42 |refuah.idf.il Mil tipl e Lhaut hori zed URL Access from 109. 65. 207. 214 B ock 3
109. 65. 207. 214 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock 3
66.249.66. 177 [Israel 147.237.77.216|dover . i df .i | Ml tipl e Unauthori zed URL Access from 66. 249. 66. 177 Bl ock 3
79.179.22.150 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 3
109. 253. 221. 249]I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
46. 19. 85. 151 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 151 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
2.55.38.216 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/mlluindindex B ock 2
66. 249. 66. 5 I srael 147.237.77. 176 |nat paSh' idf.il mu::g;; .Ziegf .Lﬁ_/ ﬁg(e::fezlsi :n?or nmat i on/ i dkoni ni pages/ 150302011yezu. aspx Bl ock !
Mal formed URL
46. 19. 85. 55 I srael 147.237.77.216|dover . i df . i | _pk_i d. 20. 8af c=f 7b484780610c6ce. 1454268433. 4. 1462002032. 1462002 |B ock 1
032.;
216.218. 206. 66 |nited Sates [147.237.77. 216 |dover.idf.i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
93.157.82.162 |l srael 147.237.76.42 [refuah.idf.il |00 00760 UL Aocess Lo s/ query/ | query- L 4. 2.m | s Hock |1
46.119.127.129 |kraine 147.237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed LRL Access on waw i df . il/xmrpc. php B ock 1
178.153.66.31 |Gtar 147.237.77.216|dover . i df . i | PHP Attenpt B ock 1
17.142. 156. 109 |Uited Sates [147.237.77. 216 |dover.idf.i | Distributed Unhaut hori zed URL Access on ww i df . il/894-en/i df gdover. aspx |Bl ock 1
66.249.66.177 [Israel 147.237.77. 216 |dover.i df .i | Dstributed Waut hori zed URL Access on waw i df.il/error.htm Bl ock 1
Unknown HTTP Request Method F%229%D; in URL
46.19. 85. 55 I srael 147.237.77.216|dover.i df .i | _pk_i d. 20. 8af c=f 7b484780610c6ce. 1454268433. 4. 1462002032. 1462002 |B ock 1
032.
216. 218. 206. 67 |Wited Sates [147.237.0.19 |nadi matal . idf.i|Uauthorized URL Access to 147.237.0. 19/ B ock 1
157.55. 12. 80 Lhited Sates [147.237. 77. 216 |dover. i df .i | Unhaut hori zed URL Access to wawidf.il/error.htm Bl ock 1
94. 230. 86. 243 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to www aka. i df.il/mai n/ sachar/undefi ned B ock 1
46.119.127. 129 |Wkraine 147.237.77.216|dover . i df .i | Mil tipl e Unhaut horized URL Access from 46. 119. 127. 129 Bl ock 1
178.153.66.31 |Qtar 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw idf.il/xnrpc. php Bl ock 1
17.142. 156. 109 |Uited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw idf.il/appl e-app-site-association B ock 1
109. 67.134.50 |l srael 147.237.77.216|dover . i df .i | SSL Untraceabl e Gonnection - Qpen Mde None 1
157. 55. 39. 52 Lhited Sates [147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 157. 55. 39. 52 B ock 1
103. 255. 4. 35 Paki st an 147.237.77.216|dover.i df .i | Distributed Unaut hori zed URL Access on ww i df . i1/894-en/i df gdover. aspx |Bl ock 1
46.120.211.11 I srael 147.237.72.166 [aka. i df . i | vu\x:xlj(\zn;)kmg. ipddfr.ainleltr?a:i :/a:_:t;il)fjusl/nnai n/ gi yus/ r esour ces/ i nages/ nast er/ f avi con. gi f None !
46.19. 85. 55 I srael 147.237.77. 216 |dover.i df .i | Abnornal |y Long Request request version Bl ock 1
185. 3. 144. 33 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co B ock 1
109. 253. 134. 182|I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
68. 180. 229. 215 |[Whited Sates [147.237.76.31 |nakchal .idf.il [Paraneter Type Miolation PageNumin nakhal .idf.il/1108-he/ nakhal . aspx B ock 1
217.132.96.204 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df . i/ mai n/ gi yus/ gener al . aspx B ock 1
157.85.39. 52 Uited Sates (147.237.76.86 [navy.idf. il vu\;;\turt\:\?;.lizd?(.ji 'i"?t_eﬁcplcaemseSls/ts%ar ed/ user cont r ol s/ navnenu/ nazi .idf . il Bl ock !
109.64.28.40  [Israel 147.237.72. 166 |aka. i df . i | m”i':isz"f ?Ff;;rn/;\fh?f;’?ﬁmﬁ;p’; None 1
61.115.87.240 |Japan 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
46. 19. 85. 55 I srael 147.237.77. 216 |dover . i df . i | Illegal HITP \ersion _pk_ses. 20. 8af c=* B ock 1
212. 150. 221. 248|I srael 147. 237.72. 166 |aka. i df . i | m”;giszﬂr;e;nglmfgmm in None 1
46.119. 127. 129 |Wkraine 147.237.77.216|dover. i df .i | Dstributed PHP At enpt Bl ock 1
157. 55. 39. 53 Uhited Sates [147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw idf.il/anan B ock 1
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