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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4349
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS  |dest - reset 325
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 12
42.159. 144, 101 Chi na 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 3
42.159. 144, 101 Chi na 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-trafl forward 2
42.159. 144. 101 Chi na 147.237.0. 19 nadi matal .idf.il bl ock-sp-trafl forward 2

66. 240. 219. 146 Lhited Sates 147.237.76. 42 refuah.idf.il ock Wp Al _Nets drop 1
42.159. 144. 101 Chi na 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
42.159. 144. 101 Chi na 147.237.0. 17 mny- kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
42.159. 144. 101 Chi na 147.237.76. 176 test.ncore.idf.il JLIMPurple Con Linit Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S’te

‘Signature

149.50. 68. 231 |147.237.76.86 |Israel navy.idf.il |GPL WEB SERVER apache directory di scl osure attenpt 8
149.50. 68. 231 [147.237.76.86 |Israel navy.idf.il |SERVER WEBAPP apache directory disclosure attenpt 8
192.35.222.17 [147.237.77.216|thited Sates |dover.idf.il |ET DOS SSL Bonb DoS Attenpt 5
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
66.249.79.173 |147.237.72.166|Wited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2
66.249. 64. 165 |147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
61.182.170.38 [147.237.76. 196 |Chi na e.svivaidf.il|ET SCAN Potential SSH Scan 1
58.218. 204. 211 |147.237.76. 44 |China e.refuah.idf.i|ET SCAN Potential SSH Scan 1
13.92.245. 177 |147.237.77.74 |Uited Sates [lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
177.226.38. 123 [147.237.76.34 |Mexi co yohal an.i df . il ET SCAN Behavi oral Lhusual ly fast inbound Tel et Connections, 1
Potential Scan or Brute Force
13.92.100. 128 |147.237.77.74 |Uited Sates [lawidf.il ET SCAN NMAP -sS wi ndow 2048 1
107. 158. 255. 194(147. 237. 72. 217 |Uhited Sates [e.idf.il ET SCAN NMAP -sS wi ndow 3072 1
104.214.25.64 [147.237.76.30 |Lhited Sates |hinush.idf.il |[ET SCAN NMAP -sS wi ndow 3072 1
79.112.42.103  |147.237. 77. 216 |Ronani a dover.idf.il [Xenu Link S euth User Agent 1
58.218.204.211 [147.237.76.86 |China navy.idf.il |ET SCAN Potential SSH Scan 1
13.92.245.177 [147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NMAP -sS wi ndow 4096 1
13.92.100. 128 |147.237.77.74 |Uited Sates [lawidf.il ET SCAN NMAP -sS wi ndow 3072 1
13.92.100. 128 |147.237.77.74 |Uited Sates [lawidf.il ET SCAN NVAP -f -sS 1
113. 240. 250. 154|147. 237. 77. 235 [Chi na svivaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
106. 184. 2. 29 147.237.77. 61 |Japan e.cogat.idf.il|[ET SCAN Potential SSH Scan 1
104. 214.25. 64 |147.237.76.30 |lhited Sates [hinush.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature Action ‘Count
Sreaning Engine: TQP Invalid i i SSi
46.19.85.205 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. Packet |, 117
Ret ransni ssi on dr opped.
Sreaming Engine: TCP Invalid i i ssi
66.249.79.102 |Wited Sates |147.237.72. 166 |aka i df il g =g Invalid segnent retransmssion. Packet |, . 90
Ret ransmi ssi on dr opped.
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 52
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 20
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 17
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 16
198.58.103.91 [thited Sates |147.237.77.216 [dover.idf.il |drop Frst packet isn't SYN drop 12
198.58.103. 114 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 11
52.12.123.247 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 11
157.55.39.106 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
109. 163.234.8 |Romani a 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 9
Russi an S -
128. 68. 50. 185 Federat i on 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
46.118. 116. 239 |lkrai ne 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
reamng BEngi ne: TCP Invali i i ssi
94.159. 178. 210 |Israel 147.237.72. 166 |akaicr.i1 | AM NG Engine: TP Invalid invalid segnent retransnission. Packet drop 6
Ret r ansmi ssi on dr opped.
88.254. 110. 197 |Turkey 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
reamn ine: TCP Invali i i ssi
80.246.136.57 |l srael 147. 237 77. 243 |t 1 e i o1 | €M NG Engi ne: TCP alid invalid segnent retransnission. Packet drop 6
Ret ransni ssi on dr opped.
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
208. 115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
87.69.217.46  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. Packet |, 4
Ret ransni ssi on dr opped.
149.50. 68. 231 |Israel 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 4
105.103.84.32 |Ageria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
117. 247. 193. 214|I ndi a 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
192. 249. 66. 247 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
reamn ine: TCP Invali i i ssi
5.29.121.204  |Israel 147, 237, 76. 200 |ei tan. aka i o | S N9 Engi ne: TCP alid imvalid segnent retransnission. Packet | op 4
Ret ransni ssi on dr opped.
R : URL I ength exceeded al | oned naxi mum .
149.50. 68. 231 |l srael 147.237.76.86 [navy.idf.il HTTP Fornat S zes Length of 2048 byt es monitor |4
66.249.66.177 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
50. 87. 144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop
Russi an . C e -
128. 68. 50. 185 Federat i on 147.237.0.34 |[tikshuv.idf.il |drop First packet isn't SN drop 4
149.50. 68.231  |Israel 147.237.76.86 |navy.idf.il |Command I nj ection ,Cgha'dmm% Injection detected in LR moni tor (4
37.46.41.172 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
37.26.146.190 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
Sreaning Engine: TGP Invalid i i ssi
66.249. 93. 182  |Europe 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. Packet | 3
Ret ransmi ssi on dr opped.
' Sreamng Engine: TCP Invalid i i ssi
130.193.37.16 |Ssian 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. Packet |, 3
Federati on Ret ransni ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
87.70. 43. 23 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. Packet | 3
Ret ransmi ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
82.166.23.169 |l srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
66. 249. 93. 245  |Eur ope 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. Packet | 3
Ret ransmi ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.180.151.16 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
i Sreaning Engine: TGP Invalid i i ssi
130.193.51, 91 |ssian 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segment retransmssion. Packet | 3
Federation Ret r ansm ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
84.94.205.178 | srael 147. 237.72. 166 |aka i f .| 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
94.230.86. 245 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. Packet | 3
Ret ransmi ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
133. 130. 158. 207 |Japan 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi
66.249. 66. 184 |Lnited Sates |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segment retransmssion. Packet | 3
Ret ransmi ssi on dr opped.




04-30-2016-09:04:01 to 04-30-2016-10:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
149.50. 68.231 |Israel 147.237.76.86 |navy.idf.il Mil tipl e Unhaut horized URL Access from 149. 50. 68. 231 B ock 372
. . . Paraneter Type M ol ati on NewPassword in
176.13.13. 155 |[Israel 147.237.77.243|nobi l e.idf . il nobi | e. i df i | / sachar/ changepassvor d B ock 11
149. 50. 68. 231 |l srael 147.237.76.86 |navy.idf.il Ml tiple Abnormal |y Long Request from 149. 50. 68. 231 Bl ock 10
. . Unaut hori zed Met hod HEAD f or
217.132.96. 204 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v i yus/ general . aspx B ock 4
149. 88.195.82 |Israel 147.237.72.166|aka. i df . i | Unhaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ sachar/ B ock 3
95.170.192. 221 |irag 147.237.77.216|dover. i df . il Mil tipl e Unaut hori zed URL Access from 95.170. 192. 221 B ock 3
149.78.93.186 |lhited Sates [147.237.72.166|aka.idf.i | Lhaut hori zed LR. Access to aka.idf.il/sachcar Bl ock 3
109. 253. 130. 134l srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . i df . i1/1043-h Bl ock 2
66.249.66. 177 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66. 249. 66. 177 B ock 2
. . Unknown Paranet er anp;docld in
66.249.79.102 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i o i |/ brot her s/ ki al / def aul t . asp None 1
Unhaut hori zed URL Access to
42.159. 144. 101 |China 147.237.76.86 |navy.idf.il g- ecx. i mages- amazon. cond i mages/ g/ 01/ x- | ocal e/ common/ t ranspar |B ock 1
ent - pi xel . cb386942464 . gi f
149.78.151.199 [israel 147.237.76.31 |nakchal .idf .il Unauit hori zed URL Access to B ock 1
nakhal . i df .il/consol e/ core/ doc_ngr/doc_ngr. asp
. . URL is Above Root Drectory
85.25.103.119  |Ger many 147.237.77.216|dover.idf.il Wi of i1/ ./ shared/ cl i entscri pts/j query/j query-1.4.2.nin. | s B ock 1
54.203.240. 108 |Wnited Sates |147.237.72. 166 |aka. i df . il Wnaut hori zed URL Access to . B ock 1
viwy aka. i df . i |/ nai n/regi strationw zard/ regi st er. aspx
208.115.113.82 [lnited Sates [147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/nain/giyus/general.aspx |B ock 1
2.53.29.11 I srael 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to wwun i df . il/894-he B ock
66.249.79.169 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
] . . D stributed Uhaut hori zed URL Access on
52.12. 14. 230 Lhited Sates |147.237.72.166|aka. i df .il v aka i o i1/ mai Kl al | aspx B ock 1
87. 70. 109. 55 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1239- he/ at al . aspx Bl ock 1
’ . . Unaut hori zed URL Access to
54.214.82.219 |Wited Sates [147.237.72.166|aka. i df.i | vaw aka. i dff . i 1/ mai v f or got passwor d. aspx B ock 1
31.151.198.129 |Netherlands [147.237.77.216|dover.idf.il Ml tipl e Unauthorized URL Access from 31.151. 198. 129 Bl ock 1
. . Unknown Parameter _ VI EASTATEENCRYPTED i n
79.180.177. 117 I srael 147.237.72.166 [aka. i df . i | vy aka. i df . i | / mai n/ sachar/ decl ar at i onexpl anat i on. aspx None !
52 12.91. 186 Wited Sates |147. 237. 76. 200 |ei tan. aka. i df . i | Unaut hori zed URL Access to waw ei tan. aka. i df.il/1093-7963- he/ N0 B ock 1
aspx. NNy
89.138.48.208 |[lIsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
220.255.219.5 |9 ngapore 147.237.77.216|dover.idf .il D stributed Wnaut horized URL Access on waw i df.il/error. htm Bl ock 1
31.151.198.129 |Netherlands [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawi i df .il/894-en/i df gdover. aspx Bl ock 1
80. 153. 42. 47 Ger many 147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df .il/894-en/i df gdover. aspx B ock 1
52.13. 45. 110 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to www aka. i df.il/main/fag. aspx Bl ock 1
207. 46. 13. 22 Lhited Sates |147.237.77.216|dover.idf .il Dstributed Lhaut hori zed UR. Access on waw idf.il/error.htm B ock 1
. . Unaut hori zed URL Access to
66. 249. 79. 97 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ nai n/ smal i nd showbi g. aspx B ock 1
_ m ny- kosher - kr avi . i Unaut h(?l’l zed URL Access tc_)
42.159. 144. 101 |China 147.237.0. 17 ; g- ecx. i mages- anazon. cond i mages/ g/ 01/ x- 1 ocal e/ cormon/ t ranspar |B ock 1
df il ent - pi xel . cb386942464 . gi f
80.246.136.57 |Israel 147.237.77.243|nobi l e.i df . i | Suspi ci ous Response Code Bl ock 1
54.188.243.44 |lWited Sates [147.237.72.166|aka.idf .il Lhaut hori zed URL Access to v aka. idf.il/main/klali.aspx B ock 1
2.53.29. 11 I srael 147.237.77.216|dover. i df .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
207.46.13.178 |lnited Sates [147.237.77.216|dover.idf .il Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 1
95.170.192. 221 |Iraq 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v idf.il/894-ar B ock 1
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