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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 5576
68. 225. 216. 19 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2930
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2734
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1664
23.27.13. 103 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1049
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 10
94.102. 52. 10 Net her | ands 147.237.76. 176 test.ncore.idf.il |Block Np All Net drop 1
204. 42, 253. 132 Lhited Sates 147.237. 76. 148 ggcenter.aka. idf.il|B ock Wdp All _Nets dr op 1

46. 174. 54. 63 Russi an Federation 147.237. 76. 38 eeneitav.idf.il |Bock UWp All Nets drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 34 yohal an. i df . | Bl ock Udp All Nets drop 1

66. 249. 66. 184 | srael 147.237.0. 34 tikshuv.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
203. 86. 29. 220 147. 237. 76. 39 Chi na nmobi | e. nei tav. i df.il ET SCAN NVAP -f -sS 1
80.82.78.38 147. 237.76. 34 Net her | ands yohal an. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
41. 140. 253. 9 147.237.8.27 Mor occo e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
13.92.122. 143 147. 237. 76. 200 Lhited Sates eitan aka idf.il ET SCAN NMAP -sS wi ndow 2048 1
212.129. 15. 245 147.237.72. 217 France eidf.il ET SCAN NMAP -sS wi ndow 1024 1
203. 86. 29. 220 147. 237.76. 39 Chi na nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
41.140. 253. 9 147.237.8.27 Mor occo e.madi matal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
13.92. 122, 143 147. 237. 76. 200 Lhited Sates eitan. aka.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
13. 92. 122. 143 147. 237. 76. 200 Lhited Sates eitan aka.idf.il ET SCAN NVAP -f -sS 1
203. 86. 29. 220 147. 237.76. 39 Chi na nobi | e. nei tav. i df il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
141.0.15. 34 Nor way 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 873
205.203.135.1 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 51
139.162. 216. 112|lhited Sates [147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 36
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19
Sreaning Engine: TCP Invalid i i ssi
66.249.79.102 |United Sates |147.237.72. 166 |aka idf. i 9 =9 Invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dropped.
157.55.39.106 |lhited Sates [147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 18
162. 243. 125. 185|lhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 12
Sreamng Engine: TCP Invalid i i ssi
46.19.85.194  |Israel 147. 237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dr opped.
87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
68.180. 231.43 |lLhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 12
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
198.58.102. 156 (Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12
54.244.162.211 |lWhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 11
66. 102. 6. 131 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 10
88.254. 110. 197 |Turkey 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
66. 102. 6. 188 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 7
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
79. 180. 62. 195 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 6
52.29.223. 39 Ger many 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
185. 32, 179. 245 |Israel 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
157. 55. 39. 53 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 6
92.247.181.29 |Bulgaria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
45. 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6
41.42.6. 49 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
207. 46. 13. 22 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 5
207.46.13.178 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
50.87.144.145 |Wnited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SWN drop 4
Sreamng Engine: TCP Invalid i i ssi
66. 249. 93. 184  |Europe 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dr opped.
5.102.242.136 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
66.102. 6. 191 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 3
149. 78.109. 205 |Wnited Sates |147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
8. 37.227.69 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
66. 249. 93. 247  |Eur ope 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
192.116.53. 232 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.69.38  |United Sates [147.237.77. 243 |nobile.idf. il 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
192.116.92.8 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109.65.144.1  |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
23.27.13.103 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i ssi
176.13.10.87 |l srael 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
192. 249. 66. 247 |lhited Sates [147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i sSi
79.179.172.58  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.88.230 |lhited Sates [147.237.72. 166 |aka idf.il 9 =9 Invalid segnent retransmission drop 3
Ret r ansni ssi on Packet dr opped.
54.242.61. 88 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
109. 253. 227. 60 |Israel 147.237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
185.120. 126.52 |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.21. 145 |Israel 147.237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
5.22.131.72 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
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176.13.21. 145 |Israel 147.237.0.19 |nadimatal . i df . i I[Suspi ci ous Response Code B ock 2
54.212. 115. 207 |wited Sates |[147.237.77.216|dover.idf.il E;:rig“;redpzzrea&e;er Type Mol ation on wwidf.il/1380-heldover.aspx g 1
194.12.229.104 |Rulgaria 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . il/mai n/ home/ def aul t. aspx |B ock
72.29.127.13 Lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/bl og/ wp-adnin/ B ock
184.105.139.70 |lhited Sates |147.237.72.167i shuri maka. i df . i|haut hori zed URL Access to 147.237.72. 167/ Bl ock 1
66.249. 64. 119 I srael 147.237.76.86 |navy.idf.il r'?a\sltyr: oed ;1;‘3;;‘?; Eadasurjsx\ffzfu;”asp Bl ock 1
198. 20. 69. 74 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
83.68.225.42  |Sweden 147.237.72. 166 |aka. i df . i | m“;l?;’_riidﬁe_?lt‘;‘pﬁfgfjg;ﬁi | es/ 6/ 66846, pp 40 Bl ock 1
184.168.200.23 |[Lhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal.idf.il/wp/wp-admin/ B ock 1
66.249. 65.112 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
199. 30. 25. 79 Lhited Sates [147.237.77.216(dover.idf.il Lhaut hori zed LRL Access to waw idf.il/error.htm Bl ock 1
104. 236.222.79 |Uhited Sates |[147.237.77.216(|dover.idf.il O stributed Lhaut horized LRL Access on waw i df .il/894-ar Bl ock 1
188. 165. 204. 224 |France 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua atal.idf.il/ol d/wp-admin/ B ock 1
66.249.66. 177 [Israel 147.237.77. 216 |dover . i df .i | Ml tiple Unauthorized URL Access from 66. 249. 66. 177 B ock 1
212.0.137.106 |Sudan 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw idf.il/894-ar Bl ock 1
176. 9. 127. 69 Ger many 147.237.77. 216 |dover.i df .i | Lhaut hori zed LRL Access to wawidf.il./ B ock 1
54.188.252.77 |lWnited Sates |[147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin v i df . i|/1380- he/ dover. aspx B ock 1
194.12.229. 104 |Bulgaria 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 194.12.229. 104 Bl ock 1
66.249.66.177 [Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp B ock 1
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