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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 5804
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1811
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock UWp Al Nets drop 3
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - reset 2
67.210. 40. 189 Lhited Sates 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2
163. 172. 153. 224 Uhi t ed Ki ngdom 147.237.76. 176 test.ncore.idf.il B ock Np Al _Net drop 1
198. 20. 69. 74 Lhited Sates 147.237. 76. 42 refuah.idf.il B ock_Wp Al _Nets drop 1
78.31.67.9 Ger many 147.237.76. 176 test.ncore.idf.il B ock Np All _Net drop 1
163. 172. 153. 224 Uhi t ed Ki ngdom 147.237.76. 197 e. hinush.idf.il Bock Np Al Net drop 1
5.206. 231. 84 Port ugal 147. 237.76. 199 e. nakchal .idf.i| Bl ock Udp All Nets drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ock Wp Al Nets drop 1
163. 172. 153. 224 Uhi t ed Ki ngdom 147.237. 76. 147 chinuch.aka.idf.il |B ock Np Al_Net drop 1
78.31.67.9 Ger nany 147.237. 76. 38 eenetav.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 81.212  |147.237.77. 216 |Eur ope dover . idf.il ET SCAN NVAP -sA (2) 2
89.248.167. 131 |[147.237.8.45 |[Netherlands eeitanidf.il ET SCAN Potential SSH Scan 1
89.248.167.131 [147.237.0.19 [Netherlands nadi matal .idf.il ET SCAN Potential SSH Scan 1
220. 231. 195. 122|147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
13.92.84. 22 147.237.76.42 |Whited Sates |refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
187. 160. 167. 110|147. 237. 8. 14  |Mexi co e.orchot.idf.il ET SGAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
13.92. 84. 22 147.237.76.42 |Whited Sates |refuah.idf.il ET SCAN NVAP -f -sS 1
89.248. 167. 131 [147.237. 77. 212 |Net her| ands e.dover.idf.il ET SCAN Potential SSH Scan 1
89.248.167. 131 |[147.237.77.19 [Netherlands lawforumidf.il ET SCAN Potential SSH Scan 1
89.248. 167. 131 |[147.237. 76. 44 |Netherl ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
89.248.167. 131 [147.237.8.50 [Netherlands e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
89.248.167.131 [147.237.0.35 |[Netherlands  [akaws.idf.il ET SCAN Potential SSH Scan 1
89.248. 167. 131 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
66.240.213.93 [147.237.8.45 |[Wited Sates [e.eitan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
13.92.84.22 147.237.76.42 [lnited Sates |refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
195 26.17 247 |147. 237, 76. 30 |Thai | and Hrushi b il ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
13.82. 25. 17 147.237.76. 176 |Lhited Sates |test.ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
89.248. 167. 131 |[147.237. 77. 205 |Net her | ands prisha.idf.il ET SCAN Potential SSH Scan 1
89.248. 167. 131 |[147.237. 76. 196 |Net her | ands e svivaidf.il ET SCAN Potential SSH Scan 1
89.248.167. 131 |147.237. 72. 156 [Net her | ands aman. i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
Sreaning BEngine: TCP Invalid i i ssi
66.249.79.102 |Wited Sates |147.237.72. 166 |aka.idf.il 9 =g Imvalid segnent retransmssion. g 45
Ret r ansmi ssi on Packet dr opped.
198. 58.102. 117 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 12
139.162. 216. 112|lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 12
198.58.103.91 |Whited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 12
Sreanming Engine: TCP Invalid i i ssi
176.13.18.127 |israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 9
Ret ransmi ssi on Packet dr opped.
157.55.39.106 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 9
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
192. 0. 101. 58 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 8
68.180.231.43 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 8
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
207. 46. 13. 22 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 6
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
79.180.62.195 |lsrael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SN drop 6
92.247.181.29 |Bulgaria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
50.197.176.129 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
45. 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
5.102.254.101 |lsrael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
65.55.210. 145 |Lhited Sates |147. 237.76. 200 [ei tan. aka i df i1 g =g Invalid segnent retransmssion. g 4
Ret r ansmi ssi on Packet dr opped.
207.46.13.178 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
54. 67. 36. 215 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 4
157. 55. 39. 53 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 4
50.87.144.145 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
192. 249. 66. 247 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
Sreamng Engine: TCP Invalid ' i ssi
178. 255. 215. 87 |France 147, 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 197. 97 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
5. 144, 63. 50 I srael 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
198. 143. 180. 166|Wnited Sates |147.237.77. 121 |e. navy.idf.il Geo- | ocati on enf or cenent S;]?O'rggi'nf” I nbound drop 3
Sreamng Engine: TCP Invalid ' i ssi
66.249. 64.186 |United Sates |147.237.76.200 |ei tan. aka idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
79.183. 142. 144 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
66.249. 93. 249 |Eur ope 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
128.242.249.12 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 3
63.249.66.212 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 2
157. 55. 2. 162 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 2
85. 65. 24. 158 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |2
197. 45.132. 217 |Egypt 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SWN drop 2
80. 82. 65. 82 Netherlands  |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 2
46. 19. 85. 153 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |1
202. 83. 25. 95 I ndi a 147. 237. 76. 148 |gocent er. aka. i df . i | drop drop 1
2.53.8.0 I srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 42 Lhited Sates |147.237.76. 198 |e. yohal an.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
66. 249. 81. 212 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
184. 105. 247. 215|Wnited Sates [147.237.77. 121 |e navy.iof i1 Geo- 1 ocati on enf or cement gﬁ?;'rggixn I nbound drop 1
85. 65. 24. 158 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 1
202.83.25.95 |india 147.237.0.17 ;"I”I” kosher-kravi.id |4 o First packet ismt SWN drop 1
74.82.47.10 Uhited Sates |147.237.77.19 [lawforumidf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
46.120.238.81 [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
200.187.64.91 |Razil 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 200. 187. 64. 91 B ock 5
62.210. 97. 48 France 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut horized URL Access from 62. 210. 97. 48 B ock 5
66.249.81.212 |Israel 147.237.77.216|dover. i df . i | Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm  |B ock 3
66.249.81.215 |Israel 147.237.77.216|dover.i df . il D stributed Unaut hori zed UR. Access on waw idf.il/error.htm  |B ock 3
. . Uhaut hori zed URL Access to
80. 82. 65. 82 Net her | ands 147.237.77. 216 |dover . i df . i | v i df . i 1/ 894- eny shar ed/ user cont r ol s/ header upper/ B ock 1
62. 210. 97. 48 France 147.237.77.216|dover . i df . il Unhaut hori zed URL Access to wwy i df.il/aman-- > X B ock 1
: . . Uhaut hori zed URL Access to
208.115.113.88 |thited Sates  [147.237.76.86 |navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ showf or um asp Bl ock 1
109. 200.5. 149  |United Kingdom|147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wp-admn/ B ock 1
54.67.36.215 |wited Sates  |147.237.77.216|dover.idf.il Lhauthori zed LRL Access to B ock 1
ww i df . i | / shared/ user cont r ol s/ header upper /
202.83.25. 95 I ndi a 147.237.76.86 |[navy.idf.il Unaut hor i zed Met hod HEAD for / B ock 1
. . Uhaut hori zed URL Access to
81.169. 144. 135 [Ger many 147.237.76.42 [refuah.idf.il refua. atal.idf. i |/wor dpr ess/ vp- adhi Bl ock 1
. . . Uhknown Paraneter &ortDir in
66.249.64.181 |[lIsrael 147.237.76.200(ei tan. aka. i df. il eitan. aka.i df .i 1/ 938-en ei tan, aspx None 1
157. 55. 39. 76 Lhited Sates 147.237.72. 156 [anan. i df . i | Unhaut hori zed URL Access to www anan. i df.il/nod B ock 1
: . . Uhaut hori zed URL Access to
54.184.43.35  |lhited Sates  |147.237.72.166|aka. i df .i | v aka, i df i 1/ 1044- he/ honepage. aspx Bl ock 1
202. 83. 25. 95 I ndi a 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to / B ock 1
84.108. 126. 251 |Israel 147.237.72. 166 |aka. i df . i | Unknown Parameter __VI EVETATEENCRYPTED i n None 1
ww aka. i df . i |/ nai n/ sachar/ nai | box. aspx
66.249.66.177 [Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 66. 249. 66. 177 B ock 1
66.249.81.218 |[lIsrael 147.237.77.216|dover.i df . il Dstributed Lhauthori zed UR. Access on waww idf.il/error.htm  |B ock 1
] . . Dstributed Paraneter Type Mol ation on
54.214.67.94 Wited Sates 147.237.77. 216 dover . i df . i1 waw i df . i |/ 1380- he/ dover . aspx par anet er PageNum B ock !
207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
Russi an . . . Paraneter Type Molation catld in
94.190. 62. 201 er ati on 147.237.0.34 |tikshuv.idf.il vy ti kshuv. i f i 1/si tef general . aspx B ock 1
66.249.79.176 |Israel 147.237.72.166|aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
202. 83. 25. 95 I ndi a 147.237.0.15 |kosher-kravi.idf.il Uhaut hori zed URL Access to / B ock 1
. m ny- kosher-kravi .id .
74.82.47. 4 Lhited Sates 147.237.0. 17 £l Uhaut hori zed URL Access to 147.237.0.17/ Bl ock 1
208.115.113.82 [lnited Sates  [147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation docld in tikshuv.idf.il/site/story. aspx |B ock 1
107.178. 109. 112|Uhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal .idf.il/wp-admn/ Bl ock 1
66.249.79. 183 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . . Uhaut hori zed URL Access to
49.177.22.136 |Austraia 147.237.77. 216 |dover.i df .i | vaw i df i 1/t enpl at es/ honepage mobi | e Bl ock 1
202. 83. 25. 95 I ndi a 147.237.0.19 |madimatal .idf.il Uhaut hori zed UR. Access to / B ock 1
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