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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 12221
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1500
156. 212. 75. 106 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 45
81.218. 65. 210 I 'srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 6
185.94.111.1 Russi an Federation 147.237.76. 147 chinuch. aka.idf.il |B ock Udp All Nets drop 1

120. 132. 50. 135 Chi na 147.237.0. 15 kosher-kravi . i df.il|bl ock-sp-traf 1 drop 1

204. 42. 253. 132 Lhited Sates 147.237.76. 31 nakchal .idf.il Bl ock_UWp Al _Nets drop 1

5. 206. 231. 84 Port ugal 147.237.76. 86 navy.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker OJuntry|Target Address |Site |Sgnature

74.63.228.226 |lLnited Sates 147.237.77.74 |lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 4
213.8.145.99  |Israel 147.237.72. 166 |aka. i df .i| |5670: HITP. SQ Injection (SELECT) B ock 4
62. 210. 225. 135 |France 147.237.77.74 (lawidf.i|l [5670: HITP. SQ Injection (SELECT) Bl ock 4
195.74.38.14  |Sweden 147.237.77.74 |lawidf.il |[5670: HITP. SQ Injection (SALECT) B ock 4
62. 210. 225. 135 |France 147.237.77.74 [lawidf.il |6134 HITP. SQ Injection Variabl e Declaration Evasion B ock 4
202. 124. 109. 87 |New Zeal and 147.237.72. 166 |aka. i df . i | 5670: HITP. SQ I njection (SALECT) B ock 3
92.222.5.193  |France 147.237.0.34 |ti kshuv.i df . [16798: HITP. QWU Bash HTTP Header Renote Code Execution Wul nerability |B ock 1
93.90.147.81  |Sweden 147.237.77.74 (lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 1




04-30-2016-04:04:04 to 04-30-2016-05:04:04

|Top Attackers In |D|

At acker

Attacker Address |Target Address ountry ‘Ste ‘Signature

62.210.225. 135 |[147.237.77.74 |France lawidf.il SQ Injection - Select From 24
213. 8. 145. 99 147.237. 72. 166 I srael aka.idf.il SQ Injection - Select From 12
93. 90. 147. 81 147.237.77. 74 |Sweden lawidf.il SQ Injection - Select From 6
74.63.228.226 |147.237.77.74 |lhited Sates [lawidf.il A Injection - Select From 6
195. 74. 38. 14 147.237.77. 74 |Sweden lawidf.il SQ Injection - Select From 6
202. 124.109. 87 |147.237.72.166 |New Zeal and  |[aka.idf.il SQ Injection - Select From 6
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
188. 214. 249. 146|147, 237. 77. 216 |Romani a dover.idf.il |Xenu Link Seuth User Agent 2
183. 60. 48. 25 147. 237. 76. 202 |Chi na e.halag.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
115. 47.12. 162  |147.237. 76. 200 |Chi na eitan aka.idf.i|ET SCAN Potential SSH Scan 1
107. 158. 255. 194|147, 237. 77. 179 |Lhited Sates [e.nazi.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
89.216.119.94  [147.237.77. 243 mobi le.idf.il |ET SCAN NVAP -f -sS 1
220. 231. 195. 122|147. 237. 76. 177 |Chi na ncore.idf.il |ET SCAN NVAP -sS wi ndow 2048 1

ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

60.31.144.3 147. 237.76.30 |China hi nush. i df . i | Potential Scan or Brute Force 1
183. 60. 48. 25 147. 237. 76. 201 [Chi na eata.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
115.47.12.162 |147.237. 76. 198 |Chi na e.yonalan.idf.i|ET SCAN Potential SSH Scan 1
98.19.222.133 |147.237.77.74 |lhited Sates [lawidf.il SQ Injection - Select From 1
89.216.119.94 [147.237.77.243 nobi [ e.idf.il [ET SCAN NVAP -sS w ndow 2048 1
80. 82.78. 38 147.237.8.24  |Netherl ands elifestyle.idf|ET SCAN NVAP -sS wi ndow 1024 1
220. 231. 195. 122|147. 237. 76. 177 |Chi na ncore.idf.il |ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
37.130. 227. 133 LKJ?ir:;gom 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 67
66.249.79.102 |Wited Sates |147.237.72.166 |aka idf. il Streaning Engine: TCP Invalid finvalid segnent retransissi on drop 30
Ret r ansni ssi on Packet dr opped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 24
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
136. 243.5.203  |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
66.249.93.111 |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 13
79.180.62.195 |lsrael 147.237.72. 166 |aka.idf .i | drop First packet isn't SN drop 12
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
162. 243. 116. 152|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
198.58.103.91 [Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 12
68.180. 231.43 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
157.55.39.106 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
207.46.13.178 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 8
192. 0. 99. 107 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 8
192. 0. 100. 82 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
192.0.101. 83 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 8
195.154.81.29 |Rance 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 8
192. 0. 99. 59 Lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 8
66.249.93. 119 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
50.87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
192. 0. 117. 242 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
192. 249. 66. 247 |[Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 7
157. 55. 39. 53 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6
37.130. 227. 133 LKJ?ir:;gom 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 6
139. 162. 216. 112|lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6
45, 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 6
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
192.0.112.147 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
66.249.64.70  |Wited Sates |147.237.76.200 |eitan. aka.idf. il Streaning Engine: TCP Invalid finvalid segnent retransissi on drop 6
Ret r ansni ssi on Packet dr opped.
208.54.80.179 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
198. 84. 255. 125 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 4
54.86.145.194 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
141.8.132.78 gz::;”ion 147.237. 77. 216 |dover.i df .i drop First packet isn't SN drop 4
86. 246. 144. 108 |France 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
12.11.110. 8 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
66.249. 93. 115 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
109. 64. 150. 236 |1 srael 147. 237.72. 166 |aka i df .i Streaning Engine: TCP Inval id finvalid segrent retransmission. |, 3
Ret r ansni ssi on Packet dr opped.
66.249.66.50  |Uited Sates [147.237.0.34  [tikshov.idf.il Streamng Engi ne: TCP Inval id limvalid segnent retransmssion. |, o 3
Ret r ansni ssi on Packet dr opped.
109. 253. 226. 1171 sr ael 147. 237.72. 166 |aka i df .i Streaning Engine: TCP Inval id finvalid segrent retransmission. |, 3
Ret r ansni ssi on Packet dr opped.
106. 38. 241. 149 |Chi na 147.237.77. 216 |dover.idf .il drop First packet isn't SN drop 3
176.13.6.242  [Israel 147. 237.72. 166 |aka. i df .| Sireamng Engine: TCP [nval 1d Jinvalid segnent retransmission | ) 3
Ret r ansm ssi on Packet dr opped.
130. 193. 51. 91 :Zg::t”i o 147. 237. 76. 200 |ei tan. aka. i df .| ;: ?2:'5':2 S[?ig('):e: TP Invalid 'F;‘(’:akjejtd ;?;;2;. retransmssion. g o, 3
46.19.86.173  |Israel 147. 237, 77. 226 | VW chamatz.aka. 1dt |go 4 10p sequence Inval i d ACK nurber moni tor  [2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
66.249.66. 177 |l srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw idf.il/atal 1/izkor/ vi ew i ng. asp Bl ock 2
188. 120. 133. 23 | srael 147.237.76.86 |[navy.idf.il Unaut hor i zed HTTP Met hod B ock 2
157.55.39. 106 |lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/error.htm B ock 2
37.115. 184. 150 |kraine 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw i df.il/1556-en/ Bl ock 2
66.249.66. 177 [Israel 147.237.77. 216 |dover.i df . i | Distributed Uhaut hori zed URL Access on wawidf.il/error. htm Bl ock 2
45.58. 42. 175 Lhited Sates [147.237.72.166|aka.idf.il Distributed Adnin B ocki ng B ock 1
188. 214. 249. 146|Romani a 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 188. 214. 249. 146 Bl ock 1
180. 76. 15. 25 Chi na 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to 147.237.76. 42/ styl e/ shared/text.css  |B ock 1
45.58. 42. 175 Lhited Sates [147.237.72.166|aka.idf.il Distributed PHP Attenpt B ock 1
188. 214. 249. 146|Romani a 147.237.77. 216 |dover . i df . i | muitsﬁrii IZ/er?evL\:?;eﬁ(;ilegT?sL? docunent s. asp B ock 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock

188. 120. 133. 23 |l srael 147.237.76.86 |[navy.idf.il Mil tiple Unauthorized URL Access from 188.120. 133. 23 Bl ock

45.58. 42. 175 Wited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/administrator/index. php B ock
195.154.81.29 |France 147.237.77. 216 |dover . i df . i | m;;_ﬁ?é/?ﬁe@fféﬁfsycn s/ query/] query-14.2.min | s B ock 1
93.173.9.171 [ srael 147.237.77. 226 \fIW\:I\I' chamat z. aka. i d \Au;;l“;:‘;;f;ikﬁ df‘_’icf/sfe;; at es/ general / mobi | & B ock 1
5.29.15. 94 I srael 147.237.72. 166 |aka. i df . i | m’;’(":i ;""_ri"’l";en;je;/ &fwﬁf;img;t? on. aspx None 1
66. 249. 66. 24 I srael 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237. 76. 31/ 1070- he/ nakhal . aspx |Bl ock 1
207. 46. 13. 22 Lhited Sates |147.237.77.216|dover.idf.il Distributed Uhaut hori zed URL Access on waw idf.il/error. htm Bl ock 1
188. 120. 133. 23|I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy.idf.il/sip_storage/files/0/ B ock 1
207.46.13.178 |lhited Sates |147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock 1
157.55.39.209 |lited Sates [147.237.77.216|dover. i df . il mftdcozzfif%%g;ﬁj dgv‘;.asp T s Bl ock 1
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