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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6940
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 351

198. 20. 99. 130 Net her | ands 147.237.76. 201 e atal.idf.il ock Np Al Net drop 1
71.6.167. 142 Lhited Sates 147.237.76. 31 nakchal .idf.il [Block Wp Al Nets drop 1

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

198. 20. 69. 74 Lhited Sates 147. 237. 76. 199 e.nakchal .idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

Feder at i on

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
178. 46.62. 175 |147.237.0. 15 :Z;:tnion kosher-kravi.idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
111. 68. 104. 195 [147. 237. 76. 201 |Paki st an e.atal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
106.39.38.20 [147.237.76. 44 |China e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 240. 213.93 [147.237.77.178|lnited Sates e.matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
178. 46.62. 175 |147.237.0. 16 ';:Z;:ﬂon ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
. o ET WEB SPEA FI C APPS G5 Conmerce 2.2 R Potenti al
163. 172. 138. 78 |147. 237. 72. 166 |Uni t ed Ki ngdom |aka.idf .il — — . 1
Anonyrous Renot e Code Executi on
111. 68. 104. 195 [147. 237. 76. 201 |Paki st an e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66.240. 213. 93 |147.237.77.227 |Lhited Sates e hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.120.51.222 |(147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
198.20.69. 74  |147.237.76.200|Lhited Sates eitan. aka.idf.il ET DRCP Bshiel d B ock Listed Source 1
178.46.62.175 |147.237.0.33 |SSian Pdf il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Devi ce

Target Address ‘ Ste

‘Signature

Action

‘Count

enf or cenent

Sreaning Engine: TGP Invalid i i ssi
84.95.208.20  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i g =g Invalid segnent retransmssion. g 222
Ret r ansni ssi on Packet dr opped.
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 49
Sreanming Engine: TCP Invalid i i ssi
66.249.79.102 |Wited Sates 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 33
Ret r ansni ssi on Packet dr opped.
157.157.90. 195 (I cel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 32
198.58.102.96 |lLhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
162. 243. 118. 199|Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 12
12.30.120. 227 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 11
54.185.141. 106 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 11
208.115.111. 73 |lLhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 11
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
176. 65. 17. 211 ga:lcis;i':éa” Territory. 1147, 237. 77. 216 |dover.idf.il  |drop First packet isn't SN drop 8
68.180.231.43 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 7
157. 55. 39. 53 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 7
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i ssi
185.3.147.246 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i Ssi
109. 65. 222. 105 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6
79. 180. 62. 195 | srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 6
157.55.39.106 |Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4
88. 254. 110. 197 |Turkey 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4
157. 138. 20. 22 Italy 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi
109. 64. 133.53  |Israel 147. 237, 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
176.13.6.194  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
141.8.132.112 |Russian Federation  [147.237.72. 166 |aka.idf . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
71. 6. 158. 166 Lited Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaming Engine: TCP Invalid i i ssi
79.183.24.132 |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
’ s SYNFACXK retransmt wth .
71. 6. 158. 166 Lhited Sates 147.237.77. 216 |dover.icf.il |Bad TCP sequence di Fferent wi ndow scal e noni t or 2
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2
64. 236. 82. 3 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2
157.55.39.209 |Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2
104. 131. 147. 112|Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2
65.55.210.242 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2
69.112.7.139 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2
157.55. 2. 137 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2
131. 253. 25. 137 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2
181.49.177.171 |Col onbi a 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2
41. 35. 60. 55 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 2
Sreaning Engine: TGP Invalid i i ssi
66.249. 93. 245  |Europe 147.237.72. 166 |aka. i of .i | 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dr opped.
87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 1
208.115.111. 74 |lhited Sates 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 95 |Whited Sates 147.237.76. 196 |e.svivaidf.il |Geo- 1 ocati on enf or cenment Ceo- I ocati on i nbound drop 1




04-30-2016-03:04:06 to 04-30-2016-04:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 101
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 84
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 8
149. 202. 239. 135 | ance 147.237.77. 216 |dover i df .i | Dstributed Paraneter Type Mol ation on ww i df.il/1283-en/ dover. aspx B ock 6
par anet er PageNum
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt B ock
41.105.107.79 |Ageria 147.237.77. 216 |dover . i df .i | Mil tipl e Unauthorized URL Access from 41. 105. 107. 79 B ock
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock
163. 172. 138. 78 LKTI;gegom 147.237.72. 166 |aka. i df . i | Distributed PP Attenpt B ock 2
157.55.39. 106 |Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/error.htm B ock 1
Lo - |Uhaut hori zed URL Access to
66.249.66. 182 |l srael 147.237.0.15  |kosher-kravi.idf.ilf o " 5 of i |/t enpl at es/ shar ed/ user cont rol s/ navnenu/ Bl ock 1
38.111.147.83 |wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/894-he B ock 1
Lhi ted ] . Unaut hori zed URL Access to
163.172. 138. 78 Ki ngdom 147.237.72. 166 [aka. i df . i | viwv aka. i df . i | /sip storagel fil es/ 6/ adm n/ adnini strat ors. php/| ogi n. php Bl ock !
130. 185. 155. 10 |Sweden 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 1
68.180.230.45 |lnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
] . . . Dstributed Paraneter Type Mol ation on
54.203.240.108 |lWnited Sates [147.237.0.34 |[tikshuv.idf.il v ti kshuv. i df . i |/ nodul s/ f or uns/ f or um aspx_par anet er For uni d Bl ock 1
163.172. 138. 78 | ted 147.237.72. 166 |aka. i df . i | Adnin Bl ocki ng B ock 1
Ki ngdom
84. 95. 208. 20 I srael 147.237.77.216|dover.i df . i | D stributed Lhaut horized URL Access on wwy i df . il/894-he B ock 1
66. 249. 79. 93 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
176. 9. 127. 69 Ger many 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to www i df.il/1008-en/ +navienu. qc+ B ock 1
130. 185. 155. 10 |Sweden 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/wp-1ogin. php B ock 1
) nobi le.neitav.idf.i )
74.82.47. 4 Lhited Sates |147.237.76.39 | Unhaut hori zed URL Access to 147.237.76. 39/ Bl ock 1
] . . Mil tiple Lhtraceabl e SSL Sessions from64. 41. 200. 101 (Prot ocol
64.41.200.101 |wited Sates [147.237.72.166aka.idf.il viol ation (SSL OCNN CLI ENT KEY EXCHANGE)) None 1
66. 249. 79. 97 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . . Uhaut hori zed URL Access to
41.105.107.79 |Ageria 147.237.77. 216 |dover . i df . i | ww i df i |/ engl i sh/ +/*1 30000and"/ +subst ri ng(version(), 1, )=4-- |20k |
: . . Unaut hori zed URL Access to
199. 16. 156. 126 |Uited Sates [147.237.77.216|dover.idf .il Wi df i1/ p storagel il es/ 8 si ze220x0/ 16838, | pg B ock 1
} . . SS. Uhtraceabl e Gnnection - Protocol violation
64.41.200.101 |wited Sates [147.237.72.166aka.idf.il (SSL_OONN CLI ENT KEY EXCHANGE) None 1
163.172.138. 78 LK!i“r:ge(cijom 147.237.72. 166 [aka. i df . i | Mil tipl e Adnin Bl ocking from 163.172.138. 78 Bl ock 1
66.249.79.102 |[lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/ishurin). Bl ock 1
52.30.171.229 |ireland 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to / B ock 1
. . Dstributed Lhauthori zed URL Access on
149. 202.239. 135|France 147.237.77. 216 [dover . i df . i | wan i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . i | Lhknown Paraneter tab in wwy eitan. aka.idf.il/938-he/eitan. aspx None 1
64.41.200.101 [Lnited Sates |147.237.72.166aka.idf.il SSL Wntraceabl e Gonnection - sigal gs DoS Atack None
5.29.179. 244 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock
163.172. 138. 78 E?';gegom 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut horized LRL Access from 163. 172. 138. 78 B ock 1
] . - Paraneter Type M ol ati on PageNumin
68.180.229. 241 [Wited Sates [147.237.77.176|nat pash.idf.il v cogat . i df . i |/ 1043- he/ cogat . aspx Bl ock 1
] . . . Paraneter Type Mol ation Forumid in
54, 188.170.125 |[hited Sates [147.237.0.34 |[tikshuv.idf.il v ti kshuv. i df . |/ nodul es/ f or uns/ f or um aspx Bl ock 1
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