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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 10360
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 12
212. 143. 254. 66 | srael 147.237. 76. 86 navy.idf.il Bl ock Udp Al Nets drop 6
81.218. 65. 210 | srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
185.94. 111. 1 Russi an Federation 147.237. 76. 38 eeneitav.idf.il |Bock Wdp Al Nets drop 1

120. 132. 50. 135 Chi na 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 drop 1

185. 130. 5. 48 Li t huani a 147.237.76. 38 e.e.neitav.idf.il |Block Udp All Nets drop 1

5. 206. 231. 84 Por t ugal 147.237.76. 200 eitan.aka.idf.il |Bock Wdp Al Nets drop 1

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1

185. 130. 5. 48 Li t huani a 147.237.76. 198 e.yohalan.idf.il |Block Udp All Nets drop 1
70.121.181. 229 Lhited Sates 147.237. 76. 196 e.sviva.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

A tacker
Gount ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66.249.73.214 |147.237.77.170|nited Sates |marachot.idf.il |[ET SCAN NVAP -sA (2) 2
162. 244. 15. 191 [147.237.72. 14 |Whited Sates |dover.idf.il (ol dJET SCAN NVAP -sS wi ndow 3072 1
162. 244.15. 191 |147. 237.72. 14 |lhited Sates |dover.idf.il (ol dJET SCAN NVAP -f -sS 1
89. 248. 167. 131 [147. 237. 77. 74 |Nether| ands lawidf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 [147. 237. 76. 176 |Net her | ands test.ncore.idf.i |[ET SCAN Potential SSH Scan 1
82.114.83.166 |147.237.77.176|A bania matpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
162. 244. 15. 191 [147.237.72.14 |thited Sates |dover.idf.il (o d|JET SCAN NVAP -sS wi ndow 2048 1
103,247, 63.30 147 237 0.19  |hai | and i matal idhi ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potential 1
Scan or Infection
89. 248. 167. 131 [147. 237. 76. 202 |Net her | ands ehaag.idf.il |ET SCAN Potential SSH Scan 1
89. 248. 167. 131 |147. 237. 76. 34 |Nether| ands yohalan.idf.il |[ET SCAN Potential SSH Scan 1
82.114.83.166 [147.237.8.24 |Abania elifestyle.idf.|ET SCAN NMAP -sS wi ndow 1024 1
13.92.100. 128 [147.237.77.216|Wited Sates |dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
203. 86. 29. 220 |147. 237. 76. 196 |Chi na esvivaidf.il |ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
66.249.79.102 |Wited Sates |147.237.72. 166 |aka idf.il Strean ng Eng! ne: TP Invalid invalid segrent retransnission drop 108
Ret r ansni ssi on Packet dropped.
84.95.208.20  |Israel 147, 237, 76. 200 |ei tan. aka i of i1 | €M NG Engine: TCP Invalid invalid segnent retransnissi on drop 63
Ret r ansni ssi on Packet dr opped.
84.95.208.20  |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TGP Invalid - invalid segnent retransnissi on. drop 33
Ret r ansni ssi on Packet dropped.
85.64.122.228  |Israel 147, 237, 76. 200 |ei tan. aka i of i1 | €M NG Engine: TCP Invalid invalid segnent retransnissi on drop 32
Ret r ansni ssi on Packet dr opped.
197.45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 23
79.182.118. 179 | srael 147.237.0.34  |tikshv.icr.i1 |2 €AMNG Bngine: TCP Invalid invalid segnent retransnission drop 20
Ret r ansni ssi on Packet dropped.
139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
37.26.148. 180 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
66.249.66. 177 |Whited Sates |147.237.77. 216 |dover.idf.il drop drop 10
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
88. 254. 110. 197 |Turkey 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
109. 43. 0. 146 Ger many 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 10
192. 115. 177. 202|I srael 147.237.72. 167 |i shurimaka.idf . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
118.173. 135. 178|Thai | and 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 9
41.199. 2. 251 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
66.249. 66. 177 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
66.249.66.177 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
66. 249. 66. 177 |l srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 8
66.249. 66. 177 [Israel 147.237. 77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
141. 8. 132, 112 gz::;”i o 147.237. 72. 166 |aka. i df . i ;; ?2?5':;? Si?g('):e: TP Invalid :;‘éakgtd ;eggsgj. retransmssi on drop 6
84.95.208.20  |israel 147.237.0.34  |tikshv.icri1 |2 €AMNG Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
2.55.50. 53 I srael 147.237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid finvalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
79. 180. 62. 195 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 6
79.182.118. 179 |l srael 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 6
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
93.173.136. 179 |[Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout alert 4
93.173.136. 179 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
93.173.136.179 | srael 147.237.72. 166 |aka. i df .| Bad TCP sequence Vmﬁsrcjgansm wehdifferent | onitor |4
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
109. 253. 145. 78 | srael 147.237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid finvalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
109. 253. 226. 55 |Israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Inval id - invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
185.32. 179. 243 | srael 147.237.77. 243 ot e ior i1 | SAMNG Engine: TP Invalid - invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
66. 249. 93. 247  |Eur ope 147. 237.72. 166 |aka i f .11 Streamng Engi ne: TCP Inval id - invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
66.249. 66. 177 I srael 147.237.77. 216 [dover.idf.il  |drop ;‘:‘eﬁcéfgeft":é SN packet - RST 4 p 3
2.53.27.27 I srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
46.19.86.248  |Israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Invalid imvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
70.192.193.51 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
197.119.99. 141 |Ageria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
79.182.118.179 |Israel 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACK nunber moni tor |2
5.22.131.68 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |2
77.75.74. 87 Czech Republic |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 2
198. 38. 56. 36 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
208.54.86.163 |lhited Sates |147.237.72.166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
192. 249. 66. 247 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site dgnature Action ‘Count
84. 95. 208. 20 I srael 147.237.77.216|dover.i df .i | Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 121
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 72
wwv. chamat z. aka. i d ) )
84. 95. 208. 20 | srael 147.237.77. 226 £l Ml tiple Whauthorized URL Access from 84. 95. 208. 20 B ock 25
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | PHP Attenpt B ock 12
www. chanmat z. aka. i d
84. 95. 208. 20 I srael 147. 237.77. 226 - PHP At tenpt B ock 10
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 8
. . Dstributed Paraneter Type Mol ation on
149. 202. 239. 134|France 147.237.77. 216 |dover . i df . il v i df i 1/1283- en/ dover . aspx paranet er PageNum Bl ock 6
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 84. 95. 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 4
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP Attenpt B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Miltiple Unauthorized URL Access from 84. 95, 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 3
79.176.21. 63 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 2
] . . Ml ti pl e Uhaut hori zed Method for Known URL from
118. 173. 135. 178|Thai | and 147.237.72. 166 |aka. i df . i | 118. 173, 135, 178 Bl ock 2
84. 95. 208. 20 I srael 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
www. ch z. aka. i i
84.95.208.20 | srael 147, 237. 77, 206 | W chamat 2. aka. i d funaut hori zed LR Access to o B ock 1
f.il wwn chamat z. aka. i df . i1/t enpl at es/ honepage/ di v.item
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il PHP Att enpt Bl ock 1
207.46.13.145 |[Uhited Sates 147.237.77. 176 |t pash. i df . i | thaut hor i zed URL Access to. Bl ock 1
WAL cogat . i df . i |/ si ze220x0/ si p_st or age
37.238.194.77 |iraq 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wawidf.il/arr/ B ock 1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il PHP Att enpt B ock 1
149. 202. 239. 134|France 147. 237.77. 216 |dover . i df . i | thaut hor | zed URL Access to B ock 1
wwy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper/
. . Unaut hori zed URL Access to
66.249. 66. 177 [Israel 147.237.77.216|dover . i df .i | Wi i df i |/ at al 1/ zkor/ vi ew i ngt op. asp Bl ock 1
209. 6. 130. 9 Lited Sates 147.237.72. 166 |aka. i df . i | Wnknown Farameter __\ EVSTATEENCRYPTED | n None 1
wan aka. i df . i |/ nai n/ sachar/ nas. aspx
. . Unaut hori zed URL Access to
80.246.130. 28  |Israel 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1517- hel at al . aspx Bl ock 1
. . Uhaut hori zed URL Access to
46. 19. 85. 112 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
: . . Unaut hori zed Met hod HEAD for
118. 173. 135. 178|Thai | and 147.237.72. 166 |aka. i df . i | aka. i i1/ nai v sachar/ def aul t . aspx Bl ock 1
84.95,208.20 | srael 147.237.77. 216 |dover . i df . i | thauthorized U Access to B ock 1
wan i df . i1/t enpl at es/ honepage/ pi wi k. php
: . . Unknown Paraneter docid in
157. 55. 39. 18 Lited Sates 147.237.72. 166 |aka. i df . i | aka.i of i1/ nai v sachar/ Kl al | . aspx None 1
. . Uhaut hori zed URL Access to
66. 249. 79. 93 I srael 147.237.72. 166 [aka. i df . i | 147. 237.72. 166/ yohal an/ mai n/ ni n. asp Bl ock 1
54,210.18.124 |wited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
130. 185. 155. 10 |Sweden 147.237.77. 170 |nmar achot . i df . i | Dstributed PHP A tenpt B ock
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP At tenpt B ock
: . . Unaut hori zed URL Access to
157.55.39.106 |Lhited Sates 147.237.77. 216 |dover . i df . i | v i df i |/ 1283- 16552- eny dover . aspx-t t| e or Bl ock 1
66.249.79.169 |[lsrael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237. 72. 166/ Bl ock 1
84. 95. 208. 20 | sr ael 147.237.77. 176 [nat pash. i df . i | PHP At enpt B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt B ock 1
54.210.18.124 |lhited Sates 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robot s. t xt Bl ock 1
130. 185. 155. 10 |Sweden 147.237.77. 170 |mmar achot . i df . i | Unaut hori zed URL Access to naarachot.idf.il/wp-1ogin. php |B ock 1
: . . Unaut hori zed URL Access to
198.58.103. 158 [Lnited Sates 147.237.77. 216 (dover. i df . i | Wi df i1 /1204 env v df i 1/ engl i sh B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.231.43 |lhited Sates 147.237.77. 216 |dover . i df . il v i df i 1/1283- en/ dover . aspx Bl ock 1
37.8.102. 225 ga:lcis;i':éa” Territory. {147 237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to 147.237.77. 216/ Bl ock 1
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | PHP Attenpt B ock 1
. . . Unaut hori zed URL Access to
66. 249. 66. 50 I srael 147.237.0.34 |tikshuv.idf.il tikshuv. i o i |/ i v gi yus/ general . aspx B ock 1
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