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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 5711
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 913
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2

86. 190. 12. 197 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
27.186. 236. 104 Chi na 147.237.76. 202 e halag.idf.il |Block Wdp All Nets drop 1
71.6.146. 186 Lhited Sates 147.237.76. 198 e.yohal an.idf.il|B ock Np Al _Net drop 1
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|Top Attackers In IPS|

At t acker

24.71. 248. 218

At t acker
Country

Canada

’Tar get Address

Site

Sgnature

147. 237. 76. 200 |ei t an. aka. i df . i16798: _I-HTP: G\U Bash HITP Header Renote Code Execution B ock
Wl nerability
165. 215. 209. 15 |Lhited Sates 147.237.77.216|dover . i df . il 14511: HITP. Wn32/Qiga Fake User Agent B ock
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.249.66.23  |147.237.77.226|thited Sates |wwuchanatz. aka.idf.il |ET SCAN NVAP -sA (2) 2
66.249.66.17  |147.237.77.226lhited Sates |wwuchamatz. aka.idf.il |ET SCAN NVAP -sA (2) 2
76.181. 249. 213 |147. 237. 77. 234 |Lhited Sates |hal ag.idf.il ET SCAN NVAP -sS wi ndow 2048 1
60.249. 179. 44 [147. 237. 76. 148 |Tai wan gqcenter. aka. i df . il ET SCAN NMAP -sS wi ndow 2048 1
60. 249. 179. 44 |147. 237. 76. 148 |Tai wan gqcenter. aka. i df .il ET SCAN NVAP -f -sS 1
177.85.43.89 [147.237.0.19 |Brazil nadi matal .idf.il ET SOAN Behavi or Unusugl ly fast Termnal Server Traffic, 1
Potential Scan or Infection
89. 248. 167. 131 [147. 237. 77. 235 |Net her | ands svivaidf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 [147.237.0.34  |Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
80. 82.78. 38 147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
76.181. 249. 213 [147. 237. 77. 234 |thited Sates |hal ag.idf.il ET SCAN NVAP -f -sS 1
60.249. 179. 44 |147. 237. 76. 148 |Tai wan gacenter. aka.idf . il ET SCAN NVAP -sS w ndow 1024 1
58.218. 204. 211 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
183.60. 48.25  |147.237. 76. 202 [Chi na e haag.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 [147. 237. 77. 243 |Net her | ands nobi | e. i df.il ET SCAN Potential SSH Scan 1
89. 248. 167. 131 [147. 237. 77. 205 |[Net her | ands prishaidf.il ET SCAN Potential SSH Scan 1
82.114.83.166 |[147.237.0.33 [Abania idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signature

23.27.13. 84 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2575

199. 255. 210. 108|Anonynous Pr oxy 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 378

23.27.13.84 Lhited Sates 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber alert 128

23.27.13.84 Lhited Sates 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACGK nunber nonitor  [128

03.184.10.27  |PASStinan Territory. |y 47 537 77, 216|dover.idr.il |drop First packet isn't SN drop 62

Qccupi ed

107.167.97. 154 |nited Sates 147. 237. 77. 216 |dover. i of .i SYN At tack SYN -> SYN-ACK -> RST rej ect 23

94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19

197. 45.132. 217 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18

reaming BEngine: TCP Invali i i ssi

70.208.149. 119 |Wnited Sates 147. 237, 77. 216 |dover ict.i1 | €M Ng Engi ne: TP alid |invalid segnent retransnissi on. drop 18
Ret r ansm ssi on Packet dropped.

68. 225. 64. 36 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
Sreaning Engine: TCP Invalid i i ssi

66.249.79.102 |wnited Sates 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 15
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

109. 66. 63.181 |l srael 147. 237, 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dr opped.

Li byan Arab R .

45,59, 183. 181 Janahi riya 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10

155. 254. 215. 112|Bahrain 147.237.77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10

208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop

207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreaming Engine: TCP Invalid i i ssi

176.13.22.66  |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dropped.

52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8

66.249.66.177 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8

37.26.146.170 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8

207.46.13.137 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
Sreaning Engine: TGP Invalid i i ssi

84.95.208.20  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.

129.81.189.56 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6

68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6

52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaming Engine: TCP Invalid i i ssi

66.249. 78.252 |Whited Sates 147.237.0.19 |nadimatal .idf.i 9 =g Invalid segnent retransmssion. |y, 6
Ret r ansmi ssi on Packet dropped.

86.189. 206. 67 |United K ngdom 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6

50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

192. 249. 66. 247 |nited Sates 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop 4

86.190.12. 197 |United Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4

37.46. 39. 62 I srael 147.237.72.166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
Sreaning Engine: TCP Invalid i i SSi

66.249. 93. 180  |Europe 147.237.72. 166 |aka. i df .i | 9 =59 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

79.179.101. 172 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dropped.

157.55.39.209 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i ssi

2.53.138.149  |Israel 147.237.77. 243 |mubile.i o .11 9 =9 Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi

66.249.93.182  |Europe 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g ., 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

66.249.64. 169 |United Sates 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi

84.95.208.20  |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.

66.249.66. 177 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi

84.95.208.20  |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.

75.121.45.116 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaming Engine: TCP Invalid i i ssi

141.8.132.112 |Russian Federation  [147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi

46.19. 86. 13 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

80. 230. 228. 185 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dropped.

108. 59. 8. 80 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

37.46. 38. 216 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d AGK nunber nonitor |3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
79.183.136. 191 |Israel 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code Bl ock 4
176. 13. 22. 66 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
66.249.66. 177 [Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 66. 177 B ock 3
157. 55. 39. 209 Lhited Sates 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waw idf.il/error.htm B ock 2
194, 28. 115. 231 |Net her| ands 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 79. 93 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ i / smal i nd showbi g. aspx B ock 1
46.19. 86. 12 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . . Unknown Paraneter SortDir in
66.249.64.75  |lsrael 147.237.76.200ei tan. aka. idf . il [ o a idf.i1/938 en/eitan aspx None 1
194. 28. 115. 231 |Net her| ands 147.237.77.235|sviva. i df .i | Uhaut hori zed LRL Access to waw hagnas. atal .idf.il/hnapl/ Bl ock 1
50. 63. 152. 70 Lhited Sates 147.237.77. 216 |dover . i df . i | Adnin Bl ocki ng B ock
66.249. 64. 153  [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waww mag. i df.i|/993/ pat zar. aspx [B ock
84.95.208.20  [Israel 147.237.0.15  |kosher-kravi . i df . j| -t nori zed LR focess 1o Bl ock 1
vww kosher - kravi . i df . i |/ defaul t. aspx
50. 63. 152. 70 Lhited Sates 147.237.77. 216 |dover.i df .i | Ml tipl e Unauthorized URL Access from 50.63. 152. 70 B ock
176. 13. 22. 66 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock
66. 249. 66. 16 | srael 147.237.76. 147 |chi nuch. aka. i df . i [|Unaut hori zed URL Access to v chi nuch. aka.idf.il/404. htm |B ock 1
. . Unaut hori zed URL Access to
84.228.208.72 |Israel 147.237.77. 216 |dover.i df .i | vawc i df i 1/t enpl at es/ honepage nobi | e B ock 1
50. 63. 152. 70 Lhited Sates 147.237.77.216|dover. i df . i | PHP Att enpt B ock 1
Pal estinian Territory, . . Uhaut hori zed URL Access to
188. 161. 113. 230 Qecupi ed 147.237.77.233|atal .idf . il 147, 237. 7. 233/ 1135- he/ at al . aspx B ock 1
. . Unhaut hori zed URL Access to
2.53.151. 82 I srael 147.237.76.31 |nakchal .idf.il vown nakhal i df i 1/t enpl at es/ ag/ nobi | e B ock 1
105. 105. 193. 21 |Ageria 147.237.77. 216 |dover.i df .i | O stributed Whaut hori zed URL Access on wwwidf.il/arr/ B ock 1
54.203.23.172 |United Sates 147.237.0.34 |tikshuv.idf.il  |"ameer Type olation Forumd in Bl ock 1

waw ti kshuv. i df.il/nodul es/f oruns/ f or um aspx
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