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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 9026
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn dr op 2876
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 983
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3
222.186. 55. 215 Chi na 147.237.76. 30 hi nush.idf.il [JLM Under Attack Con_Tcp drop 2

46. 116. 254. 167 | srael 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 1

106. 184. 3. 122 Japan 147.237.77. 235 sviva.idf.il |block-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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Attacker Address
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195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
109. 65. 25. 239 [147. 237. 77. 216 |I srael dover.idf.il Xenu Link Seuth Wser Agent 3
109. 65. 25. 239 [147. 237. 72. 166 |I srael aka.idf.il Xenu Link S euth Wser Agent 2
66.249.79.102 [147.237.72.166|lhited States |akaidf.il ET SCAN NVAP -sA (2) 2
89.248. 167. 131 |147.237.77.74 |Nether| ands lawidf.il ET SCAN Potential SSH Scan 1
89.248.167. 131 |[147.237.0.35 |[Netherlands akaws. i df . i ET SCAN Potential SSH Scan 1
82.114.83.166 |147.237.77.227 |A bania e. hamaz. i df .il ET SCAN NVAP -sS wi ndow 1024 1
208. 67. 1. 225 147.237.8.45 |Lhited Sates |e.eitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
82.114.83.166 |[147.237.0.15 |Abania kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
174.37.194. 144 |147.237.77.19 |Uhited Sates |lanforumidf.il |ET SCAN NVAP -sS wi ndow 2048 1
104. 219. 238. 10 [147.237.8.46 |Wited Sates [e.chinuch.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
89.248.167. 131 |[147.237.76.31 |[Netherlands nakchal . i df i ET SCAN Potential SSH Scan 1
84.108. 190. 230 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
208. 67. 1. 225 147.237.8.50 |lhited Sates |e.tikshuv.idi.il |ET SCAN NVAP -sS w ndow 1024 1
82.114.83.166 [147.237.0.34 |Abania tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
200,77 10,241 1147 237 76.34 |Nexi co yohal an.idf i1 ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
182 245 192, 184|147 237 0.19  |ni na vadi matal idf il ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
174.37.194. 144 |147.237.77.19 |Uhited Sates |lavforumidf.il |ET SCAN NVAP -f -sS 1
109. 65. 25. 239 |147.237.76.86 |[lIsrael navy.idf.il Xenu Link Seuth Wser Agent 1
106. 184. 3. 122  |147. 237. 77. 235 |Japan svivaidf.il ET WBB_ SERVER Poi son Nul | Byte 1
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Sreanming Engine: TCP Invalid i i SSi
66.249.79.102 |Wited Sates 147.237.72. 166 |aka.i df . i 9 =g Inval id segnent retransmssion. |, 54
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80. 178. 200. 226 |Israel 147. 237, 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. |, 36
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
87.70.52.243  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dropped.
66. 102. 6. 188 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 25
66. 102. 6. 191 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 25
66. 102. 6. 131 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
198.58.102. 117 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
136.243.5.203  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
94. 13.162. 90 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
Sreaning Engine: TQP Invalid i i ssi
84.108. 205. 247 |israel 147. 237.77. 243 |robi L e. i of . i1 9 =g Invalid segnent retransmssion. | o 16
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176. 228. 159. 63 |Israel 147. 237, 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. g 14
Ret r ansni ssi on Packet dropped.
37.237.136.32 |lraq 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
139. 162. 216. 112|nited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SWN drop 13
198.58.103. 114 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
Sreanming Engine: TQP Invalid i i ssi
93.172.4.231  |israel 147. 237. 77. 243 |robil e i df . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dropped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
217.237.89.26  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
Sreaming Engine: TGP Invalid i i ssi
176.13.3.234  [israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.66.44  |Uited Qates 147.237.0.34  |tikshuv.idf.i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
188. 161. 113. 230 2 eStiNi an Tervitory. {47 537 77,216 |dover.idf. i1 |dr op Frst packet isn't SN drop 8
Cceupi ed
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
192. 0. 99. 227 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
68.180.231.43 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
80.246.137.74 |Israel 147. 237, 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
92.247.181.31 |Bulgaria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
207.225.131. 141 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
Sreaming Engine: TGP Invalid i i ssi
79.181. 4. 83 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
84.108.51.250 |Israel 147.237.72. 166 |aka idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
2.55.158.226  |Israel 147. 237, 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
2.53.147. 162 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
Sreanming Engine: TQP Invalid i i SSi
80. 179. 184. 165 |Israel 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. | o 6
Ret r ansni ssi on Packet dropped.
146. 185. 35. 148 |Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
37.46.39.56 I srael 147.237.72.166|aka.idf.il |Bad TCP sequence I'nval i d AGK nunber monitor |5
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
89.138. 103. 134 [Israel 147.237.72. 166 |aka idf.il |Bad TCP sequence noni t or 5
66.249. 81. 215 |Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
46.121.245.13 |Israel 147.237.76.86 [navy.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
157.55.39.209 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi
79.180. 123. 138 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i SSi
66.249. 66.184 |United Sates 147.237.0.34  |tikshuv.idf.i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.70.101.217 |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
109. 64. 161. 14 |l srael 147.237.72. 166 |aka.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
80. 178. 200. 226 |l srael 147.237.77.243|nobi | e. i df . i ||D stributed Suspici ous Response Qode B ock 10
84. 108. 205. 247 |I srael 147.237.77.243|nobi | e. i df . i |{Di stributed Suspi ci ous Response Code B ock 5
93.172.4.231 |[Israel 147.237.77.243|nobi | e.i df . i {0 stributed Suspicious Response Code B ock 4
176. 228. 159. 63 |l srael 147.237.77.243|nobi | e. i df . i ||D stributed Suspici ous Response Qode B ock 4
66.249. 66. 177 |l srael 147.237.77.216|dover.i df .i| |Ostributed Unauthorized URL Access on wwidf.il/error. htm B ock 2
80. 179. 184. 165 [l srael 147.237.77.243|nobi | e.i df . i {0 stributed Suspicious Response Code B ock 2
176.13.3.234 |[Israel 147.237.77.243|nobi | e. i df . i ||D stributed Suspici ous Response Qode B ock 2
106. 184. 3. 122 |Japan 147.237.77.235|sviva. i df . i | Ml forned LRL [[#20]], B ock 1
95. 25. 72. 62 :3;:1”' on 147.237.72. 166 [aka. i df . i | Uhaut hori zed LR Access to wan aka.idf.il/sip storage/files/6/ B ock 1
Unknown HTTP Request Met hod
106. 184. 3. 122 |Japan 147.237.77.235|sviva. i df . i | [[#22]][[#§]][~[#l]][[#0]]-[[#1]][[#0]][‘[#‘@0]‘]{‘[[#3]][[#3]][[#24]]i\<nﬁd#ﬁjyv-6..,. B ock 1
@dAeoh{ Khi Gpb2 [ [ #0] ] [[#0]][[#28]1 A A+AOA AL[#19]1A in URL [[#20]],
5.22.130. 81 I srael 147.237.77.216|dover. i df . i | |Unhauthorized UR. Access to ww i df.il/894-en/idf gdover. aspx B ock 1
Illegal Byte Gode Character in Mt hod
106. 184. 3. 122 |Japan 147.237.77.235|sviva.i df . il [[#22]][[#3!]‘[[~#1]][[#0]]-[[#1]][[#0]][[#‘0]]‘{[‘[1{3]]‘[[#3]][[#24]]i\<uﬁd#|§'.]yv-6..,. Bl ock 1
0o Aaoh{ fhi Gpba [ [ #0]1[[#0] ][ [#28] 1 AV A+AOA, A [ #19] 1A
85.64.232.75 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
208.115.111. 73 |Lhited Sates [147.237.77.216|dover.idf.i| |Distributed Unhauthorized URL Access on v idf.il/error. htm Bl ock 1
106. 184. 3. 122 |Japan 147.237.77.235|sviva.idf.i| |[Mitiple Illegal Byte Code Character in Mthod from 106. 184. 3. 122 B ock 1
103. 55. 24. 163 |Hong Kong 147.237.77.216|dover.idf.i| |Mitiple Unauthorized URL Access from 103. 55. 24. 163 B ock 1
46.120. 204.71 |l srael 147.237.72. 166 |aka. i df . i | mn;rg iz?f ?Irrle rtmle.r mafhﬁézmégsipz None 1
109. 65. 25. 239 [l srael 147.237.72. 166 [aka. i df . i | D stributed Unaut horized Method for Known URL on waw aka. i df .i|/mai n/giyus/ |Bl ock
106. 184. 3. 122 |Japan 147.237.77.235|sviva.idf . il |lllegal Byte Qode Character in URL [[#20]], B ock
87.69.245.45 |Israel 147.237.72. 166 |aka. i df . i | L'u'rigzjl i ?atgzﬁdnig;;gggb;&ﬁ/ el n/ kapat 2/ r es#012 Bock |1
66. 249. 66. 177 [l srael 147.237.77.216|dover. i df.i| |Mitiple Unauthorized URL Access from 66. 249. 66. 177 B ock 1
106. 184. 3. 122 |Japan 147.237.77.235|sviva.idf.i| |Miltiple NUL Character in Method from 106. 184. 3. 122 B ock 1
103. 55. 24. 163 |Hong Kong 147.237.77. 216 |dover. i df .i| [PHP Attenpt B ock 1
80. 246. 137. 74 |[lIsrael 147.237.77.243|nobi | e.i df . i {0 stributed Suspicious Response Code B ock 1
66. 249. 65. 115 |l srael 147.237.76.42 |refuah. i df.il|Wauthorized URL Access to 147.237.76. 42/ si p_storage/ fil es/ 8/ 3208. pdf Bl ock 1
109. 65. 25. 239 [l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . i |/ mai n/ hone/ def aul t. aspx B ock 1
106. 184. 3. 122 |Japan 147.237.77.235|sviva.idf.il |Il1lega HITP \Version B ock 1
90. 230. 143. 235 |Sweden 147.237.77.216|dover. i df . i | |Wauthori zed UR. Access to wawidf.il/tenpl ates/article/ nobile B ock 1
66.249.79.93 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ si p_st orage/ fi | es/ 2/ 69042. pdf B ock 1
106. 184. 3. 122 |Japan 147.237.77.235|sviva. i df . i| [NULL Character in Header Nane at [[#0]]oR[#0]][[#0]]/[[#0]]5A [#18]1[[#0]] B ock 1
106. 184. 3. 122 |Japan 147.237.77.235|sviva.idf.i| |Abnormal Iy Long Request net hod B ock 1
84.108.95.55 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df.il/mai n/ gi yus/ B ock 1
66.249.66.54 |Israel 147.237.76.31 |nakchal . i df . i|Waut hori zed UR. Access to nakhal .idf.il/page. asp B ock 1
106. 184. 3. 122 |Japan 147.237.77.235|sviva.idf .i| |Malforned HTTP Header Line 1 B ock 1
79.180.121. 13 |[Israel 147.237.77.216|dover. i df . i | |Waut horized URL Access to waw i df.il/anan/ B ock 1
NULL Character in Mt hod
106. 184. 3. 122 |Japan 147.237.77.235|sviva. i df . il [[#22]][[#3!]‘[[~#l]][[#0]]-[[#1]][[#0]][[#‘0]]‘{[\[#‘3]]‘[[#3]][[#24]]T\<n,5d#ﬁj}7v-6..,. B ock 1
c0o/Aoh{ Khi Gob? [ [ #0] 1 [ [#0] ][ [#28] 1 AV A+AOA, AT [#19] 1 A
2.55.158.226 |lsrael 147.237.77.243|nobi | e. i df . i ||D stributed Suspici ous Response Qode B ock 1
106. 184. 3. 122 |Japan 147.237.77.235|sviva.idf .i| [Il1legal Byte Gode Character in Header Nane B ock
66. 249. 66. 162 [l srael 147.237.77.216|dover. i df .i| |Unauthorized LRL Access to wwuidf.il/appl e-app-site-association B ock
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