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M 213. 151. 35. 218
108. 29. 147. 175
I 128. 242. 249. 12
37.48.120. 214
M 2.52. 149. 107
M 73.35.119. 177
I 24.60. 82. 191
M 66. 249. 64. 76
152. 33. 54. 216
M 5. 255. 253. 124
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
66. 249. 67. 92 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 104
220.181. 108. 75 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn drop 45
220.181.108. 158 Chi na 147.237. 76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 32
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
195. 37. 190. 86 Cer many 147.237.76. 199 e. nakchal .idf.il Bock Np Al Net drop 1
107. 154. 64. 10 Lhited Sates 147.237. 76. 38 eengitav.idf.il |L4 Source or Dest Port Zero drop 1
193. 242. 218. 6 S tzerl and 147.237. 76. 86 navy.idf.il Bl ock_Up Al _Nets drop 1
71.6.216. 36 Lhited Sates 147.237. 76. 42 refuah.idf.il ock Wp Al _Nets drop 1
195. 37. 190. 86 Cer many 147.237. 76. 42 refuah.idf.il B ock Np Al _Net drop 1




04-30-2015-04:03:08 to 04-30-2015-05:03:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Tar get Address |S te | Name | Devi ce Action |C0um |
128. 242. 249. 12 Lhited Sates 147.237.77. 216 dover.idf.il DVRep_P- N 40- 59 Per mt 26
71. 6. 165. 200 Lhited Sates 147.237. 76. 201 e atal.idf.il DVRep_B-N 60_100 B ock 2
71.6.165. 200 Lhited Sates 147.237.76. 177 ncore.idf.il DVRep B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.76. 39 nobi | . nei tav.idf.il DVRep_B-N 60 100 B ock 1
188. 138. 9. 50 Ger nany 147.237.76. 177 ncore.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 43. 94 Cer many 147.237. 8. 28 e.nobil e-ks.idf.il DVRep_B-N 60_100 B ock 1
71.6.135.131 Lhited Sates 147.237.76. 34 yohal an. i df .il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.0. 15 kasher-kravi .idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Cer many 147. 237. 8. 46 e.chinuch.idf.il DVRep B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.77. 74 lawidf.il DVRep_B-N 60 100 B ock 1
188. 138. 9. 50 Ger nany 147.237.76. 201 eatal.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 43. 94 Cer many 147.237.72. 14 dover.idf.il (ol d) DVRep_B-N 60_100 B ock 1
71.6.135.131 Lhited Sates 147.237.77. 178 e. nat pash. i df.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.0.19 nadi matal .idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Cer many 147.237. 76. 30 hi nush. i df.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77. 233 atal .idf.il DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.77. 235 sviva.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237. 0. 200 ndu.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.0. 33 idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237. 8. 28 e.nobil e-ks.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Cer many 147.237. 76. 38 eeneitav.idf.il DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Cer many 147.237.0. 15 kosher-kravi .idf.il DVRep B-N 60 _100 B ock 1
71.6.135. 131 Lhited Sates 147.237.72. 166 aka.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237.77. 234 hal ag.idf .il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.8.14 e.orchot.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.72. 217 eidf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Cer many 147, 237. 76. 42 refuah.idf.il DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Ger nany 147.237.0. 19 nadi matal .idf.il DVRep_B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.72.217 eidf.il DVRep_B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name |count |
195. 34. 150. 18 Austria 147.237.77.216 dover.idf.il Tehila - Perl LVP wth fake user agent 6
66. 249. 67. 76 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 92 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 84. 146 Lhited Sates 147.237.76. 86 navy.idf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 66 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
46.162. 115. 130 Sweden 147.237.72. 217 e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.77.79.43 Chi na 147.237.76. 30 hi nush. i df . i | ET SCAN Potential SSH Scan 1
91. 238. 134. 92 Pol and 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 66 Chi na 147.237.76. 34 yohal an.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.0. 16 ny- kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
218.6.132. 45 Chi na 147.237.76. 197 e hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
107.6.130. 113 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry|Target Address ‘S te ‘Massage
213.151. 35. 218 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 36
108. 29. 147. 175 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 26
37.48.120. 214  |Net her| ands 147.237.77. 216 |dover.idf.il |Frst packet isn't SN dr op dr op 25
2.52.149. 107 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 21
73.35.119.177 |lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SN drop dr op 21
24.60. 82. 191 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 12
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il |SAMrul e drop drop 9
152.33.54.216 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 9
37.26.147.226 |lsrael 147.237.77. 216 |dover.idf.il |Frst packet isn't SN dr op dr op 8
5. 255. 253. 124 gj:;;”i on 147.237.77. 216 |dover . idf i1 |Frst packet isnt SN drop drop 8
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 7
107.77. 76. 24 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 6
220.255.1.172 |9 ngapore 147.237.77. 216 |dover.idf.il Invalid segment retransmssion. Packet Srean g E.qgi ne: TP Invalid drop 6
dr opped. Ret r ansnii ssi on
77.125.119. 104 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 6
220.255.1.135 |4 ngapore 147.237.77. 216 |dover. i of i1 | V3 1d segnent retransmssion. Packet  (Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansnii ssi on
173.209. 211. 147|Wited Sates  |147. 237. 77. 216 |dover. i df i |\V3 1 d segnent retransmssion. Packet  Streamng Engine: TGP Inval id drop 6
dr opped. Ret r ansnii ssi on
66.249.78.166 |United Qates  |147.237.77.216|dover.icf. i1 | VA 1d segnent retransmssion. Packet |Streaming Engine: TQP Invalid drop 6
dr opped. Ret r ansnii ssi on
50. 87.144. 145 |lLhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 6
98.14.138.114 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 6
173. 209, 211. 233|Wited Sates  |147. 237. 7. 216 |dover. i af i1 |\ VA 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansnii ssi on
207.46. 13. 92 Lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SN dr op dr op 6
162. 205. 168. 136|Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 5
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 4
220.255.1.166 |4 ngapore 147.237.77. 216 |dover. i of . i1 | V3 1d segnent retransmssion. Packet  (Sireamng Engine: TP Invalid drop 4
dr opped. Ret r ansnii ssi on
54.72.73. 168 Lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SN dr op dr op 4
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 4
117.103. 185. 20 |Japan 147.237.77. 216 |dover.idf.il |Frst packet isn't SN drop drop 4
157.55. 39. 13 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 4
46.19. 86. 111 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 3
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 3
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il |Frst packet isn't SN dr op dr op 3
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 3
157. 55. 39. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 3
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 3
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 3
199. 119. 124. 45 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 3
128.242.249.13 |Lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SN dr op dr op 3
72.219.224.65 |Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 3
108.41.16.190 |Lhited Sates 147.237.77. 216 |dover.idf.il |l nval i d ACK nunber Bad TCP sequence noni t or 2
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
130. 211. 164. 37 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
64.12.253.130 |lhited Sates 147.237.77. 216 |dover.idf.il |Frst packet isn't SN dr op dr op 2
106. 51.219. 129 |India 147.237. 76. 202 |e. hal ag. i df . i|Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 2
88.198. 25. 217  |Ger many 147.237.77. 216 |dover.idf.il |Frst packet isn't SN drop drop 2
157. 55. 39, 3 Wited Sates  |147.237.72. 166 |aka icr. i1 [\vA 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 2
dr opped. Ret r ansnii ssi on
84.228.1. 67 | srael 147.237.77. 216 |dover.idf.il |Frst packet isn't SN dr op dr op 2
220.255.1.127 |9 ngapore 147.237.77. 216 |dover. i .1 |\ V3 1d segnent retransmssion. Packet  (Streamng Engine: TP Invalid drop 2
dr opped. Ret r ansnii ssi on
68.180.228. 117 |lLhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
85.72.40.4 G eece 147.237.77. 216 |dover.idf.il |Hrst packet isn't SN drop drop 2
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Ste

08

Devi ce

‘Count

Country Action
} . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Wi navy. i df . i | / 994- 8613- he/ navy. aspx. aspx B ock 2
157. 55. 39. 6 Wited Sates |147.237.72. 166 |aka idf.il Distributed Lhaut hori zed UR. Access on B ock 2
wane aka. i df . i | // nai n/ har edi mi webr esour ce. axd
68. 180.228. 117 |lhited Sates [147.237.77.216|dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 68. 180. 228. 117 Bl ock 2
157. 55. 39. 97 Lhited Sates |147.237.77.234|halag.idf.il Uhaut hori zed URL Access to waw | ogi stics.atal.idf.il/894-7860-he Bl ock 1
66. 249. 78. 80 | srael 147.237. 77. 226 |ww chanat z. aka. i df . i| |Unaut hori zed URL Access to 147.237.77. 226/ 938- he/ hanmaz. aspx B ock 1
157.55.39.183 |Uited Sates [147.237.77.74 [lawidf.il Wnauthori zed LRL Access to B ock 1
waw | aw i df . il /consol e/ core/ doc_ngr/doc_ngr. asp
} . . Lhknown Paraneter itemd in
157.55.39. 3 Lhited Sates |147.237.72.166|aka.idf.il wiw aka, i df i |/ kanhar/ gal | ery/ showpi ct ure. asp None 1
66. 249. 78. 204 | srael 147.237.77. 176 [nat pash. i df . i | Lhaut hori zed URL Access to waw cogat . idf.il/nobil e/ B ock 1
66. 249. 67. 81 | srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to ww refua. atal .idf.il/nobile/ B ock 1
216. 218.206. 68 |Lhited Sates |147.237.0.17 Im"”'kOSher'kraV' 1T 1s9 Wntraceabl e Connection - Unknown Server Gertificate None 1
157. 55. 39. 138 Lhited Sates |147.237.72. 166 |aka.idf.il D stri buted Suspi ci ous Response Code Qust om Tenpor ary B ock 1
85. 250. 252. 195 |l srael 147.237.72. 166 |aka. i f . Wnaut hor zed LRL Access to B ock 1
wane aka. i df . i |/ mai n/ har edi nd webr esour ce. axd
66. 249. 78. 159 I srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 159 Bl ock 1
164. 138. 120. 136 I srael 147.237.72. 166 |aka. i df . i Unknown Paranet er Script Minager 1 H ddenfi el d in None 1
wwy aka. i df . i |/ nai n/ kapat z/ r el ati vecont act . aspx
157.55.39. 5 Lhited Sates |[147.237.72.166|aka.idf.il Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 79. 82 I srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ B ock 1
66. 249. 75. 65 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1221- he/ at al . aspx B ock 1
157. 55. 39. 138 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to www aka. idf.il/nain/rabanut/ 61998 Bl ock 1
115.25.81. 71 Chi na 147.237.77. 216 |dover.idf.il D stributed ULhaut hori zed URL Access on ww i df .il//anman B ock 1
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 1
180. 76. 4. 224 Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ B ock 1
66. 249. 78. 13 | srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147.237. 76. 86/ B ock 1
157.55.39.176 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/ main. asp B ock 1
115.25.81. 74 Chi na 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/anan Bl ock 1
66.249.78.173 |lsrael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 1
180. 76. 6. 60 Chi na 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsitel/english/0203-4.stm |B ock 1
157.55.39. 7 Lhited Sates |[147.237.72.166|aka.idf.il D stri buted Suspi ci ous Response Code Qust om Tenpor ary B ock 1
70. 167. 8. 42 Lhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/0102-4.stm |B ock 1
. . DO stributed Unaut hori zed URL Access on
66.249.78. 73 | srael 147.237. 77. 226 |ww chanat z. aka. i df . i | 147. 237. 77. 226/ | 938- he/ hammaz. aspx Bl ock 1
: R Unknown Paraneter sorderby in
157.55. 39. 178 Lhited Sates |147.237.72.166|aka.idf.il ww aka. i of i 1/i turi mhaspl di spl ayal | sol di ers. asp None 1
157.55. 39. 3 Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspici ous Response GCode Qust om Tenpor ary Bl ock 1
66. 249. 78. 173 I srael 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code Bl ock 1
198. 20. 69. 74 Lhited Sates |147.237.77.243|nobile.idf.il Uhaut hori zed URL Access to 147.237.77. 243/ B ock 1
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