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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 5331
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 358
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock UWp Al Nets drop 9
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 5
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
46.174.54. 63 Russi an Federation 147.237.76. 44 e.refuah.idf.il B ock_Wp Al _Nets drop 1
185.94.111. 1 Russi an Federati on 147.237. 76. 147 chinuch.aka.idf.il |Block Wdp All Nets drop 1
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|Top Attackers In IPS|

At t acker At acker

Target Address |Site S gnature

Country

58. 138. 174. 219 |Japan 147.237.77. 19|l awforumi df . i | \fli?eibml;: G\ Bash HTTP Header Remote Code Bxecution B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

66. 249. 79. 102 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 1190
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
176. 31. 86. 178 147. 237. 76. 200 France eitan aka.idf.il Tehila - Perl LW wth fake user agent 2
183. 3. 202. 115 147.237.0. 16 Chi na ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP O stributed Portscan 1
112. 169. 100. 157 147.237.76. 176 Korea, Republic of test.ncore.idf.il ET SCAN Potential SSH Scan 1
112. 169. 100. 157 147. 237.76. 31 Korea, Republic of nakchal . i df il ET SCAN Potential SSH Scan 1
109. 235. 254. 181 147. 237. 76. 196 Tur key e.svivaidf.il ET SCAN NVAP -sS w ndow 2048 1
210.15.242. 7 147. 237.76. 39 Australia nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
104. 214. 34. 99 147. 237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
208. 67. 1. 225 147. 237. 76. 200 Lhited Sates eitan aka idf.il ET SCAN Potential SSH Scan 1
91.193. 74. 175 147. 237. 76. 202 Gbraltar e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
208. 67. 1. 225 147.237.8. 24 Lhited Sates elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82.78. 38 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 3. 202. 115 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
66. 240. 213. 93 147.237.0. 33 Lhited Sates idf.il ET SCAN NMAP -sS wi ndow 1024 1
112. 169. 100. 157 147.237.76. 199 Korea, Republic of e.nakchal .idf.il ET SCAN Potential SSH Scan 1
112. 169. 100. 157 147. 237. 76. 86 Korea, Republic of navy.idf.il ET SCAN Potential SSH Scan 1
109. 235. 254. 181 147. 237.76. 196 Tur key e.svivaidf.il ET SCAN NMAP -sS wi ndow 3072 1
109. 235. 254. 181 147. 237.76. 196 Tur key e svivaidf.il ET SCAN NVAP -f -sS 1
208. 67. 1. 225 147. 237. 76. 201 Lhited Sates e.atal.idf.il ET SCAN Potential SSH Scan 1
104. 214. 34. 99 147. 237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
208. 67. 1. 225 147. 237. 76. 198 Lhited Sates e.yohal an.idf .i | ET SCAN Potential SSH Scan 1
91.193. 74. 175 147. 237. 72. 156 Ghbraltar aman. i df .l ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

‘Attacker Count ry Target Address ‘Ste ‘Signature Acti on ‘Count

141.0.14. 144  |Europe 147.237.77. 216 |dover.idf.il |drop First packet isn't SW drop 118
Sreaning Engine: TCP Invalid i i ssi

66.249.79. 102 |Wited Sates 147. 237.72. 166 |aka. i df .11 9 =9 Inval i d segnent retransmssion. |y, 48
Ret r ansni ssi on Packet dr opped.

93. 215. 170. 222 |Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 35
Sreaning Engine: TGP Invalid i i ssi

79.176.19. 238 |Israel 147. 237.77. 243 |obi l e. i i 9 =9 Inval id segnent retransmssion. | 33
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i sSi

176.13. 15. 105 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. | 30
Ret r ansni ssi on Packet dropped.

176. 67. 101. 123 ?Cis;i':('jan Territory. 1147. 237. 77. 216 |dover.idf.il  |drop First packet ismt SWN drop 28

208. 115. 111. 73 |Lhited S ates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 27

197. 45. 132. 217 |Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 26
Sreaning Engine: TCP Invalid i i ssi

84.111.13.77 |israel 147. 237. 76. 200 |ei tan. aka. i o . 9 =9 Inval i d segnent retransmssion. |y, 26
Ret r ansni ssi on Packet dr opped.

reamng BEngi ne: TCP Invali i i sSi

79.183. 111. 136 |I srael 147, 237. 77, 243 |t 1e.i o1 | €M NG Engi ne: TCP alid Jinvalid segnent retransnission drop 24
Ret r ansm ssi on Packet dr opped.

94.77.196.82 |Saudi Aabia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 21

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 20

reamn ine: TCP Invali i i ssi

46.116. 169. 136 | srael 147 237. 77, 243 |t 1 e o 11 | €M NG Engi ne: TP alid Jinvalid segnent retransnissi on drop 20
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

176. 228. 159. 63 |I srael 147. 237, 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. |y, 20
Ret r ansni ssi on Packet dr opped.

87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19

188. 209. 52. 109 |Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 17

50. 87. 144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 12
Sreaning Engine: TCP Invalid i i SSi

77.127. 133. 202 |I srael 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.

109. 64. 161. 14 |l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11

45, 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 10

73.247.67. 23 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 10

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
Sreaning Engine: TQP Invalid i i SSi

37.142.72.86 |Israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 9
Ret r ansm ssi on Packet dr opped.

80.179.96.90 |[lIsrael 147.237.76.86 |navy.idf.il |[Bad TCP sequence Inval i d AGK nunber noni t or 9

79. 180. 200. 74 |l srael 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST aert 9

79.180. 200. 74 |l srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 9

80.179.96.90 |[lIsrael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d AGK nunber aert 8

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8

141.8.132. 78 Russi an Federation 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8

52.16.5.197 I'rel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8

157.55.39.209 |lLhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8

92.247.181.31 |Bulgaria 147.237.77. 216 |dover.idf.il |drop First packet isn't SW drop 7

207.46.13. 137 |UWhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
Sreaning Engine: TQP Invalid i i sSi

37.26.148.201 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

176.13.15. 105 |[lsrael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 6

97.74.24.189 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6

68. 180. 231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi

79.180. 110. 202 |I srael 147. 237.72. 166 |aka i of . i 9 =9 Inval id segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.

88. 254. 110. 197 |Tur key 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 6

212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi

141.8.132.112 |Russian Federation  |147. 237. 72. 166 |aka i of il 9 =9 Invalid segnent retransmssion. |y, 6
Ret r ansni ssi on Packet dr opped.

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6

5.102.195.126 |lsrael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi

87.70.22.213 |israel 147. 237, 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi

213.8.204.1  |israel 147. 237.77. 243 |nobi l e. i f . i | 9 =g Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

66.249. 69.38 |United Sates 147. 237, 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi

66. 249. 93. 180 |Eur ope 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

37.46.41.175 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |5

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 5

208.115.113.89 [Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |[Site S gnature Action ‘Count

79. 178. 197. 206 |l srael 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code Bl ock 101
79.176.19. 238 |[lsrael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode B ock 8
176. 228. 159. 63 |I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 7
46.116. 169. 136 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 5
79.183. 111. 136 [l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode B ock 4
162.200. 9. 120 |whited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df . il/nai n/kapat z/ undef i ned B ock 3
109. 226. 17. 214 |l srael 147.237.77.216|dover . i df . il Distributed Uhauthorized URL Access on waw idf.il/error. htm B ock 3
2.53.140.209 |[lsrael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock 3
87.70.22.213 |lsrael 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Code B ock 3
46.19.86.208 |lsrael 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Cpen Mde None 2
208. 115. 113. 82 [Lhited Sates 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/sitel unsel ecatbl e. aspx B ock 2
176.31.86. 178 |France 147.237.76.200|ei tan. aka. i df.il [PHP Attenpt B ock 2
66. 249. 66. 177 |l srael 147.237.77.216|dover.i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
54.210.18.124 |thited Sates  [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robot s. txt B ock 1
141.8.132.78 RFSEZL:I”I o 147.237.77. 216 |dover. i df .i | Uhaut hori zed URL Access to wawidf.il/daily B ock 1
79.181.37.152 |Israel 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66. 249. 66. 177 |l srael 147.237.77. 216 |dover.idf .l Paraneter Type Mol ati on PageNumin vww i df . il/1133- he/ dover.aspx [B ock 1
46.4.22.136 Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for www aka.idf.il/rights/asp/info.asp B ock 1
93.160. 60.22 |Denmark 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to v i df.il/newsitelenglish B ock 1
66.249.79.93 |l srael 147.237.72.166 |aka. i df . i | ﬂ‘;‘“tzggr ;;é‘ielé’?‘naﬁ?gisiuﬁgener o aspx B ock 1
65.55.210.249 |Uhited Sates 147.237.77.216|dover.i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock

66. 249. 66. 177 |l srael 147.237.77.216|dover.i df . il Unhaut hori zed LRL Access to waw i df.il/atal 1/izkor/viewingtop.asp |B ock 1
95. 211. 148. 154 |Net her | ands 147.237.77.216|dover . i df . il m:;_ﬁ?\fé,zgreggﬁiﬂcn pts/jquery/jquery-1.4.2.mn.js Bl ock 1
68.180. 229. 241 [United Sates  [147.237. 77. 176 |nat pash. i of . i | ma:f;jt pe M /Oig;;_";'efggggfﬁaisgx B ock 1
66. 249. 64. 239 |Israel 147.237.77.233|atal . i df . il Unaut hori zed URL Access to 147.237. 77. 233/ 994- 9067- he/ at al . aspx |Bl ock
176.31.86. 178 |France 147.237.76.200|ei tan. aka. i df .i| [Muiltiple Unauthorized URL Access from 176. 31.86. 178 Bl ock
82.166.61.61 |l srael 147.237.72.166 |aka. i df . i | mn;;“: iZ‘;"T ATl n/;l\c"hs:ﬂﬁm?zpi None 1
66. 249. 66. 182 |l srael 147.237.0.15  [kosher-kravi .idf.i Itj;sa#;rh-olzrla?/?c.ji ?i f/ctC:ni)SI att(e))s/ shar ed/ user cont r ol s/ header upper / Bl ock !
213.8.204. 1 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 1
66.249. 66.125 |Israel 147.237.0.15  |kosher-kravi . i df . i[-2 hori zef UL Access /ianl at es/ homepage homepage. aspx Bl ock 1
66.249.69.38 |lIsrael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
54.196.104. 181 |Whited Sates  [147.237.77.216|dover.i df.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
109. 226. 22. 161 |l srael 147.237.77.216|dover.idf . il Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
5.29. 8. 214 I srael 147.237.77. 234 |hal ag. i df .i | ﬂ?f’;ggr;ifeggﬁmpgcgssssh;oe &/ bul et 1. i Bl ock 1
176.31.86. 178 |France 147.237.76.200(ei tan. aka. i df . il |Whauthorized LRL Access to ww eitan. aka.idf.il/categories. php B ock 1
87.70.67.111 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df. i/ mai n/ sachar/ undef i ned B ock 1
66.249.69.46 |[lIsrael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/appl e-app-site-association |B ock 1
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