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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country |Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 1442
81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 9

89. 46. 102. 242 Ronmani a 147.237.76. 177 ncore.idf.il ock Wdp Al Nets drop 1
141.212.122. 92 Lhited Sates 147. 237.76. 42 refuah.idf.il |Block Wip Al Nets drop 1
66. 249. 79. 102 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadB| ue-D r - Tr ave- 2 dest - r eset 1
141. 212.122. 93 Lhited Sates 147.237.76. 42 refuah.idf.il |Block Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ‘Oountry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
190, 66. 102. 207 1147 237 0.33  |Col onbi & - ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

104.214.25.64 |147.237.0.16 [lhited Sates |ny-kosher-kravi.idf.il [ET SCAN NMAP -sS w ndow 2048 1
80. 82.78. 38 147.237.77. 235 |Netherlands ~ |sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.240.213.93 [147.237.76.30 |Wited Sates [hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
192. 227. 225. 218|147. 237. 72. 156 |Lhited Sates |anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104.214.25.64 |147.237.0.16 [lhited Sates |ny-kosher-kravi.idf.il [ET SCAN NMAP -sS wi ndow 4096 1
104. 214.25.64 |147.237.0.16 |Uiited Sates |ny-kosher-kravi.idf.il |ET SCAN NVAP -f -sS 1
80. 82. 78. 38 147. 237. 76. 148 |Net her | ands ggcenter. aka. i df . il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2301
176.13.15.89  |Israel 147. 237. 72. 167 [i shuri maka i o 1| S NG Engine: TP Invalid invalid segnent retransmission |, o 87
Ret r ansni ssi on Packet dr opped.
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 51
141.0.15.35 Nor way 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 46
2.53.180.218  |Israel 147, 237 76. 200 |ei tan. aka i of i1 || €M NG Engine: TCP Invalid fimvalid segnent retransmssi on. drop 36
Ret r ansni ssi on Packet dr opped.
178.39.218.11 |Sntzerland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 36
198. 204. 249. 34 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 32
176.13.22.204 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid  finvalid segnent retransmssion drop 30
Ret r ansni ssi on Packet dr opped.
107. 167. 107. 174l ndi a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 27
46.19.85.120  |Israel 147.237. 77, 243 wbi e i o1 | €M ng Engine: TCP Invalid finvalid segnent retransmssi on. drop 27
Ret r ansni ssi on Packet dr opped.
139. 162. 216. 112|lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 24
188. 23.227.123 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
50. 202. 234. 198 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
198.58.103. 115 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
89.139.142.83 |Israel 147.237. 77 243 |mbi e ich. i1 || S Ng Engine: TP Invalid invalid segnent retransmission |, o 12
Ret r ansni ssi on Packet dr opped.
66.249.79.102 |lwited Sates  |147.237.72. 166 |aka. idf. il Streamng Engi ne: TCP | nvalid invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
81.218.89.26  |Israel 147.237. 77 243 |mbi e ich. i1 || S ng Engine: TP Invalid invalid segnent retransmission |, o 12
Ret r ansni ssi on Packet dr opped.
49.76.83.106  |China 147. 237. 77. 216 |dover i df . Bad TCP sequence Vﬂdﬁr::;”lt wth different monitor |11
157.55.39.209 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
207.46.13.137 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
188. 72. 103. 229 gﬁi:aetde:(ab 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
128.242.249.10 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
37.26.148.176 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
157.55.39. 106 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
37. 26. 146. 210 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
92.247.181.31 |Bilgaria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
68.180.231.43 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
109. 253. 197. 17 |israel 147.237. 77, 243 b e i o1 | €M ng Engine: TCP Invalid finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
45. 35. 64. 142 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
37.26.148.254 | srael 147.237.77. 243 |mbi e ich. i1 || S Ng Engine: TP Invalid invalid segnent retransmission |, o 6
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
87.203. 102. 200 |G eece 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
88. 254. 110. 197 |Turkey 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
41. 68. 44. 10 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
79.181.21.41  |israel 147. 237. 72. 166 |aka. i of . i Streaning Bngine: TCP Invalid finvalid segment retransmission. | 6
Ret r ansni ssi on Packet dr opped.
109.253.128.4 | srael 147.237.77. 243 |mvi e i1 | €AM NG Engine: TCP Invalid finvalid segnent retransmssi on, drop 6
Ret r ansni ssi on Packet dr opped.
176.13.23.150 |l srael 147. 237. 72. 166 |aka. i o . i Streaning Bngine: TCP Invalid finvalid segment retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
176.13.22. 204 |lIsrael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber moni t or 6
2.53.176. 81 | srael 147.237.72.166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
188. 120. 148. 182|l sr ael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 5
50.87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
50. 167.249.231 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
176. 13. 15. 89 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 4
79.181. 163. 163 |Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.29.252. 173 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 318
109. 253.128.4 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 217
46.19. 85. 120 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspici ous Response Code B ock 8
41.176.133. 148 |Egypt 147.237.77.216|dover. i df . il D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 3
81.218. 89. 26 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 3
37.26.148.178 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
178.137.93.24 |lkraine 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from 178. 137.93. 24 B ock 3
. . . Unhaut hori zed URL Access to
37.26.148.178 |[Israel 147.237.77.243|nobi | e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 2
157.55.39.209 |lhited Sates [147.237.77.216|dover.idf .il D stributed Unhaut hori zed LRL Access on wawnidf.il/error. htm B ock
2.53.150. 53 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
www. chamat z. aka. i d _ _
212. 150. 244. 228|l srael 147.237.77. 226 £l Mil ti pl e Unaut hori zed URL Access from 212. 150. 244. 228 B ock 2
66.249.66. 177 |lsrael 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 66. 177 B ock 2
41.176. 133. 147 |Egypt 147.237.77.216|dover . i df . il Dstributed Lhauthorized LR Access on waw idf.il/error. htm B ock 2
89.139.142.83 [Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 2
37.26.148.178 |lsrael 147.237.77.243|nobi l e.idf . il Mil tipl e Unhaut hori zed URL Access from 37.26. 148. 178 Bl ock 2
149. 78.181. 184 |l srael 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
. . Paraneter Type M ol ati on SearchText in
93.173.197.177 |Israel 147.237.77. 176 (@t pash. i df . i | vaw cogat . i df . |/ 938- en/ cogat . aspx Bl ock 1
] . . Unaut hori zed URL Access to
68.180. 229. 241 |Lhited Sates 147.237.77. 176 [nat pash. i df . i | v cogat . i df . il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
178.137.93.24 |Wkraine 147.237.76.200|ei tan. aka. i df . il Uhaut hori zed URL Access to ww eitan. aka. i df.il/xmrpc. php B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 67 I srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_st or agel 11 es/ 8/ si ze100x0/ 3098. ] pg B ock 1
109. 253.128. 4 |l srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
80.86.94. 7 Ger many 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to anman.idf.il/robots. txt B ock 1
. . Unaut hori zed URL Access to
66. 249. 79. 93 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
208.115.113.82 [lhited Sates [147.237.0.34 |ti kshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/site/unsel ecatbl e.aspx |B ock 1
96.126.127.12 |Wited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to refua. atal.idf.il/ol d/ wp-admn/ B ock 1
31.168. 239. 237 |[Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SIS Sessi ons: (pen Mde None 1
] . . Paraneter Type Mol ati on PageNumin
68.180.231.43 [Wited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1065- en/ dover . aspx Bl ock 1
184.168. 152. 170|lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp/ wp-admn/ B ock 1
. . Unaut hori zed URL Access to
66.249.65. 70 |Israel 147.237.76.42 |refuah. i df.il 147. 237.76. 42/ si p_storage/ fi | es/ 1/ si ze100x0/ 240L. j pg Bl ock !
141.8.132.78 RJSIS:;”i o 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/daily B ock 1
37.26.148.254 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
. . Unaut hori zed URL Access to
66. 249. 79. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai n/ sachar ! aq. aspx B ock 1
. . . URL is Above Root Drectory
49.76. 83. 106 Chi na 147.237.77.216|dover.idf . il ww i df i 1/ ../ shar ed/ user cont r ol s/ header upper / B ock 1
159. 253. 0. 17 Net her | ands 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wordpress/wo-adnmin/ |B ock 1
98.139.204.23 |lhited Sates |147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua. atal.idf.il/test/wo-admn/ B ock 1
77.75.77. 62 Czech Republic |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df . il/page/ 32/ B ock 1
’ . . Unaut hori zed URL Access to
207.46.13.22  [Wited Sates  |147.237.77.216|dover.idf.il v i dff i |/ 1133- 17225- hel dover . asp Bl ock 1
Unhaut hori zed URL Access to
66. 249. 66. 64 I srael 147.237.0.15 |kosher-kravi.idf.il |wwkosher-kravi.idf.il/tenplates/shared/ usercontrol s/ navnenu/ u |B ock 1
ndef i ned
37.228.236.45 |Ireland 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wwwi i df.il/894-en/idf gdover. aspx B ock 1
Russi an . . . Unaut hori zed URL Access to
141.8.142. 33 eration 147.237.76. 200 (ei tan. aka. i df . i | i tan. aka i df.i 1/ 1105 en cont act us. aspx Bl ock 1
. . Unaut hori zed Met hod PCBT for
5.29.189.11 I srael 147.237.72. 166 |aka. i df . i | v aka i o i |/ rai v sachar/ regi strat i onwi zar d st ep2. aspx B ock 1
83.243.58.157 [Ger many 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal.idf.il/wp-adnin/ B ock 1
66.249.79.102 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/kanhar/nilui nday. asp |B ock 1
www. chamat z. aka. i d i
212. 150. 244. 228|i srael 147.237.77. 226, . Wnaut hori zed URL Access to . B ock 1
foil www chanat z. aka. i df . i |/t enpl at es/ honepage/ nobi | e
54.234.224.39 |Lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to www navy. idf.il/f Bl ock 1
109. 67.149. 96 |l srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ B ock 1
- . . Paraneter Type M ol ation ctl00$Qont ent A acetbl der 1$t xt Gapt cha i n
37.26.148.178 |l srael 147.237.0.19 |nadimatal .idf.il nadi matal i dfi1/nobil el ogin. aspx B ock 1
. . Unaut hori zed URL Access to
79.177.134. 163 |Israel 147.237.77.216|dover . i df . i v i df i 1/t enpl at es/ honepage/ mobi | e B ock 1
208.115.113.82 [lhited Sates [147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in tikshuv.idf.il/site/general .aspx |B ock 1
149.78.181. 184 [israel 147.237.72. 156 |aman. i df . i | NMJJ;)pI e Wntraceabl e SS9 Sessions from149.78. 181. 184 (Cpen |0 1
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