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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3662
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1745
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2
42.2.170.55 Hong Kong 147.237.76. 199 e.nakchal .idf.il |Bock Wdp Al Nets drop 2

65. 38. 79. 88 Canada 147.237.76. 199 e.nakchal .idf.il |Block Udp All _Nets drop 2

89. 46. 102. 242 Rorani a 147.237. 76. 38 eeneitav.idf.il |Block Np All Net drop 1

89. 46. 102. 242 Romani a 147.237.76. 201 eatal.idf.il B ock Np Al _Net drop 1
71.6.146. 185 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock_Udp All _Nets drop 1

89. 46. 102. 242 Romani a 147.237. 76. 86 navy.idf.il B ock Np All Net drop 1

58. 63. 6. 55 Chi na 147.237.76. 199 e.nakchal .idf.il [Bock Wp All Nets dr op 1

89. 46. 102. 242 Rormani a 147.237.76. 202 e halag.idf.il B ock Np Al Net drop 1
82.221.105. 6 | cel and 147.237.76. 198 e.yohalan.idf.il |Bock Wdp Al Nets drop 1

89. 46. 102. 242 Romani a 147.237.76. 196 e.sviva.idf.il B ock Np Al _Net drop 1
104. 153. 173. 100 Lhited Sates 147.237.76. 200 eitan.aka.idf.il |Block Udp All Nets drop 1

89. 46. 102. 242 Romani a 147.237.76. 31 nakchal .idf.il B ock Np All Net drop 1

89. 46. 102. 242 Romani a 147.237.76. 197 e. hinush.idf.il B ock Np All Net drop 1
71.6.135. 131 Lhited Sates 147.237.76. 38 eeneitav.idf.il |Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
80. 82. 78. 38 147.237.0.19 Net her | ands madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
106. 184. 2. 29 147. 237.76. 39 Japan nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
80. 82.78. 38 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
212.129. 15. 245 147.237.77. 74 France lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
107. 170. 63. 129 147.237.72. 167 Lhited Sates i shuri maka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signatu re Action ‘Count
5.254. 66. 2 Ronani a 147.237. 72. 156 |aman. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 77
5. 254. 66. 2 Ronani a 147, 237. 76. 147 [chi nuch. aka. i df . i ||SYN At t ack SYN -> SYN-ACK -> Tineout [reject 77
108. 225.11. 111 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 72
146. 50. 79. 106  |Net her| ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 40
66.249.79.102 |Lnited Qates 147.237.72. 166 |aka. i of . i Streamng Engi ne: TCP Inval id finvalid segnent retramsmssion. |y 39
Ret r ansni ssi on Packet dr opped.
139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 36
79.178.198. 145 |Israel 147.237.72. 156 |anan.i df . il dr op Frst packet isn't SN drop 25
68.180. 231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
109. 64. 87. 137 |Israel 147. 237, 76. 200 |ei tan aka ict.i1 || Sam NG Engi ne: TCP | nvalid |invalid segnent retransnissi on. drop 24
Ret r ansni ssi on Packet dr opped.
2.53.153.18  |Israel 147.237.77. 243 |rbi e i i1 | S8 NG Engine: TP Invalidinvalid segnent retransnission. | o 21
Ret r ansni ssi on Packet dr opped.
46.19.85.235  |Israel 147.237.77. 243 |rvi e i1 | SAM NG Enginer TCP Inval id invalid segnent retransnissi on drop 21
Ret r ansni ssi on Packet dr opped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 17
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
208. 54. 38. 210 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
198. 58.103. 158 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
46. 243. 150. 196 |Bahrain 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
79.176.127. 233 |Israel 147, 237.76. 200 [ei tan aka i of 1 |} S NG Engi ne: TP Inval idinvalid segnent retransnission. | 12
Ret r ansni ssi on Packet dr opped.
157.55.39.209 |lWhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
37. 46, 41. 57 I'srael 147,237, 77. 243 |mbil e icf. i1 | SAM NG Engine: TP 1nvalid invalid segnent retransmission. | 9
Ret r ansni ssi on Packet dr opped.
207.46.13.137 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
157.55.39.106 |Uhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
185. 19. 222. 168 (F;ajcis;iigjja” Territory.l 47, 237. 77. 216 |dover. i . i1 drop Frst packet isn't SN drop 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
37.46.41.1 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |7
87.139.165.96  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
37.142.68. 1 I'srael 147,237, 77. 243 |mbil e icf. i1 | SAM NG Engine: TP nvalid finvalid segnent retransmission. | 6
Ret r ansni ssi on Packet dr opped.
87.71.2.88 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 6
66. 249. 93. 247  |Europe 147.237.72. 166 |aka. i df . Streamng Engine: TCP I nval i d invalid segnent retransmission drop 6
Ret ransni ssi on Packet dr opped.
79.176.127. 233 |l srael 147.237.76. 200 |eitan. aka.idf.il |Bad TCP sequence I'nval i d AGK nunber noni t or
88. 254. 110. 197 |Turkey 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
185.3. 146,203 |l srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid|invalid segnent retransmission. |, 6
Ret r ansni ssi on Packet dr opped.
207.46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
92.247.181.31 |Bugaria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
37.46.39. 170 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber mnitor |5
100. 100. 57. 30 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 5
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46.117. 105. 219 [l srael 147.237.72. 166 |aka.i df . il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
31.168.23.251 |israel 147.237.77. 234 |hal ag. i df . i | Bad TCP sequence mdgirsaé‘;"lt With different monitor |4
37. 26. 146. 216 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
79.177.115. 241 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
45, 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
87. 69. 255. 212 | srael 147.237.72. 166 |aka. i df.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
79.176.127. 233 |l srael 147.237.76. 200 |eitan. aka.idf.il |Bad TCP sequence I'nval i d AGK nunber alert 3
141.8.142.84  |Russian Federation |147.237.72. 166 |aka.idf. il Streaning Engi ne: TCP Inval i d finvalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
79.181. 160. 112 I srael 147.237.72. 166 |aka. i of . i Streamng Engi ne: TCP Inval id finvalid segnent retramsmssion. |y 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 235 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode Bl ock 6
2.53.153. 18 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 4
109. 253.128. 4 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
212.150.178.81 |[lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 212.150. 178. 81 B ock 3
109. 186. 52. 149 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66.249.66. 177 [Israel 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
37.46. 41. 57 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode Bl ock 2
37.142.64. 86 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.119. 113. 162 |Wkrai ne 147.237.77. 176 [mat pash.idf . il |PHP Attenpt Bl ock 2
37.142.68.1 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode Bl ock 1
157. 55. 2. 145 Lhited Sates [147.237.77.216|dover.idf .il Dstributed Waut hori zed URL Access on wawidf.il/error.htm B ock 1
82. 80. 28. 229 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.119. 113. 162 [Wkrai ne 147.237.77. 176 |mat pash. i df .i|  [Waut horized URL Access to ww cogat . i df.il/wp- I ogin. php B ock 1
212.150.178.81 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip _storagel/files/ 1/ B ock 1
5.29.72.2 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.64.172 I srael 147.237.76.86 |navy.idf.il murt]z\?;' iz(ffd. e ;/Cy?i:ytlgearchpage. aspx Bl ock 1
176.13.10.0 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
84.145. 186. 236 |Ger many 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 84. 145, 186. 236 Bl ock 1
65. 55. 210. 61 Uhited Sates [147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on waw idf.il/error. htm B ock 1
213.57.139.162 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
31.168.23.251 |l srael 147.237.77. 234 |hal ag. i df . i | ﬂ?“tzg?r;ie%ﬁ‘mpggssssh;oe &bl et L. gi Bl ock 1
141.212.122. 161 |thited Sates  [147.237.77.216|dover. i df . i D stributed Lhaut hori zed URL Access on 147.237. 77. 216/ B ock 1
46.119. 113. 162 |Wkrai ne 147.237.77. 176 [mat pash. i df . il  |Adnmin B ocki ng Bl ock 1
207.46. 13. 22 Lhited Sates |147.237.77.216|dover.idf.i | Unaut hori zed URL Access to waw i df . il/1133-17225- he/ dover. asp B ock 1
84. 145, 186. 236 |Ger many 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to vww i df . il/894-en/i df gdover. aspx B ock 1
66.249. 64,142 I srael 147.237.76.86 |navy.idf.il x\{j‘;’t :‘gfr _i iz|e/dgiL$_s/¢coCrisr; ats‘;/ showd or um asp Bl ock 1
213.57.251. 102 |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx Bl ock 1
146. 50. 79. 106  |Net herl ands 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to ww cogat.idf.il/1392-en/ cogat. asp B ock 1
68.180.231.43 |[hited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/navy/ B ock 1
46.119. 113. 162 |Wkraine 147.237.77. 176 |nat pash. i df . i | Mil ti pl e Uhaut hori zed URL Access from 46.119. 113. 162 Bl ock 1
208.90.57.196 |Lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
2.53.22.4 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
84.228.211.212 |lsrael 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to www navy.idf.il/tenpl ates/ general /nobile |B ock 1
66.249. 64.154 I srael 147.237.76.86 |navy.idf.il Ea\s/;r: gfuf ield/ ;133;;1?; ﬁrf‘dasug‘sﬁg&egfu;”asp Bl ock 1
148.251.70.201 |Ger many 147.237.72. 166 |aka. i df . i | mu;kzo;:ﬁzﬁ?/':ﬁgmjsfﬁe;mf it ssp B ock 1
79.180.134.29 [israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to www i df.il/aman/ B ock 1
66.249. 64. 163 [l srael 147.237.76.86 |navy.idf.il Paranet er Type M ol ati on Docl Din ww navy. i df.il/navy/ general . aspx Bl ock 1
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