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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7124
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1800
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2
185.94.111.1 Russi an Federation 147.237.76. 31 nakchal .idf.il Bl ock Wp Al Nets drop 1
163. 172. 153. 224 Uni ted Ki ngdom 147.237.76. 86 navy.idf.il B ock Np Al _Net drop 1

89. 46. 102. 242 Rormani a 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1

62. 75. 207. 109 Ger many 147.237.76. 86 navy.idf.il B ock_Udp All _Nets dr op 1
163. 172. 153. 224 Uni ted Ki ngdom 147.237. 76. 202 e halag.idf.il Bock Np Al Net drop 1
163. 172. 153. 224 Uhi t ed Ki ngdom 147.237.76.31 nakchal .i df.il B ock Np Al Net drop 1

89. 46. 102. 242 Ronani a 147.237.76. 42 refuah.idf.il B ock Np Al Net drop 1
37.142.64.0 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
163. 172. 153. 224 Uni ted Ki ngdom 147.237.76. 148 gocenter. aka.idf.il B ock Np Al _Net drop 1

89. 46. 102. 242 Ronani a 147.237.76. 198 e.yohal an.idf.il B ock Np Al Net dr op 1

66. 240. 236. 119 Lhited Sates 147.237.76. 42 refuah.idf.il B ock Wp Al Nets drop 1
163. 172. 153. 224 Uhi t ed Ki ngdom 147.237.76. 39 nobi | e.neitav.idf.il |Bock Np Al Net drop 1

89. 46. 102. 242 Ronani a 147.237.76. 44 e.refuah.idf.il B ock Np Al Net drop 1

60. 13. 249. 253 Chi na 147.237.76. 31 nakchal .idf.il JLMPurple Gon Limt_Tcp drop 1
163. 172. 153. 224 Uni ted Ki ngdom 147.237. 76. 196 e.sviva.idf.il B ock Np Al _Net drop 1

89. 46. 102. 242 Romani a 147.237.76. 199 e. nakchal .idf.il B ock Np Al Net dr op 1
163. 172. 153. 224 Uni ted Ki ngdom 147.237.76. 44 e.refuah.idf.il Bock Np Al Net drop 1

89. 46. 102. 242 Ronmani a 147.237.76.176 test.ncore.idf.il B ock Np Al Net drop 1

62. 75. 207. 109 Cer many 147.237.76. 44 e.refuah.idf.il Bl ock Wp Al Nets drop 1
163. 172. 153. 224 Uni ted Ki ngdom 147.237. 76. 201 eatal.idf.il B ock Np Al _Net drop 1

89. 46. 102. 242 Rormani a 147.237. 76. 200 eitan. aka.idf.il B ock Np Al _Net drop 1

89. 46. 102. 242 Romani a 147.237.76. 39 nobi le.neitav.idf.il |Bock Np All _Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66.249.73.214 |147.237.77.170|Wited Sates n@ar achot . i df . i | ET SCAN NVAP -sA (2) 2
, _ L ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic,
211.147.95.122 [147.237.0.19 |thina nadi matal .idf.il ) . 1
Potential Scan or Infection
89.248.167.131 [147.237.0.33 [Netherl ands idf.il ET SCAN Potential SSH Scan 1
193.36.35.241 |147.237.76. 148 23:;; o gocenter . aka. i of . i | ET SCAN Potential SSH Scan 1
_ _ L ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
175. 144.198. 117|147.237.0.19 |Mlaysia nadimatal .idf.il . . 1
Potential Scan or Infection
ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
46.183.122.178 [147.237.0.19 |Abania madi matal .idf.il ) ) y 1
Potential Scan or Infection
_ _ L ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
121. 122.176. 116|147.237.0.19 |Mlaysia nadimatal .idf.il . . 1
Potential Scan or Infection
i ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
5.32. 92. 66 147.237.0.19 |Uted Arab nadi matal i of i _ ary 1
Emrates Potential Scan or Infection
104. 219. 238. 10 [147.237.76.30 |Lhited Sates hi nush. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
104. 219. 238.10 [147.237.0.33 [thited Sates idf.il ET SCAN NVAP -sS w ndow 1024 1
93.174. 93. 50 147.237.76.30 |Net her| ands hi nush. i df . i | ET S Behavi oral ‘Lhusual ly fast inbound Tel net 1
R T o Gonnections, Potential Scan or Brute Force
89. 248. 167. 131 |147.237.76. 177 |Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1
. ! o ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
222.168.70.180 [147.237.0.19 |China madi matal .idf.il ) ) 1
Potential Scan or Infection
89. 248. 167. 131 |147.237.76.34 |Netherl ands yohal an.idf.il ET SCAN Potential SSH Scan 1
89.248.167.131 [147.237.0.19 [Netherlands nadi matal .idf.il ET SCAN Potential SSH Scan 1
178.46.62.175 |147.237.0.17 ?éj:::ﬂm mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
66.240.213.93 |147.237.76.34 |lhited Sates yohal an.idf .il ET SCAN NVAP -sS wi ndow 1024 1
o . L ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic,
122. 3. 235. 98 147.237.0.19  |Phili ppines nadimatal .idf.il . ) 1
Potential Scan or Infection
46. 19. 85. 237 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
113 188, 55. 230 1147 237 0.33 M et nam il ET SCAN Behavi oral Lhusual | y fast inbound Tel net 1
T T ' Gonnections, Potential Scan or Brute Force
Uhited Arab _ S ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
2.50. 147. 128 147.237.0. 19 X nadi matal .idf.il ) ) 1
Emrat es Potential Scan or Infection
104. 219. 238.10 [147.237.8.24 [lhited Sates elifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1
101. 100. 185. 44 |147.237.76. 30 |9 ngapore hi nush. i df . i | ET SO Behavi oral Lhusual ly fast inbound Tel net 1
T T 9apo o Gonnections, Potential Scan or Brute Force
89. 248. 167. 131 |147. 237. 77. 235 |Net her | ands sviva.idf.il ET SCAN Potential SSH Scan 1
89.248. 167. 131 |[147.237.76.86 |[Netherlands navy. i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature Acti on ‘Count
Sreaming Engine: TCP Invalid i i ssi

66.249.79.102 |Wited Sates 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 60
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i Ssi

109. 64.87.137  |israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g Inval id segnent retransmssion. |, 39
Ret r ansni ssi on Packet dr opped.

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 22

46. 244, 83. 166 (F;ajcis;i';'ja” Territory:l147. 237. 77. 176 |nat pash.i o . i1 |dr op First packet isnt SWN drop 20

207.46.13.137 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 19

52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18

94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18

66.249. 93. 115  |Europe 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17

152.33.69.151 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16

79. 176. 43. 56 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16

68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 15

156. 174. 181. 119|Egypt 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 14
Sreamng Engine: TCP Invalid i i Ssi

5.29. 182. 40 I srael 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g Invalid segnent retransmssion. |, 14
Ret r ansni ssi on Packet dr opped.

157.55.39.209 |Uhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13

207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
Sreamng Engine: TCP Invalid i i ssi

79.178.108.23 |Israel 147.237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.

173.252.115.90 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 12

100. 100. 57. 30 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12

198.58.103. 158 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12

37.237.152.175 |lrag 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 12

139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12

79. 176. 43. 56 | srael 147.237.77. 176 |t pash.i df . il |[dr op First packet isn't SN drop 10

66.249.93.119 |Europe 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
Sreamng Engine: TCP Invalid i i ssi

109. 253. 146. 43 I srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. | o 9
Ret r ansni ssi on Packet dr opped.

104.128. 139. 111 |\l aysi a 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9

S SYNPACK retransmt with .
46. 19. 85. 224 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence di fferent w ndow scal e nonitor |8
s SWNretransnit wth different .

217.132. 146.40 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 8

209. 43. 60. 70 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8

157.55.39.106 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8

66.249.93. 111 |Europe 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6

100. 100. 57. 30 147.237.76.42 |refuah.idf.il |drop First packet isn't SN drop 6

149. 88. 60. 224 I srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6

72.48.201. 21 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6

23.24.243.249 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi

87.70.11.119  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

173.252.115.91 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 6
Sreamng Engine: TGP Invalid i i Ssi

87.70.79.196  |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

217.132.153.89 |[Israel 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 6

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6

37.26.148. 174 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6

50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5

79.178.198. 145 |lsrael 147.237.72. 156 |anan. i df .i | drop First packet isn't SN drop 5

79.178.198. 145 |l srael 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 5

173.252.115.85 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4

173.252.75.114 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4

82. 205. 85. 81 ga:lcis;i':éa” Territory.ly 47, 237. 7. 216 |dover.idf.il  |drop First packet isn't SN drop 4

138.75.186.98 |S ngapore 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
46.121.12. 87 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 18
waw. chamat z. aka. i df _ .
212.150. 244. 228|l srael 147.237.77. 226 i Ml ti pl e Whaut hori zed URL Access from 212. 150. 244. 228 B ock 5
149.78.9. 97 Uhited Sates |147.237.77.243|nobile.idf.il Paranet er Type M ol ation Password in nobile.idf.il/sachar/login B ock
66.249.81.218 |[lIsrael 147.237.77.216|dover. i df .i | D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock
. . . Paraneter Type M ol ati on Qurrent Password in
89.138. 109. 204 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e, i df . | / sachar / changepassvor d B ock 3
152.33.69. 151 |[wnited Sates |147.237.77.216|dover.idf.il Paraneter Type Vol ation ct 00SCont ent A acetbl der 19t xt Enai | in Bl ock 3
wwy i df . i |/1038-en/ dover. aspx
2.53.186. 76 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock
109. 253. 146. 43 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock
46.121.12.87 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal .idf.il/1440-he/atal . aspx B ock
] - . Unhaut hori zed URL Access to
157. 55. 39. 106 Lhited Sates |147.237.77.216|dover.idf.il waw i df . i | /t enpl at es/ shar ed user cont r ol s/ header upper / B ock 1
79.179.0. 46 | srael 147.237.77.216|dover.i df . il SSL Untraceabl e Connection - Cpen Mde None 1
. . Paraneter Type Mol ati on SearchText in
46.116.19.35 [l srael 147.237.77. 216 |dover. i df . il v i df i 171065- he/ dover . aspx Bl ock 1
66.249.79.102 |[israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip- B ock 1
185. 3. 144. 33 I srael 147.237.76.42 |refuah.idf.il Mil tipl e Uhaut horized URL Access from 185. 3. 144. 33 B ock 1
85. 65. 205. 206 [l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
131. 253. 25. 237 |Uhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 1
66.249.81.212 |[Israel 147.237.77. 216 |dover. i df . i | Dstributed Lhaut hori zed URL Access on v idf.il/error. htm B ock 1
89. 72. 63. 169 Pol and 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to waw i df . il/894-en/ dover . aspx/ B ock 1
wwv chamat z. aka. i df i
212. 150. 244. 228|i srael 147.237.77.226| Wnaut hori zed UR. Access to . B ock 1
il wwn chanat z. aka. i df . i |/t enpl at es/ honepage/ nobi | e
- . Uhaut hori zed URL Access to
66.249. 64. 148 |l srael 147.237.76.86 [navy.idf.il navy. i df . i | / 994- 8613- he/ navy. aspx. aspx Bl ock 1
77.125.5.125  |israel 147.237.72. 166 |aka. i df . i | Wnknown Parareter __VI BASTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar / nai | box. aspx
217.132.146. 40 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx  |B ock 1
109. 65. 180. 23|I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
66. 249. 79. 93 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
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